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Overview and Executive Summary

ISO 31000, in its three editions, has served the global community well, becoming the world’s most
applied risk management guidance publication. There is much to praise the Standard for, however this
does not mean that change is not warranted.

The broad risk management community does not have an agreed position on the status of the 2018
version of the Standard, and whilst there are numerous different views about its standing, they can
be characterised as, ISO 31000:2018 is:

e Perfectly acceptable and requires no change.

e OK, but COSO is better.

e Not great, but it’s better than the alternatives.

e Satisfactory, but there are some small improvements that can be made.

e Too complex, and something even simpler is needed.

e Academically unsound and should be totally abandoned in favour of science and statistics-
based models.

e The wrong type of Standard, principle based does not allow compliance to be certified, and it
all needs to be changed to a management system Standard.

e |s based upon a reasonable approach, that needs a substantial reform based upon evidence
not conjecture.

From each proponent’s perspective, their viewpoint is reasonable, and reflects how valuable they
believe ISO 31000:2018 to be, and how useful it will be in the future.

This Whitepaper has its genesis in our observations of an unstructured debate that has been swirling
around in governments, industry, not-for-profits, academia, professional bodies, in the ‘hallowed
chambers’ of various national standards bodies and within ISO TC 262 (the technical committee
responsible for the risk management Standard), and the across many other ISO technical committees.

The authors of this Whitepaper hold strongly to the last of the above dot points. We believe that,
notwithstanding the success to date of ISO 31000, that there is much about the Standard that needs
to change, because the current version of the Standard:

e |s not based upon robust peer reviewed evidence, and in parts it conflicts with or ignores the
relevant discipline knowledge (in fields such as uncertainty, probability, decision-making,
psychology, and management theory).

e |s largely based upon conjecture and personal beliefs of those involved in developing the

Standard.

e Does not live up to its bold claims to be suitable for all types of organisation and for all types
of risk.

e |s highly generic, which has led to its application in contexts for which it is not suitable or
relevant.

e Does little to prevent (some would argue it encourages) the spread of poor practices and
mathematical misunderstanding, which in turn results in analytical products that can be ill-
informed and inaccurate.

e Has resulted in a ‘risk industry’ that predominantly produces ‘lists of risks’ of questionable
value, whilst doing little to actually reduce uncertainty in decision-making.



Accordingly, we have developed a case for the reform of ISO 31000:2018, not to abandon the current
Standard, but to build upon that which is ‘good’ and to change that which needs to change. In this
respect we seek to provide input into the official deliberations of ISO about the future of the Standard
that have commenced in late 2023 and will continue through 2024.

Our case for reform highlights the following, areas for change:

e The Standard is highly generic. This has been a strength of the earlier versions of the Standard,
allowing its ready adoption by a wide range of users, including those with a low knowledge
and experience base about risk management. In this latest version of the Standard, this generic
guidance has become a weakness. The Standard has helped to promote a whole range of
guestionable practices, to the extent that the effectiveness and value of risk management is
uncertain in many organisations.

e Unproven claims made within Standard, particularly about its wide applicability and benefits,
have result in the adoption of the Standard for purposes for which it is wholly unsuitable.

e The Standard is ‘confused’ about its scope. For example, does it aim to provide guidance to
help manage organisational/enterprise risk, or does it seek to have a much broader influence?

e A great deal of the Standard is conjecture, based upon assumptions that have not been
surfaced, tested, or validated.

e The Standard ignores a great deal of the high quality published literature that deals with
uncertainty and risk. In doing so, the Standard uses concepts that are outdated and in various
parts of the publication are incorrect.

e The Standard presents itself as the de facto approach for managing risk, without proof. It is
also a claim rejected by numerous domains that use risk assessment and have formal
approaches for managing risk.

e The Standard seems to be confused about the difference between ‘risk management’ and
‘managing risk’.

e Under the ‘reign’ of ISO 31000, the outputs of risk management activities have become more
and more about populating ‘risk registers’ and creating lists of risks.

e The idea behind introducing explicit “principles” into the Standard was a meaningful
innovation. However, the execution of the idea has resulted in a poorly written set of short
generic statements that appear to be given ‘lip-service’ or totally ignored by many
practitioners. A revision of the Standard needs to determine if these are the most relevant and
important principles, and how they could be better explained.

e The risk management framework guidance in the Standard is incomplete and confused, and
requires a major revision if it is to effectively provide usable practical guidance.

e The Standard promotes the use of a PDCA (plan-do-check-act) cycle, that has provided sterling
service for almost the last 100 years, as an improvement process. The world has changed
considerably in that time, and far more agile and flexible processes have since been developed
to address the high complexity and uncertainty within which most organisations now operate.

e All of the processes described in the Standard are highly linear in nature, which can
increasingly struggle as complexity and uncertainty increase. There are a wide range of
different process models that are used in modern organisations, and the Standard needs to
show how these can be applied to enhancing risk management.

e This linearity problem also extends to the ‘new’ version of the risk management process
shown in the Standard. In particular, the redrawing of the risk management process has been
a retrograde step form previous versions and has lost key aspects of meaning that was
designed into the original risk management process on which ISO 31000 was based.



e There are numerous technical errors throughout the text of the Standard as well as misleading
diagrams that need to be corrected. For example, describing an improvement process diagram
as a ‘risk management framework’.

e The definition of risk provides the foundation for how risk is conceptualised, how it is assessed,
and ultimately how it is dealt with. The current definition of risk has been criticised from many
different experts and commentators, and needs to be reconsidered in light of our changing
understanding about the nature of uncertainty and risk.

e The concept of uncertainty is central to both the Standard’s definition of risk, and to our
understanding of risk. For a concept so important to and a foundation of ISO 31000, the actual
concept of uncertainty is almost completely ignored in the body of the Standard.

e The Standard places a great deal of emphasis on the ‘integration’ of risk management, without
really explaining what integration looks like, what it comprises, or how it could be achieved.
This Whitepaper also posits that ‘integration’ may not be what is actually required.

e Much of the Standard’s content about various activities that comprise risk management is
superficial and incomplete. In its current form it provides little practical guidance, and this has
led to the adoption of a whole range of dubious practices by practitioners.

e Many mature risk management approaches are centered on the relationships between
uncertainty, risk, and decision-making, and view the core of risk management as reducing the
uncertainty in a making a decision. These are concepts that are almost completely absent from
the Standard.

Overall, the current version of ISO 31000 appears to be based on the process and organisational
models that predominated in the 1980’s. A revision of the Standard needs to ensure that its underlying
thinking better reflects the contexts face by contemporary society.

Dr Carl A. Gibson
Jason Brown
Dr Elizabeth M. Gibson

Australia, November 2023



ISO 31000:2018 The Case for Reform

"The most difficult subjects can be explained to the most slow-witted man if he has not formed any idea of
them already; but the simplest thing cannot be made clear to the most intelligent man if he is firmly
persuaded that he knows already, without a shadow of doubt, what is laid before him." Leo Tolstoy.

Introduction

Rationale

ISO 31000:2018 Risk management-Guidelines! is soon to come to the end of its ‘life’ as a current
International Standard, and the formal process will start, under the auspices of the International
Standards Organisation (ISO) Technical Committee for risk management (TC262), to review and revise
the document. Given the nominal timeframe for standard’s development, a most probable publication
date will be in late 2024 or early 2025. Although ‘ISO 31000’ has been a phenomenal success in its
acceptance and take-up worldwide, the Standard is not without serious conceptual problems and
practical limitations. The Standard has been widely criticised by various practitioners, professional
bodies, academia, and by risk experts in different industry, science and technology domains. It is
therefore timely, before ISO TC 262 deliberations get up a full head of steam, to provide a discussion
Whitepaper to help inform national and international deliberations.

It can be argued that the simplicity and accessibility that has made ISO 31000:2018 the global guidance
document, may also be responsible for both preventing the adoption of better practices (scientifically
validated), and for promoting an increasing misunderstanding about the nature of risk and its
management. Indeed, it appears that many of the problems in contemporary risk management arise
from a shallow understanding of the Standard and the nature of risk, as well as from problems innate
to ISO 31000 itself.

A Whitepaper of this nature can be seen by many as negative criticism of a widely popular Standard.
However, we wish to point out that despite its problems, ISO 31000:2018 still has some well thought-
out and useful content. Our intent is to help drive an improved international risk management
Standard that is more practically relevant and more scientifically defensible.

! Australia has adopted the Standard as AS I1SO 31000 2018. Note that the 2009 version and its precursor ‘4360’
were joint Australian and New Zealand Standards. Under its current ‘user pays’ model, New Zealand Standards
decided not to adopt the revised 2018 version of the Standard.



In doing so we will start off by asking two simple questions:

e How do we all know that ISO 31000:2018 actually works as intended?
e How do you, the reader, know that your application of ISO 31000:2018 works effectively and
consistently in your own organisation?

If you suffer from any hesitation in answering both of these questions, then there is a serious problem
that needs to be resolved.

ISO 31000 has some good foundations, that should be strengthened and built upon. However, there
are examples of poor quality advice within the document that need to be rectified in its next version.
Up to now, the development of ISO 31000 has been undertaken with little, if any, reference to or
application of the scientific research into uncertainty, decision-making, or risk. To a large extent, the
Standard remains the product of belief and conjecture, and in its vagueness, ambiguities, and silence
promotes practices that are also largely devoid of supporting scientific evidence.

Our approach

This Whitepaper is based upon an analysis of the ISO 31000:2018 Standard, and considers the
concepts and contentions presented in the Standard for:

e Ease and consistency of understanding.

e Relevance and applicability.

e Accuracy, validity, and evidential support.

e Prospect of achieving the intended outcomes.

The analysis and review are conducted and reported as a critique of the Standard as a whole, and a
more detailed critique of each individual section of the Standard. Where appropriate we provide uplift
recommendations for consideration by the reader and as input into discussions about the future of
the Standard.

There are also a number of issues discussed in the Whitepaper that are not about problems within the
current version of ISO 31000, but are concerned with proposals to introduce contentious concepts
into the Standard in its next revision, such as changing it from a principles-based Standard to a
Management System Standard (MSS)>2.

2 Whether it be for full mandatory compliance requirements as in ISO 9001 (a type A MSS), or more discretionary
in nature (type B MSS, such as ISO 9004), where Type B MSS are often developed to provide guidance to
implement a type A MSS.



Conceptual and textual analysis

General issues

Issue: If the Standard is so good, why change anything?

There appears to be a wide acknowledgement of ISO 31000’s position as one of the best
‘methodological’ guidance documents on risk management, and the almost ubiquitous global
adoption (certainly outside of the USA) seems to support this contention. Indeed, ISO 31000 does not
appear to suffer from many of the problems innate to the USA’s COSO Standard (COSO, 2017).
Conversely, the COSO Standard is less vague, provides greater detailed guidance, and more
informative diagrams, despite its other flaws. All of which are key issues for the current ISO
31000:2018.

Support for the effectiveness of ISO 31000, up to now, has been largely based on anecdotal experience
and unevidenced claims (see below). Whilst a range of studies published in reputable peer-reviewed
journals have been critical of the use of such a Standard (Aven and Ylonem, 2019; Wiegman et al,
2017; Brunsson et al, 2012; Rowley 2007; Hallstrom et al; Timmermans and Epstein, 2010; Hallstrom
2004)3.

There are a few studies that show correlation between the presence of risk management within an
organisation and improved performance, but these do not include any rigorous study on the actual
efficacy of the application of the 1ISO 31000:2018 framework or process. There is evidence of a high
correlation between organisations that have in place formal structured approaches for managing risk,
but the evidence for any causal relationship between the use of ISO 31000 and improved
organisational performance is very weak (discussed in detail later in this Whitepaper). Where such
positive correlation exists, this could simply be explained by the situation of organisations that use
risk management Standards also having management and staff that are more aware of risk, and more
willing to make informed decisions about risk. Improved organisational performance is also probably
more to do with an elevated focus on improving controls in these organisations, then anything to do
with the actual measurement and reporting of risk contributing directly to improved decision-making.

It has also been argued that the very conceptualisation of risk within ISO 31000:2018 is not meaningful
and “could seriously misguide decision-makers” (Aven and Ylénem, 2019). The very fact that such a
claim has been made should result in ISO TC262* undertaking a serious consideration of its
conceptualisation of risk.

Overall, the Standard suffers from one major flaw, it conceptualises the real world in overly simplistic
terms, and tries to explain risk management in similar terms, often using a range of concepts that do
not align with either the science or with better practices. This may be partly due to the desire to make
ISO 31000 a concise document, however when brevity removes meaning and hinders understanding
that is not a good Standard.

3 Although some of these criticism predate the publication of ISO 31000:2018, they are still valid today for the
current version.
4 The 1SO technical committee responsible for ISO 31000 and related Standards.



Resolution

Despite the existing value that the Standard provides, it is apparent from the research and better
practices discussed in the findings of this Whitepaper that a simple revision of ISO 31000 would be
inadequate, and that there is a compelling argument for the complete reform of the Standard.

Issue: what happened to the past, where did the present go, and what about
the future?

Perhaps one of the most outstanding things about ISO 31000:2018 is that in providing guidance on
risk it completely fails to mention ‘the past’, ‘the present’ and the ‘future’. This is amazing, considering
that risk is all about uncertainty about future states (Blockley, 2009), and is informed by past
experience, and by situational awareness about the present. How anyone can gain an understanding
of risk (and by extension, risk management) without even considering these three temporal concepts
is a serious omission.

Resolution
Any conceptualisation and consideration of risk needs to include some discourse on the relevance of
past, present, and future states.

Issue: generic is good, but generic is also bad

One of the admirable features of 1ISO 31000 is that it aims to be non-prescriptive and to provide a
Standard that is generic enough so that it can be customised to fit different contexts and different
organisational needs®. It has also been argued that because the Standard is so generic (and broadly
principles based), that it naturally aligns with the overall form of many other traditional management
processes present in organisations (Lalonde and Boiral, 2012).

In fact, the Standard is so generic that in many parts of the document the word ‘risk’ could be deleted
(and then left alone or another word such as ‘governance’ or ‘quality’ be substituted) and the Standard
would still make equivalent sense for other management activities. That is understandable, since
many of the components of the Standard have not come from the scientific literature on risk, but
instead have been copied over directly from other traditional management practices. Differing only in
detail and evidence of efficacy.

One of the commonest criticisms of the Standard is that because of this generic nature, it provides
little actual practical guidance. Since much of the text is generic, vague, ambiguous, or lacks
coherence, the interpretation of meaning relies heavily upon each individual reader’s knowledge and
experience, resulting in a wide range of inconsistent and incorrect beliefs about the guidance. This
means that to interpret and apply the Standard is highly dependent upon a user’s individual
assumptions, which are rarely acknowledged, let alone tested. This also results in the belief that the

5 This is an important consideration, since such flexibility is often lost in the adoption of Management System
Standards.



Standard states things that it clearly does not®, furthering the continuance of poor practices,
inconsistencies in application, and even fundamental misunderstandings about uncertainty and risk.

Issue: untested assumptions

A great deal of the content of ISO 31000:2018 is based upon unsurfaced, unrecognised, and untested
assumptions of the ‘writers’, establishing conjecture as ‘factual’ guidance without supporting
evidence. The development process for the Standard rarely explicitly recognises the presence of these
assumptions, and even if they are surfaced, there is no system in place to rigorously assess and
validate (or invalidate) such assumptions.

For example, the foundation of the Standard, the definition of risk, is laden with assumptions:

e The assumption that there is one single sentence that can define the complexity of risk, something
that science-based experts have been unable to do with universal agreement over the last 100
years or more.

e The assumption that ‘objectives’ are the key organisational thing of value that needs to be
considered.

e The assumption that ‘uncertainty’ is the vital element of risk.

e That ‘uncertainty’ can exert an ‘effect’ (especially since ‘uncertainty’ does not appear to be well
understood within the Standard).

e The assumption that uncertainty can affect objectives.

This is not saying that all or any of these assumptions are not valid, they very well may be. However,
until they have been validated and the Standard can justify their presence, then they simply remain
as unproven conjecture.

Resolution

In the forthcoming revision of 1ISO 31000 all key concepts and assertions (and their underlying
assumptions) have to be rigorously challenged, and evidence provided in support. There are broadly
two ways to help deal with the issue of assumptions. Building and reconfirming concepts for inclusion
in a revised Standard requires a foundation in good research. We recommend that for each of the key
concepts which form the basis of and guidance for ISO 31000, that a whitepaper is developed looking
at the historical evolution of the concept and the peer reviewed published evidence in support of the
concept’. This suite of whitepapers would then form the reference documents for writing relevant
sections of the Standard, and can be expanded later into more specific and detailed guidance
handbooks.

There are a wide range of techniques available for surfacing and testing assumptions (UFMCS, 2016),
and suitable techniques should be employed during the development of the various drafts during the
Standard’s revision.

8 There is considerable anecdotal evidence gleaned from training courses, workshops, conference, publications,
personal communications, and reviews of organisational risk management arrangements that demonstrate the
extent of these misunderstandings.

7 And where applicable the rejection or modification of the concept.



Where robust evidence is lacking, content that is shown to be conjecture has to be either removed
from the document or identified as such. Within some Australian Standards working groups, for both
writing and reviewing draft documents, we have adopted a simple information rating system, which
could serve as a model for ISO Technical Committee 262:

i Is the concept supported by published robust (preferably peer-reviewed) evidence?
ii. Is the concept experientially supported, i.e., is it based upon widespread generally accepted
practices (which are not controversial), or widespread multiple and consistent experiences?
iii. Is the concept conjectural, i.e., unsupported by robust defensible evidence?

For concepts determined at (ii) or (iii), it is then incumbent upon the proponent of the concept to
provide further evidence at an elevated level for it to be accepted.

Ultimately, the decision on whether to include a concepts depends upon this assessment of the overall
weight of supporting evidence.

Issue: ISO 31000 is the only approach

Overall, ISO 31000 tries to establish that it is the only meaningful approach for managing risk. Although
much of this is by inference and allusion, the Standard does also make this explicit in statements in
several places within the Standard, such as “Managing risk is based upon the principles, framework
and process outlined in this document, as illustrated in Figure 1”, (our emphasis in italics).

This is clearly a misleading statement. There are multiple different ways of managing risk which have
no resemblance to what the Standard calls a ‘risk management framework’, or ‘risk management
process’. ISO 31000 cannot even claim to be the risk management approach, it is only one of many
different risk management methodologies (for example: US EPA, 2023; Boon, 2022; Meyer and
Reniers, 2022; Roseke, 2022; Safe Work Australia, 2022; Hubbard, 2020; Kernchen, 2020; EPA, 2021;
American Diabetes Association, 2019; Aven, 2019; Fan and Stevenson, 2018; Prince2, 2018;
Muralikrishna and Manickam, 2017; Boyce, 2013). Furthermore, there are also many organisations
that use ‘organisational risk’ or ‘enterprise risk’ approaches that find that the COSO risk management
approach is better suited to their needs. Even within the International Standards Organisation itself,
the ‘superior’ position of ISO 31000:2018 is widely and strongly contested, to the extent that not only
the risk management framework and process, but even the risk definition is rejected by a significant
number of ISO Standards that reference risk (see below). Once we leave behind the domains of
‘organisational risk’ and ‘enterprise risk’, the acceptance and use of 1ISO 31000) is rarer still.

Resolution

A number of peer reviewed publications show that the Standard, although popular as general
guidance for organisations, is not as widely accepted amongst, for example, science-based risk
practitioners, or by financial risk specialists. Commentary within the Standard that ISO 31000 is the
only, preferred, best, or most common approach for ‘managing risk’ or even for ‘risk management’
should be removed from the document.



Issue: we are talking about ERM right?

In recent years there has been increasing interest in the concept of ‘enterprise risk management’
(ERM). There have been lots of commentary and social media articles from self-appointed gurus, and
online and glossy print promotions from larger consulting firms. An increasing number of
organisations label their risk management approaches as ‘ERM’, and comparisons are made between
the ‘COSO-ERM approach’ and that of ISO 31000. Questions have been asked frequently about why
ISO 31000 does not use the term ‘ERM’.

Amongst the many differences between the two risk management ‘standards’ documents, the major
ones are around the questions of intent and focus. In addition to COSO ‘s audit and evaluation of
controls focus, COSO is focused on ‘ERM’, whilst ISO 31000 is determinedly not focused on this
direction, instead focusing on ‘organisational risk’. If one does a search online, there is a lot of
confusion and little agreement about what constitutes ‘ERM’. The commonest ideas seem to be
around ERM as just a ‘sexier’ term for organisational risk management (i.e., they mean basically the
same thing), or that ‘ERM’ is the more encompassing way of looking at risk compared with ‘traditional’
risk management, where the latter has historically just looked at losses. The result has been that ERM
has become, to some extent, a jargon term prominently used to rebadge risk management as a more
sellable product.

If we look back on the original concepts behind ‘ERM’, it was to put in place mechanisms to deal
specifically with risk that was of concern to senior management (‘top management’) and the Board,
and had an enterprise-wide effect, including financial operating risk (Jankensgard, 2019; Hawkins,
2000; Slabaugh, 2000; Berry and Philips, 1998; Busman, 1998; Lewis and Mody, 1997; Levinsohn, 1998;
Dickson, 1995). Enterprise risk was commonly defined along the lines of “the extent to which the
outcomes from the corporate strategy may differ from those specified in its corporate objectives, or
the extent to which they fail to meet those objectives” (Dickinson, 2001). Those risks that were more
operational, tactical or ‘specialist’ (such as project risk, health and safety-related risk, security-related
risk, manufacturing process risks, marketing-related risks, etc.) were excluded from the
conceptualisation of ‘ERM’. Over the intervening years, almost everyone that has used the term ‘ERM’
has put their own interests and perspectives into its meaning, so that today we have such a
hotchpotch of ideas, that the term is probably undefinable.

ISO 31000’s outlook, however, was across all types of organisational risk, whether strategic,
operational, or tactical, and irrespective of whether risks were relevant across the whole of an
organisation, or involved risk specific to individual activities. Retaining its more encompassing general
perspective, and avoiding getting drawn into the ‘ERM fad’ is one of the great strengths of ISO
31000:2018.

Resolution

ISO 31000’s wide perspective on risk is a strength and needs to be maintained, the revision of the
Standard also needs to recognise that ‘ERM’ is a confection, and means so many things to many
different people, the term on its own is effectively meaningless. When organisations practice risk
management, their focus may be across the whole of an organisation, or it may be upon specific
contexts and activities. It does not matter, it is all still risk management.



Issue: are we still just listing risks?

A common criticism of 1ISO 31000 since it was first introduced in 2009, was that it created a practice
of “listing risks” (Leitch, 2016; 2012). Whilst this criticism may have been valid for the 2009 version of
the Standard, is it still true for the 2018 version?

Certainly, this most recent version of the Standard neither mentions “risk lists” nor “risk registers”
(the common option for recording these ‘lists’). However, it could also be argued that the content of
the Standard, and it’s almost complete silence on the different types of risk information (and how the
information can be used), has encouraged the continuance of ‘risk listing’. Anecdotally, this still seems
to hold true, as it appears that for many ‘risk practitioners’ the majority of their efforts and time is
spent on creating these ‘lists of risks’, recording them into ‘risk registers’, and extracting summary
sub-lists for reporting purposes®.

Resolution

The Standard currently alludes to, but is not explicit enough that the purpose of risk assessment, and
by extension - broader risk management, is to build a body knowledge about a ‘problem’ and ways of
solving this ‘problem’ to enable informed decisions to be made about uncertainty and risk (Aven,
2016a). The Standard’s guidance on the outputs of the risk management process and their uses needs
to be strengthened considerably, to include those situations where quantitative metrics versus
narrative constructs can be most meaningfully applied.

8 We are aware of multiple instances where senior members of different organisations’ Boards have requested
of their respective ‘risk managers’ that the entire list of risks in the register be extracted into a paper report. By
way of example, in one particular case, this Board report was a list of qualitatively rated risks, one risk per line in
the report table, comprising 88 pages in total. One of this particular risk manager’s personal performance criteria
was to produce this list of risks every two months for the Board. The main outcome of this reporting was to
provide some of those on the Board with a nice warm feeling that someone, somewhere, and somehow was
“looking after risk”, which seemed to be the full extent to which the lists of risks was used.



ISO 31000 2018 “Introduction” section

The Introduction to ISO 31000:2018 provides a series of statements about managing risk, that seek to
justify the approach taken by the Standard. Although essentially high level and generic statements,
there is nothing majorly ‘wrong’ with these individual statements, and they do provide some
positioning for the justification for managing risk®.

Issue: a too narrow focus

The “Introduction” section firmly establishes a limited focus for the Standard, namely on
organisational risk (which is commonly misinterpreted as the even narrower concept of ‘enterprise
risk’). This (intentionally or unintentionally), has the very real potential to limit the thinking that
underpins the Standard, the way in which the Standard is interpreted, and the manner in which it is
applied.

The original Standard -AS/NZS 4360, on which ISO 31000 was based, tried to establish a broader
remit — providing a “generic guide for managing risk”. Despite ISO 31000’s much narrower remit (the
‘organisation’!), it is used frequently as the ‘go to’ document for a much wider application. A use to
which it seems less suited, and that was more successfully achieved with AS/NZS 4360. For example,
ISO 31000:2018 is used as methodological basis for a wide variety of national and societal risks, as well
as for Regulations and regulatory instruments in different jurisdictions. Given that the Standard is
written for use within an organizational context, the question needs to be asked about its suitability
beyond this context.

ISO 31000 can work well as a risk management guide for contexts that are simple, and linear and
stable, but does struggle in its use as the context becomes more complex, specialised, non-routine, or
volatile. This is especially the case where systemic risk (Silmann et al, 2022; Renn, 2020; Schweizer,
2018) and ‘multi-hazard’ and ‘multi-risk’ complexes (Hochrainer-Stigler et al, 2023) are concerned.
This significant limitation has been recognised both by Standards Australia’s expert technical
committee on risk management (OB007) and expert technical committee on security and resilience —
MBO025). This has resulted in significant adaptations to ISO 31000 being developed over the last decade
or so and published as a separate Standard (AS/NZS 5050 - Managing disruption-related risk!?) and a
Handbook (HB167 - Managing security-related risk!3).

The innate intention of ISO 31000:2018 appears to be for use within the organisational risk domain,
outside of this domain its utility can vary context by context. The content and design of the Standard
can be inadequate for considering broader societal risk, such as climatic, environmental, public safety,
geological and geotechnical, financial and economic systems related risk, without substantial
modification.

9 But not necessarily for risk management.

10 The original joint Australian and New Zealand risk management Standard first published in 1995 and
subsequently revised in 1999 and 2004.

11150 31073: 2022 Risk management — Vocabulary defines ‘organization’ as: “person or group of people that has
its own functions with responsibilities, authorities and relationships to achieve its objectives”, ISO 31000
repeatedly applies “organization” in the much narrower sense of common language usage as an ‘enterprise’ and
‘entity’. This more common usage is also consistent with many other ISO Standards.

12 Originally published as an interim Standard in 2020, and subsequently as a full Standard in 2023.

13 Originally published in 2006, with a major revision and publication due in late 2023 or early 2024.



Resolution

We will address the issue of breadth of context and scope of ISO 31000 later in this Whitepaper.

Issue: conflation of managing risk and risk management

One of the major issues with the “Introduction” section of ISO 31000:2018 is that numerous
statements conflate the concept of ‘managing risk’ with the concept of ‘risk management’ (which are
very different), and in doing so try to imply that the benefits that come from managing risk, are
automatically associated with risk management (which is not necessarily true). Managing risk is a
much broader and encompassing suite of decisions and activities, than is considered within the
narrower confines of a methodological risk management approach, such as ISO 31000.

All organisations, going back to the known earliest written records®* (for example, “The Instructions of
Shuurupak” from ancient Sumeria®®, circa 4,500 years ago) have purposefully managed risks by
recognising hazards and threats, recognising uncertainty about the future, and doing something about
it. Even today, almost all organisational structures, polices, procedures, plans, and decision-making
have been put in place to provide increased certainty that objectives can be pursued successfully (i.e.,
manage risk). Yet formal risk management has had, and continues to have influence over only part of
what constitutes an organisation.

For many organisations that use ISO 31000, their strategy and operations encompass many hundreds
if not thousands of individual decisions and actions each day. Only a small fraction of which will be
considered by that organisation’s formal risk management approach. Simply, a majority of decisions
and actions that ‘manage’ risk within an organisation are not carried out under the organisation’s
formal risk management framework, or a 31000 based (or COSO-based) risk management process.
Many assessments and decisions that people make about risk are under limitations that are not
conducive to using these standardised risk management approaches®®.

This is not saying that these standardised approaches should not be used, or that their use should not
continue to be expanded, but rather that we all need to better understand under what situations
alternative ways of managing risk should be used or not used.

Resolution

No matter the success of any risk management endeavour, many decisions about risk will continue to
be made outside of any formal risk management framework. The Standard’s “Introduction” should
demonstrate the important contribution that risk management can make to managing risk, but also
should make clear that formal risk management (and especially ISO 31000) is not the only way that
risk is addressed. Revising the “Introduction” should also provide a focus and guidance for making
decisions about where risk management should be applied, rather than just the current ‘shotgun’
approach.

14 In reality, the management of risk by organised groups of people will have been practiced long before Homo
sapiens first emerged, and will have been a capability possessed by Neanderthals, Denisovans, and probably
much earlier humans where there was some ability to recognise future uncertainty.

15 These Sumerian “Instructions” concerned the control of certain agricultural and societal risks.

18 For example, there are many volatile or turbulent situations were a ‘dynamic risk assessment’ would be used
in preference to 1ISO 31000 (see later in this Whitepaper for a discussion about dynamic risk assessment).
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Issue: 1% paragraph of the “Introduction”

The first paragraph of the “Introduction” section states that the Standard is for “people who create
and protect value by managing risk...”. This is a rather grandiose claim for the Standard, as the
statement literally includes everyone that works in the organisation. Whereas the document is, in
reality, only written for the small minority that engage in the type of formal risk management activities
described in the Standard. There will be many individuals with responsibility for managing different
risks for which this Standard will be largely irrelevant.

Resolution

Such all-encompassing statements should be avoided in a Standard, especially when they are
inaccurate and the exceptions far outweigh the inclusions. The Standard is for people that use a formal
risk management approach to manage risk to achieve organisation-related objectives.

Issue: 2" paragraph of the “Introduction”

The second paragraph of the “Introduction” section is unnecessarily convoluted, and there are far
more sources of uncertainty than are due to “external and internal factors and influences” in the
common interpretation of the term. For example, consideration could also include uncertainty about
data collected about a system, uncertainty about the analysts’ biases and their capabilities to
undertake the analysis, uncertainty within the analytical model and the criteria used, uncertainty
about the applicability of the chosen analytical tools and techniques.

Even after a risk assessment is conducted, there could be further uncertainty introduced by way of
decision-makers’ biases or because of any limited capabilities to use the risk information and make
relevant inferences, etc. There will also be uncertainty about organisational objectives (which form
the cornerstone of risk management), the extent to which objectives are relevant and achievable, the
extent to which the underpinning assumptions have been recognised and validated, the stability of
the objectives over time, the consistency with which different individuals understand the objectives,
etc.

Resolution

The entire conceptualisation of uncertainty and its association with objectives requires further
research and development, including the manner in which uncertainty may influence the pursuit and
achievement of objectives.

The revision of the Standard should also consider if ‘objectives’ are the appropriate ‘element’ in
consideration of risk, or if other elements such as effect on ‘outcomes’, ‘things of value’, etc. would
be more appropriate. Especially since ‘objectives’ are only a constructed ‘target’ expressing a
simplified summary of what purpose, intent, and desire are trying to achieve.
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Issue: 3rd paragraph of the Introduction

The third paragraph of the “Introduction” to the Standard concerns the concept of ‘iteration’. There
are a number of problems in the way in which ISO 31000 applies the term ‘iteration’. Firstly, whilst
any cyclical process could be described as ‘iterative’*’, most management of risk is not iterative to any
appreciable degree, i.e., the process does not continuously repeat itself. In situations where the
process does repeat itself, it will usually be limited to only one or two additional cycles (and hence is
not truly ‘iterative’). In a majority of situations, ‘risk’ is recognised, the required actions are obvious,
and they are implemented, often intuitively’®, without multiple repetitions of the ‘risk cycle’.
Repeating the risk management weeks, days, or months later to update a ‘risk profile’ or introduce
additional risk treatment is not truly iterative.

The Standard fundamentally misunderstands the term ‘iterative’, this misunderstanding is further
reinforced by its Figure 1 and Figure 4. It could be argued that the ‘framework process’ (Figure 3 in
the Standard) has an iterative nature, i.e., the framework should continue to be revised and improved
over time?®. However, the same argument does not hold when applying the risk management process,
where the aim is for the process to allow learning and modification of assessment and decision
outputs to occur during the activities described by the process. Rather than continuously repeating
the risk management process cycle ‘iteratively’, effective risk management involves revisiting
activities within the process.

An iterative cycle was not the primary intent of the original risk management Standard (AS/NZS 4360)
nor of the original ISO Standard that was derived from it (ISO 31000: 2009). The key process diagrams
in both of these Standards clearly showed reflective, reflexive and recursive flows occurring during
each of the risk management process activities. These flows are where progressive learning is used to
challenge assumptions, experiences, and findings during each activity. This then allows revisiting prior
activities as necessary to revise earlier findings or conduct further exploration as necessary. All of
which is undertaken whilst those subsequent activities are still progressing.

The inclusion of Figure 1 and the redrawing of Figure 4 that occurred during the development of the
2108 version of the Standard has reinforced out-of-date ideas about process theory, and has almost
completely removed the reflective and reflexive nature of the risk management process (and to the
risk framework process as well). The highly problematic nature of these Figures is discussed in more
detail later in this Whitepaper.

Indeed, it is arguable if the process is ever ‘iterative’. When the risk management process is repeated,
it is often a de novo application, repeated sometime (days, weeks, or months) after the initial use of
the process, depending upon the context.

Standards Australia and New Zealand Standards jointly recognised the problems and limitations of the
ISO 31000:2018 circular risk management process diagram, and the mistaken ideas about iteration.
Accordingly, a new interim Standard was published in 2020 (AS/NZS 5050: Managing disruption
related risk, and subsequently transitioned into a full Standard in 2023). This new Standard promoted
a more organic and realistic process, which better represented how good risk management is

17 Meaning that a step-by-step process, once it reaches the ‘end’ step, is then continuously repeated by using
the outputs of one cycle to drive the subsequent cycle, and so on.

18 Especially where there is a high degree of pattern recognition, and in situations where there is a need for rapid
decision resolution.

1% Meaning that as one cycle completes, it automatically generates the commencement of the next cycle. It is far
more common for such cycles to be repeated periodically rather than iteratively.
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practised in reality (see below). This same process thinking was subsequently adopted by Standards
Australia in their recent draft revision of HB167 Managing security-related risk.

Resolution

The next revision of the Standard should determine if risk management is actually ‘iterative’
(according to its actual meaning) or if other concepts such as ‘reflexive’, ‘reflective’, and ‘recursive’
better describe the risk management process.

Issue: 6" paragraph of the Introduction

The 6% paragraph of the introduction is a statement about the need for consideration the internal and
external context. There is nothing wrong per se with this paragraph although it is rather simplistic and
generic. However, it does ignore several key concepts about the importance of context.

Resolution: Establishing the context is not just about what is happening externally to and internally
within the organisation. It is also, more importantly, about the manner in which the external context
interacts with and influences the internal context. This concept should be explained in the next
revision of 1ISO 31000.

Issue: 7t paragraph of the introduction

Perhaps the most significant conflation of concepts within the Standard is in this paragraph of the
“Introduction” section. The final paragraph of the section categorically states that “managing risk is
based on the principles, framework and process outlined in the document” (our emphasis). This is
manifestly incorrect. As we have already discussed above, formal risk management is only one way in
which risk is managed, and I1SO 31000 is only one of many different formal approaches for managing
risk. Globally, the vast majority of activities directed at managing risk are not based on ISO 31000.

To illustrate this, one only has to look at all of the different ISO Technical Committees that include risk
management concepts in their individual Standards, and yet strongly disagree with ISO 31000's
assertion that managing risk is based upon the contents of this Standard. There are approximately
1013 different ISO Standards as well as 603 other ISO/IEC publications that include risk concepts. Out
of which there are only five or so other Standards? that are fully consistent with ISO 31000 in approach
taken. The technical committees responsible for these 1600 or so publications cannot even accept ISO
31000’s definition of risk as being correct. In fact, they cannot even agree on a common core of a
definition of risk. Even at the level of ‘enterprise risk management’, users of the COSO Standard would
also dispute I1SO 31000’s assertion.

To assume that ISO 31000 is the centre of the ‘risk universe’ can be perceived as hubris and arrogance.
This perception of centrality and the desire to promote the primacy of the ISO 31000 approach may
lead to a narrow vision of the best way to address risk. As yet, there is no robust compelling evidence

20 Qutside of those produced by ISO TC262 and TC 292.
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that ISO 31000 is the universally best risk management approach. As stated previously, those studies
that have been conducted rely on association and correlation but not on evidence of causation.

Resolution

ISO 31000 needs to avoid making statements that are absolutist, conjectural, or that cannot otherwise
be substantiated. This closing statement of the “Introduction” can be made more acceptable with a
simple rewrite to: “Risk management, as described in this Standard, is based upon the principles,
framework?! and processes illustrated in Figure 1”.

Issue: Figure 1 inadequacies and flaws

There are a number of issues with Figure 1, most of which will be dealt with when the individual
components of the diagram are considered later in this Whitepaper. However, for now, let’s consider
the Framework cycle. This ‘circle’ diagram does not describe a risk management framework, instead
it shows a variation of the old PDCA cycle, a planning and implementation process which could be
used to implement the risk management framework (in fact any type of framework), but is certainly
on its own NOT a framework. We will consider the illogical nature of the cycle in more detail later on
in this Whitepaper.

Resolution

Possible resolutions for addressing the inadequacies and flaws of Figure 1 are discussed under
individual issues below.

21 Noting that Figure 1 does not actually show a risk management framework, only a process for developing and
applying a framework.
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The section on ‘Scope’ of the Standard

As we have already established, ISO 31000 does not provide guidelines on managing risk faced by
organizations. The Standard instead provides guidelines on a particular risk management approach,
one amongst many such approaches that exist and have been applied successfully. This Scope section
also states that the guidelines can be “customized to any organization and context”. Leaving out (for
the moment) its application to “any organization”, there is a weight of evidence and practice that
shows that I1SO 31000 cannot be customised to a range of contexts without significant modification,
and abandoning some of its key features, such as the rigid linear risk management process (Standards
Australia: 2020).

ISO 31000 provides an essentially linear risk management process based upon linear thinking??. The
choice of language in the Standard, for example discussing risk management activities variously as
“stages” or “steps”, further reinforces this linear thinking. This sort of linear approach described by
the Standard can work really well when the problems it is trying to address are simple or linear in
nature (e.g., mechanistic). However, in socio-technical systems (which are present in most
organizations) as complexity and uncertainty increase, the ISO 31000 (and COSO) model increasingly
struggles. Using linear thinking and models to solve complex issues can be highly problematic (McLees,
2023; Pieries, 2022; Turner and Baker, 2019; San Cristébal et al, 2018; Damgaard et al, 2018; Rycroft-
Malone, 2018; Dorner and Funke, 2017; Knaub, 2017; Thamhain, 2019; Di Russo, 2016; Kamensky,
2011). This is one of the reasons why many disciplines have their own way of managing risk (and is a
contributing reason why the ISO Taskforce on risk, with multi-disciplinary representation, has been
unable to even reach a consensus on risk and risk management).

It is also the reason why Standards Australia published a new Standard (AS 5050:2020) on managing
disruption-related risk, and a Handbook on security-related risk (AS HB 167) in order to address risk in
highly non-routine contexts. Risk that I1ISO 31000:2018 on its own is not capable of addressing
effectively. The international Standardization Organization also seems to recognise that ISO 31000, as
a standalone standard, is not capable of dealing with certain specific contexts. Or else additional
Standards for “legal risk”, “travel risk”, a Technical Specification on “emerging risk”, and potentially
over 1000 other Standards (dealing with risk differently to ISO 31000) would not need to have been
developed.

This problem with ISO 31000 in its current form, by default also renders paragraph 2 of the Scope
section, as untrue. ISO 31000 does not provide a common approach for managing any type of risk or
for any activity (as in paragraph 3)?. It is also unclear how the Standard can be applied to “decision-
making at all levels” as there is little robust evidence in support of this conjecture. ISO 31000’s
conceptualisation and focus on ‘organizations’ has also been subject to some criticism, as this is a far
narrower application than was envisaged by the original AS/NZS 4360 Standard.

22 pytting the process diagram inside a circle does not change its linear character.

2 The issue of managing “any type of risk” may be better addressed directly by the inclusion of appropriate risk
management guidance by the ISO technical committees responsible for specific disciplines and applications, e.g.,
IEC/ISO 27005 Information technology — Security techniques — Information security risk management, and
others.

15



This has led to problems with its broader application (with little customisation) to contexts such as
risk-based regulation?*, %, health and safety-related risk, environmental-related risk, security-related
risk, cyber-related risk, etc. It's use in such specific applications have remained largely unvalidated and
unsupported by scientific evidence.

24 It is worth noting that some risk based regulation has led to requirements to consider an almost infinite
number of risk requiring excessive data gathering conducted over a significant number of years.

25 For example, an attempt to apply the ISO 31000 process to risk-based regulation in Victoria, such as with the
Mineral Resources (Sustainable Development) (Extractive Industries) Regulations 2015 required the use of a
flawed risk management approach, resulting in both greenfield and existing quarry extension applications

approvals plummet, leading to increased prices for quarry materials and heavily impacting ‘big build’
infrastructure projects.
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The Section on Definitions (Section 4)

A number of the definitions in ISO 31000:2018 have a special meaning different to that which is used
by other risk specialists that do not use the Standard. These definitions in the Standard are not based
on scientific evidence and appear to be based on conjecture. The Society for Risk Analysis has compiled
a glossary that reflects accepted scientific knowledge and the peer reviewed literature (SRA, 2018).
The foreshadowed review of 1ISO 31000:2018 should consider these definitions as an authoritative
source.

Issue: the definition of risk

A lack of meaning in the definition

Superficially, the definition of “risk” (“the effect of uncertainty on objectives”) looks meaningful, but
has been subject to criticism for its vagueness, ambiguity, and low utility for better understanding risk.
In order to make sense of the definition, we all have to make assumptions that the definition has a
particular meaning, with the result that the definition is interpreted very differently by different
readers. This view is supported by ad hoc verbal surveys taken at training courses, workshops,
interviews, etc. since the Standard’s publication, and involving several hundred individual
perspectives.

For many of us, in practice, the definition of risk can only begin to be understood if we add our own
additional concepts and words to the definition (which many of us do intuitively). ISO 31000 itself has
to add additional words within the body of the Standard in order to make practical sense of the risk
definition. For example, “risk management ... supports the achievement of objectives” (in: Section 4:
Principles), “... customised to achieve objectives ...” (in: Section 6.1: General), “risk management takes
place in the context of the objectives and activities ...” (in: Section 6.3.3 External and internal context),
“uncertain that they will achieve their objectives” (in: Introduction), “explicitly address uncertainty in
decision-making” (in: Section 5.5 Implementation, “uncertainties that can affect outcomes and
objectives ....” (in: Section 6.3.4: defining risk criteria).

ISO 31000’s definition of risk has no scientific justification (Aven, 2017a), and is logically inconsistent.
A test of logical consistency of a definition is to substitute any special use of a word with its own
definition. In the case of the definition of risk “effect of uncertainty on objectives”, the word effect
carries its own special definition where “effect” is a “deviation from the expected”. If this definition is
then substituted into the risk definition, the result is gibberish: “deviation from the expected of
uncertainty on objectives”.

The vagueness of uncertainty

The risk definition’s use of the concept of ‘uncertainty’ remains very vague (see “Issue: The meaning
of uncertainty” below) and still leaves unresolved the question of how does uncertainty affect an
objective? Well simply it cannot. An objective is something that is intended, aimed at, or sought after,
whilst ‘uncertainty’ is a state of understanding.
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Whilst uncertainty cannot affect the objective itself, uncertainty can affect:

e How we make sense of our ‘world’ and understand the range of potential options and the extent
to which those options may be desirable or undesirable, and from which ‘objectives’ may be
derived.

e How we make decisions about which of those options we would like to pursue and those that we
do not wish to pursue.

e How we conceptualise the different approaches we could take in pursuit of the preferred options.

e How we understand how our environment is changing and could continue to change in the future,
and how this may affect our preferences over these preferred options.

e How we determine the comparative benefits and disbenefits of pursuing different future courses
of action.

e How we understand the efficiency and effectiveness of or chosen approaches in pursuit of our
preferred options.

e How we determine the current and continuing future relevance, appropriateness, and usefulness
of those objectives associated with our chosen options.

e How we may need to adjust our preferred options or pursue different options as our strategic and
operating environments change over time.

e How we think about, design, and mobilise strategies around our preferred options (objectives).

e How we develop operational tactical plans and implement those plans in pursuit of these
preferred options (objectives), in particular, which factors may enhance or diminish our chances
of success.

e How performance and success is enhanced or diminished in the pursuit of purpose and
objectives.

e How we monitor, measure, and make judgements about the efficiency and effectiveness of our
pursuit of objectives.

e The accuracy and precision of the models and tools used in analysis of our intent and the
outcomes we achieve.

Which of these potential ‘effects’ is considered in the use of ‘uncertainty’ in the Standard’s definition
of risk? All of them, some of them, none of them? We simply do not know, and hence are simply left
to make assumptions, from which each reader of the Standard will have a different interpretation of
the “effect of uncertainty ...”.

Uncertainty then can have an effect on how we determine our purpose and intent, and how we go
about pursuing that purpose and intent. Ultimately, uncertainty affects the proficiency and accuracy
of our sensemaking and decision-making that we engage in whilst pursuing successful (desired)
outcomes. So, if ‘uncertainty’ cannot directly affect objectives, what can have an ‘effect’ on objectives.
A change in our environment can create a hazard or threat, or other circumstances. These risk sources
have the potential to interact with an organisation and generate a range of different effects, some of
which will affect the design, development, pursuit, relevance, achievement of, or perception about
objectives and some of which will not. The uncertainty (which influences the cognitive construction
of the risk) may be about:

e The nature of the risk sources.

e The probability of and duration of occurrence of these risk sources.

e The nature and probability of interactions between the risk sources and the organisation.

e The nature and probability of the effects created by these interactions.

e The extent and probability of an effective response to these effects,

e The extent of consequences that arise following the organisation’s response, and the extent of
any recovery from or exploitation of these effects and their consequences.
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However, in none of these cases does the uncertainty act upon the objectives directly. Interactions
that could occur amongst the different factors (described by, or associated with the risk scenario) will
potentially create effects that may influence the establishment or pursuit of objectives. The extent
and probability of these potential interactions and effects will be uncertain to a greater or lesser
degree. However, should this future potential ‘event’ described by the risk actually occur, then the
effect will occur irrespective of any uncertainty that we have about the potential of this event and its
consequences.

Whilst uncertainty is an important aspect of risk, our actions are not aimed at stopping the effect of
uncertainty on objectives, but are aimed at reducing uncertainty so that we may better understand
what may happen to those objectives and make more informed decisions in pursuit of those
objectives.

Why focus on objectives?

We should also consider why we use ‘objectives’ and why these are important. Objectives fulfil two
main functions:

e They are expressions of intent for creating a desired future state, and
e They can be crafted to provide a target for that intent, and a measure for that target.

It is the extent to which we can successfully achieve our ‘intent’ and ‘desires’ (outcomes) that is
important, not the objectives themselves. There is also an issue that change may result in (uncertain)
future unwanted effects on things other than objectives (or where objectives have not been fully
articulated). If objectives are not affected, then by ISO 31000 definition this would not constitute risk.
Perhaps we should be more concerned about effects on ‘things of value’ (Aven, 2016) than solely on
objectives.

There is also the issue of situations in which multiple objectives exist. How is risk assessment affected
when some of or all of these objectives conflict with each other? What happens in situations where
objectives not only conflict, but are diametrically opposed or are mutually exclusive. How then do we
compare and make sense of risk?

Taking this argument even further, what about situations where objectives have not been fully
articulated or do not exist, or will not be formulated until sometime in the future? Under ISO 31000’s
definition, in such situations we would be unable to consider risk, until such a time as an objective was
articulated. This would also mean that it would not be possible to assess risk in the early stages of
strategic thinking, as objectives would not have yet been formulated. In a practical sense, ‘integrated’
risk assessment should help to formulate these objectives, thus creating a ‘chicken or egg’ paradox,
which comes first? The only way that ‘objectives’ can be used as a general definition of risk, one has
to postulate that in any activity or situation there is always the objective of minimising harm and
maximising success, even if that objective is implicit, unrecognised, not articulated and not consciously
agreed to by someone. In which case, risk cannot ‘exist’ in the absence of someone that could be
affected by the circumstances described by the risk.

The inclusion of “objectives” as a key aspect of risk management owes its existence to the philosophy
of the aging “management by objectives” movement. However, this has also shown to be a flawed
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philosophy?® and has been subjected to criticism (Cardona and Rey, 2022; Burnham, 2016;
Kyriakopoulos. 2012; Kaplan 2010; Bergman and Klefsjo, 2002; Deming, 2000; Dinesh and Palmer,
1998; Jamieson, 1974). Management by objectives can fail to achieve its own ‘objectives’ because this
focus can result in other important aspects of the organisation being ignored.

Obviously, if something (uncertainty, an event, it doesn’t matter for this part of the discussion) does
affect objectives, we can determine the nature and magnitude of the effect, for example as ‘impacts’
or ‘consequences’. However, how can we make any estimate of risk if those ‘consequences’ are
undefined (Aven, 2017a), or where the risk management process internally defines those
consequences, rather than them being defined as a strategic analysis of the objectives themselves.

The current definition of risk is sufficiently vague and sufficiently flawed to warrant its exclusion as
the basis for the whole of risk management which comprises ISO 31000.

An absence of logic

The definition of risk in ISO 31000 has been and continues to be the subject of much debate. Let us,
for the moment ignore all of the preceding commentary above, and assume that the existing definition
of risk is ‘correct’: i.e., that risk is “the effect of uncertainty on objectives”.

The logical premises that are created from this definition are:

e An “effect of uncertainty” means that uncertainty exerts an effect on objectives.

e To exert an effect, that effect must arise from the uncertainty, or arise when uncertainty
interacts with the objective.

e The effect is therefore dependent upon the uncertainty.

e If the uncertainty changes, then the effect should also change.

e If the uncertainty is reduced, then the effect should be reduced.

e |f the effect is reduced, the risk is reduced.

The logical (but false) conclusion to this is that if one reduces uncertainty, then the risk is reduced,
irrespective of what other changes are occurring in the environment. Therefore:

e |f more data is gathered as input into a risk assessment, then uncertainty is reduced, and the
risk is reduced.

e |[f that data is analysed to produce information, then uncertainty is reduced, and hence the
risk is reduced.

e If that information is used in risk evaluation, then the risk is further reduced.

To illustrate the fallacy, if one takes a hypothetical risk of a mechanical failure on a single engine
aircraft on take-off resulting in a crash into the ground, then the sole action of assessing that risk will
reduce the uncertainty and reduce the risk. By logical extension, if enough analysis is conducted, then
one could get close to near certainty, and the risk would be reduced to near negligible. But has the
risk assessment actually changed the presence of a design error or a fault due to poor maintenance of

26 To quote the ‘father’ of the whole philosophy of management by objectives, Peter Drucker, “Management by
Objectives works if you know the objectives, 90% of the time you don’t” (Ghicajanu, 2008).
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the engine? Or the number of flights before the failure occurs? Or the ability of the pilot to get back
on the runway safely?

So how does uncertainty have an effect on objectives?

In both qualitative and quantitative risk assessment, the value of risk is often expressed as a range. If
enough analysts performed enough analyses of a risk, it would be possible to narrow that range to a
value, with a small degree of error above and below that value. If one then looks at a single assessment
of that risk, the error (for both consequence and probability) would be greater than for the combined
assessment. If that single analyst gathered more observational data and used more sophisticated
analytical tools, they would reduce uncertainty and would be able to reduce the level of error in their
measurements and outputs (Figure 1). Thus, as more data is collected, uncertainty is reduced and the
amount of error about consequence and probability is reduced. Analysing that data further reduces
uncertainty (and error), the level of reduction depending upon the choice of analytical tools. With a
further reduction in uncertainty is achieved during evaluation. Again, reducing the uncertainty can
certainly reduce the error in measurement (improving the precision and accuracy of our
understanding about risk) would not necessarily change the value or level of that risk?’.

It could therefore be concluded that changing uncertainty reduces the error in risk measurements,
and therefore uncertainty ‘effects’ objectives by changing the accuracy of measurements of the
effects upon those objectives, but does not affect the objectives themselves. Therefore, the “effect of
uncertainty on objectives” is not a risk, but a change in the error associated with measuring that risk,
which by extension means that the definition of risk lacks logical proof.
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Figure 1: The effect of uncertainty on objectives, an error reduction model

27 However, with reducing uncertainty, if that increased knowledge is used to inform decision making, then a
meaningful change in the nature and amount of risk could be achieved.
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Resolution
The conceptualisation of risk and its definition requires considerably more research and thought in
order to undertake any meaningful revision of the Standard.

We do not wish to presuppose these deliberations, or to propose the following as acceptable
replacements for the current definition, but merely provide these as examples of ways in which a risk
management definition could evolve;

a) “The potential for a future set of circumstances to occur that have an effect on the pursuit and
nature of organisational success”?.

Note: Where that potential is uncertain and is expressed through measures or estimates of
the probability (or likelihood) of the effect.

b) The potential future effect of conditions, events, and decisions, on something of value.

Notes:

i) Where potential future effects are uncertain but can be estimated or measured.

ii) Conditions, events, and decisions are sources of risk, and may have existed in the past, currently
exist, or may exist in the future.

iii) Where something of value may be personal, shared, group, organisational, communal, or
societal.

iii) Where value may be tangible, intangible, or assumed.

This then leads to a consideration of what do we mean by uncertainty?

Issue: is ISO 31000 uncertain about the meaning of uncertainty?

The concept of ‘uncertainty’ is core to the current definition of, and fundamental understanding about
the nature of risk. However, ‘uncertainty’ is not defined and is otherwise scarcely considered in ISO
31000:2018 (appearing in only 4 short generic statements in the whole document). For something
that is so crucial to the whole conceptualisation of managing risk, its relative absence in the Standard,
is perplexing and constitutes a critical flaw. This Whitepaper discusses uncertainty in more detail in its
examination of ‘risk criteria’ below.

Resolution

The next version of ISO 31000 has to establish a very clear concept of ‘uncertainty’, establish its
relationships with risk, and with achieving (or not achieving) organisational success.

28 Note that the first definition, specifically limits ‘risk’ to an organisation, since the scope of ISO 31000 currently
limits risk management to an organisational context. Such a definition also removes the tension between the
followers of 1ISO 31000 and practitioners in other domains, freeing up (without conflict) these other domains to
define risk as they wish for their own specific context. However, there is still an argument for developing a
Standard that is flexible enough to deal with a wider application of risk outside of just an organisational context.
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Issue: definition of risk source

A risk source is defined as something which “has the potential to give rise to risk”. What does this
actually mean? The term “give rise to” can be interpreted as to cause a situation or event to occur.
With risk we have a socially constructed model or scenario which describes a potential future
situation. Common ‘risk sources’ are hazards and threats, they do not “give rise” to a risk but they can
“give rise” to interactions and effects on something. They are the potential factors which can interact
with an organisation or system and can “give rise” to a range of potential future events and impacts.
It is from our understanding about how these risk sources could “give rise” to future situations that
we then construct and describe as risk. What actually ‘gives rise’ to risk are the very different factors
that affect our perception and cognitive construction of that risk.

Resolution

ISO 31000 is scattered with allusion to risk as some tangible ‘entity’ that has its own independent
existence, rather than as a cognitive construction used to describe a set of relationships (actual and
potential). Words have power, and a Standard has to be exceptionally careful about the words it uses
to describe key concepts. The inappropriate use of language in the current and prior version of the
Standard has resulted in the use of inappropriate language by practitioners, conceptual
misunderstanding, and the adoption of inappropriate practices. The revision of the Standard has to
carefully consider every word used to ensure there is no vagueness, ambiguity, or other scope for
unintended interpretation.

Issue: the definition of risk management

The definition of “risk management” in the Standard appears to be a technically incorrect use of the
term “direct and control...”, a term which is more commonly applied to ‘governance’ than to
‘management’. In contrast ‘management’ would involve making decisions and taking actions aligned
with the direction and control exercised by the governing body?°. It appears that the definition of “risk
management” used in ISO 31000 applies more to a concept of ‘risk governance’ than it does to actual
management. Unfortunately, the Standard almost completely ignores the concept of risk
governance®.

Resolution

The definition of risk management needs to better recognise the difference between ‘governance’
and ‘management’ and specifically needs to account for the overarching differences between
‘direction, oversight and control’ (risk governance3!), and the procedural conduct of risk management.
The concept of ‘risk governance’ is discussed in more detail below.

2% Whilst recognising that a governing body also takes decisions about governance and setting strategy.

30 Because 1SO 31000 makes no effort to explain ‘risk governance’, and the term is used widely outside of I1SO
31000, there is the potential for significant confusion amongst practitioners. Alternate views do exist that ‘risk
governance’ as well as oversight includes decisions about strategy made by the governing body and top
management, whilst others view the strategy elements as part of ‘risk management’. Thus, there is no current
agreement if ‘risk governance’ is a part of ‘risk management’, or if ‘risk management’ is the operationalisation
of overarching ‘risk governance’.

31 Agnese and Capuano, 2020.
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The section on principles

The principles are perhaps the most important inclusion in ISO 31000:2018, in its evolution from
AS/NZS 4360: 2004. They are also, unfortunately, perhaps the parts of the Standard most ignored and
disregarded by practitioners. Based upon discussions in training courses, workshops, and conferences,
and involving many hundreds of ‘risk practitioners’, it appears that the ‘principles’ are given little more
than lip service in many organisations’ risk management approaches. That is apart from a few more
‘mature’ practitioners, for which the principles provide a foundation and ongoing guidance for their
activities.

The inclusion of ‘principles’ into I1ISO 31000 was a good step in the ongoing development of the
Standard. The core of the principles is insightful and provide a set of foundational criteria upon which
the design and sustainability of an organisation’s risk management approach can be undertaken.
These principles also provide a core suite of criteria on which the performance of the risk management
approach can be monitored, measured, judged, and assured.

However, the Standard’s section on principles is often highly generic and vague, and is based on some
prominent assumptions that have yet to be validated, and conjecture that requires further
exploration.

Resolution

It must also be remembered that, although the principles appear to make sense intuitively, there is a
lack of supporting evidence for many of the claims that the Standard makes about these principles. In
the forthcoming revision the following questions need to be resolved about the principles:

e How do we know that these are the most important principles? Are any of the current
principles less important, or relevant only to specific contexts or applications of risk
management, and hence could be removed or substituted?

e How have these principles been validated?

e Are the principles fit-for-purpose now and for the foreseeable ‘tenure’ of the next iteration of
the Standard?

e Do they make sufficient sense that they can be meaningfully applied without additional
explanations? Are they sufficiently clear and understandable to effectively guide the design,
operation, and evaluation of an organisation’s risk management arrangements?

e Are they sufficiently durable over the expected range of contexts across which they may be
applied?

e Are they sufficiently comprehensive to encompass the most important and relevant guidance
for establishing and maturing risk management?

e How do we know that no other important principles have been omitted? For example, any of
the following could also be included into the Standard as equally, if not more important
principles compared with the existing principles (and there are many more that could be
considered for inclusion):

o Scientific evidence: Effective risk management is based upon sound scientific evidence
(Aven, 2019).

o Contestable information: Analysis of risk and its outputs, and risk informed advice is
contestable, and multiple valid information sources are sought to ensure that risk
information is fit-for-purpose.
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o Validated assumptions: Effective risk management recognises that assumptions underpin
all perceptions, interpretation, and decisions, and that these assumptions need to be
surfaced, challenged, and validated.

o  Conceptual and technical limitations: All risk management arrangements, methodologies,
tools, and technigues have their limitations. Effective risk management recognises these
different limitations, and makes informed choices about which approaches are optimal.
Such choices are based upon the nature of the context, the objectives for risk
management, the nature of the available data, and the competencies and experience of
those involved in risk management.

o Evidence -based decision making
Decision-making is based upon relevant evidence (validated data and information), which
includes being ‘risk-informed’. Since, risk information is supplemented by other types of
analysis and sources of information, effective decision-making is ‘risk-informed’, rather
than ‘risk-based’. Using the term ‘risk-based’ implies that decision-making is limited
solely to the risk information product®2.

Issue: missing the principle, a lack of attention and understanding?

One of the tests of understanding about ISO 31000 we regularly undertake in training is to simply ask
risk practitioners two questions:

e What are the principles?
e How do you apply the principles?

We have found that many ‘risk practitioners’ can only remember a couple of the principles in the
Standard, and even then, they can be pretty vague about these principles and how they are applied.

The Section on principles in ISO 31000:2018 is fairly prominent and has its own figure summarising
these principles. Why then are they not more strongly considered and featured in organisational risk
management approaches? Why do many ‘risk practitioners’ pay them such scant attention?

Despite the inclusion of the principles in Figure 1 and the arrows connecting both the ‘framework’ and
the risk management process, the section on principles stands on its own, isolated from both the
framework and process. A single sentence in the introduction to the principles provides the only clue
to the importance of this integration. The very way in which this introduction is written as a collection
of generic statements (without real explanation) probably encourages many readers to ‘gloss over’
this introduction without recognising its importance.

In reality, the principles are a core part of the risk management framework, but this integral nature is
lost by Figure 1 in the Standard which reinforces the conceptual isolation of the principles This diagram
strengthens a cognitive dissonance between the principles and the process, and by mistaking an aging
improvement process for a risk management framework.

32 See Kumah et al, 2019, and Epstein, 2011; 2009, for studies demonstrating the increased efficacy of evidence-
informed approaches compared with evidence-based approaches.
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Resolution

The principles are a core driver and enabler of the risk management framework, and an essential
component of the risk management process. Figure 1 needs to be redesigned to clearly show what a
risk management framework comprises (and it should be so much than a tired old PDCA cycle®?), and
that the principles are an essential part of this framework. AlImost all governance systems rely on the
establishment and acceptance of a suite of principles. By reimagining the framework as the structural
element of a formal risk governance system (see below), the principles will be given heightened
prominence and will help to better drive their adoption.

Issue: on the nature of principles

Another possible reason for the low recognition of the importance of the principles is that they are
written as fairly vague generic statements, with little guidance about what they mean in a practical
sense. The absence of supporting evidence for some of the principles must also raise questions about:

e Are the current ‘principles’ in the Standard actually principles?

e Are all of the current principles appropriate?

e Are they written as understandable and useable principles?

o Are there other concepts that are either missing from the list of principles or that should be
incorporated to expand our understanding of each of these principles?

e Should other concepts/principles be additional to the list, or should they replace one or more of
the current principles in the Standard?

Although there are multiple different definitions of a ‘principle’, most carry the concept of a basic
truth3*, that guides a flow of reasoning and forms the basis for other truths and beliefs, which by
definition means that a principle is based upon fact. This should require that any principle promoted
by ISO 31000:2018 must be supported by evidence, not just that it feels intuitively appropriate. The
Standard clearly states that “effective risk management” requires these principles. The ‘truth’ and
evidence that supports each of the principles is considered for each individual principle (below).

The purpose of risk management

Curiously, the list of principles does not include the ‘creation and protection of value’, which instead
is regarded as the purpose of risk management. It is arguable if this is a realistic purpose, as the real
purpose of risk management is to provide a systematic approach for managing risk. Managing risk may
contribute to creating and protecting value, for example by informing decisions about reducing losses,
pursuing opportunities, and realising benefits, etc. In this respect, managing risk assists other
functions (Finance, Security, Health and Safety, Procurement, Insurance, Operations, etc.) in making
decisions and taking action that protects things of value to the organisation from harm or loss.
Similarly, managing risk may also assist other functions in making decisions that create value (for
example, Customer Relations, Product Development, Brand and Marketing, etc). In other words, risk
management itself neither protects nor creates value, rather a whole range of other functions provide

33 See the first issue in the Section on ‘Framework’ below for a discussion on this PDCA cycle.
34 Something which can be proven or validated, something which is supported by convincing evidence.
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this value, supported by the way in which risk is managed not necessarily because a formal process
called risk management is occurring.

Is there any evidence that would support the Standard’s claim for the creation and protection of
value? At first glance it would appear that there are numerous examples where organisational value
is associated with the management of risk (Rampini et al, 2019). For example, some insurers may
reward organisations with reduced premiums for having recognised risk management approaches in
place. However, if we actually look closely at the published evidence, a more nuanced picture begins
to emerge.

Across the multiple publications supporting risk management’s protection and creation of value, a
majority, especially in the non-academic literature, simply repeat this popular mantra without actually
reporting any verifiable evidence. There is some compelling evidence that ‘risk management’ in the
financial sector may indeed contribute to measurable value. Although in this respect, this is using
sophisticated financial risk instruments beyond the knowledge of the average ‘risk practitioner’
outside of the financial sector, and does not rely upon using 1ISO 31000 (CFI Team, 2023; Leo et al,
2019; Kanchu and Kumar, 2013; Woods et al, 2008). The evidence for risk management’s contribution
to the protection and creation of value outside of the financial sector is far less compelling. Much of
the supportive evidence that has been published is either based on theoretical modelling (rather than
real-life experience), or shows correlation rather than causation (Willumsen et al, 2019; dos Santos et
al, 2017; Ittner and Keusch, 2016; Schrodl and Turowski, 2014, FM Global, 2012; Kraus and Lehner,
2012). Itis probable that risk management contributes to protecting value, however, the case for value
creation is far weaker.

Even if we accept the premise (based on evidence of correlation rather than causation) that ‘risk
management’ contributes to both value protection and creation, this still does not make the case that
using 1SO 31000:2018 protects and creates value. That are no robust scientific studies, to date, that
show any strong causal relations between the operation of the Standard and the protection or
creation of value for an organisation®. Specific ‘evidence’ for the role of ISO 31000 remains firmly in
the conceptual and theoretical (Alijoyo and Norimarna, 2021).

This apparent lack of strong evidence for the value contribution of formal risk management, is further
demonstrated by independent research surveys. These demonstrate a powerful perception amongst
a majority of senior executives that risk management (in general) contributes little to strategic value
—in over 80% of organisations surveyed (Beasley et al, 2019).

If not value, then what is the purpose of risk management?

The purpose of risk management is not to create and protect value. The actual purpose of risk
management is to provide mechanisms (frameworks, procedures, processes, tools, and techniques)
to better address uncertainty and its influences on sensemaking and decision-making associated with
those activities that create and protect value. For example, if we consider what are the key things of
value in an organisation (such as sales and revenue, reputation and brand, people capability; integrity,
fit-for-purpose products and services, market share; employee health and wellbeing, and job
satisfaction), then risk management does not create this value, nor does it directly protect it. Risk
management is just one cog in every large ‘system’, with risk management making a contribution to
those other parts of the system that do create and protect such value.

35 Most studies showing correlation between risk management and improved organisational performance looked
at methodologies other than 1ISO 31000, or were silent about the methodology in place.
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Resolution

Our original starting point was that ‘create and protect’ should have been accorded the status of a
‘principle’. However, given that a principle is a foundational truth, and the lack of robust evidence
supporting such a foundational truth, then perhaps ‘create and protect value” should neither be the
purpose or principle of risk management. Rather it should be the ultimate desired outcome for
effective risk management. That is, we can make no valid claim beyond: “effective risk management
should contribute to the protection and creation of value”.

i) Principle — “Integrated”

Under the heading of “Integrated”, the Standard states that “risk management is an integral part of
all organizational activities”. Unfortunately, it appears that the Standard is confused, believing that
these two words carry the same meaning. ‘Integrated’ and ‘integral mean’ mean two very different
things. ‘Integral’ means to be an important or vital part of something, if something that is ‘integral’ is
missing or removed, then functionality will be lost. Integrated, on the other hand, means linked,
coordinated, or combined with something. For example, this could convey the meaning that a
separate risk management process is coordinated with a separate strategic planning process. The two
processes interact and they are ‘integrated’, but neither one is an essential element of the other.

This then raises the question, should this principle be about being ‘integrated’ or about being
‘integral’?

The concept of ‘integrated’ appears to be misunderstood by many risk practitioners, and is highly
contested by some. We have run frequent surveys of clients, and in workshops, training courses and
at conferences to gauge how risk practitioners interpret the concept of ‘integrated’ and have come
away with almost as many different answers as the number of people we have asked. Their responses
range from having completely standalone risk management process that provides data to another
organisational function, through to a sensemaking capability that is strongly embedded in the core
functions of the organisation.

Any examination of organisations within any sector would be expected to show a spectrum of levels
of risk management ‘integration’, from an absence of any formal risk management®, to low
integration, up to highly embedded in some organisations (Figure 2). However, we have found no
robust evidence that demonstrates a convincing causal relationship between the level of ‘integration’
of an ISO 31000 based risk management approach and strategic or operational performance®’.
Similarly, there are numerous anecdotal accounts globally, where risk management functions have
been eliminated from organisations or have been restricted to compliance and assurance activities,
with no apparent impact on strategic and operational outcomes.

36 We are aware of one particular highly successful company with a global brand that has been prominent for
decades, and which does not have an identified risk management function, does not produce separate risk
management reports for management or the Board, and does not employ any specific risk management
professional. However, managing uncertainty and risk is an integral capability and is embedded and embodied
within all parts of the organisation.

37 Much of the published literature does show a correlation between the presence of formal ‘risk management’
and the claims history of some organisations. However, such performance could be a result of a whole host of
factors, and the presence of risk management may be coincidental, a reflection of organisational maturity and
capability. The causal relationships may very well reside in how risk is managed generally with increasing
organisational maturity, rather than the contribution of a formal risk management function.
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Conversely there is a significant body of literature which demonstrates substantial organisational
impairment and disruption when the management of risk is not integral to critical decision-making
and other core activities (Gibson and Gibson, 2023a, Gibson, 2020).

It therefore appears that making the management of risk ‘integral’ to core functions is more important
that just de facto trying to achieve some form of nebulous ‘integration’ of the risk management
process. How we need to go about establishing risk management as an integral part of such core
functionality will in large part determine the level of ‘integration’ required. As with many other aspects
of risk management, this will largely be determined by the context.

{ \ “\
| Unconnected | | Integrated ) | Embedded /\ Embodied
\ ] \ / /
Standalone function Linked function Internalised function Assimilated function
Provide outputs Separate but Combined in Synchronous activity Process and capability

Isolated are integral parts of

to other functions coordinated operation within core functions :
the core functions

Core Core
functions functions

Figure 2 Spectrum of incorporation of risk management®

An example of the benefits of moving to an embedded /embodied management of risk is provided by
the transformation away from restrictive linear strategic planning approaches (Martin, 2014; Barrows
2009; Rowland, 2006; Chussil, 2005; Liedtka, 2000) and towards more interconnected and unified
‘strategic thinking’ and ‘strategic leadership’3® concepts (Asoee, 2021; Lonéa, 2017; Toma, et al, 2016;
Bouhali et al, 2015; Salih and Alnaji, 2014; Nuntamanop et al, 2013; Fairholm and Card, 2009;
Heracleous, 1998). The limitations of this old ‘integrated’ thinking about risk management reinforces
problematic strategic planning, where risk management is often bolted-on to provide an input at the
start of planning (as part of horizon scanning) and at the end as an input into testing of the draft plan.

Strategic thinking, strategic leadership, and strategic management approaches more readily
demonstrate where risk management can be readily embedded into the whole strategy development
and implementation, rather than just ‘integrated’ as a bolt on process. Similarly risk management can
be embodied within other organisational capabilities, simply as the way that these functions operate
every day.

38 ‘RM’ is the diagram refers to ‘risk management’.
39 Where ‘strategic planning’ is just one integral element of the overall unified approach.
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Resolution

It can be strongly argued that in order to deliver maximum benefit to an organisation, risk
management needs to be not ‘integrated’, but rather ‘embedded’*® and ‘embodied’*'. For example,
consider the ‘strategic planning’ example above. In the last few decades, in the face of increasing
volatility, novelty, complexity, and resulting uncertainty, many organisations have moved away from
a sole reliance on rigid strategic planning, to a more dynamic and explorative strategic management
approach. Such a strategic approach can involve a suite of ‘nested’ processes (Figure 3).

As uncertainty will be present across all of these nested processes, and will influence strategic
decisions and the pursuit of strategic objectives, then risk management will need to be an ongoing
activity across all of these activities:

e Strategic thinking processes, including:
o understanding and analysing the problem space;
o exploring interdependencies, interactions, and vulnerabilities, and the way in which they
could change and influence the future landscape;
o considering the manner in which new challenges and opportunities could emerge; etc.

e Strategic design processes, which are increasingly using human centric design thinking
approaches to better explore and understand stakeholder needs and potential solutions (Graf,
2021; Vuillermin and Huck-Sandhu, 2021; Diderich, 2020; Knight et al, 2020; Stevens et al, 2008)
and red teaming techniques (Neal-Boylan and Rotkoff, 2021; Zhou and Sun, 2020; Longbine, 2008;
Sandoz, 2001), which can be extended across the whole strategic management approach in order
to surface and challenge underlying assumptions.

e Strategic formulation and planning processes, in which decisions are made about the agreed
strategic objectives, and the other decisions, tasks, resources and time requirements, that are
required to achieve those objectives, are established and documented.

e Strateqgy implementation processes, through which the tasks, resources, and processes are
mobilised, and deployed.

e Strategic governance processes, by which the implementation of strategies is directed, controlled,
overseen, monitored, evaluated, assured, and reported upon.

40 Embedded - firmly and deeply situated within something.
41 Embodied - essential integral constituent part of something
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i) Principle — structured and comprehensive

This principle is exceptionally vague in the Standard, and is open to wide interpretation of meaning.

The meaning of “structured and comprehensive”?

What exactly does “structured” and “comprehensive” actually mean? Does ‘structured’, in this
context®, refer to:

e Arigid framework that is applied consistently across the organisation?

e Arigid process that is applied consistently across the organisation?

e An approach that is strictly governed by rules and requirements?

e Arranged and undertaken according to a defined plan®3?

e Following a predetermined pattern?

e Organised to show the relationship between the parts?

e Organised organically so that it resembles a living organism, or according to organisational
reporting lines?

e Comprising a sequence of discrete steps?

42 Remember ‘structured’ is contributing to consistency and comparability.

3 This is closest in meaning to the general dictionary definition of ‘structured’, and if this is the meaning, why
not just say a planned approach.

31



Similarly, what does ‘comprehensive’ mean in this context, does it refer to:

e Having all possible steps included?

e Using all possible analytical tools and techniques?

e Involving all parts and people within the organisation?
e Includes all hazards and threats?

e Gathers and analyses all available information?

e Considers all aspect of strategy and operations?

e |nvolves all functions and levels of the organisation?

e Considers all controls and their efficiency and effectiveness?
e Examines and explores all vulnerabilities?

e Surfaces and challenges all assumptions?

e Examines all interrelationships and interdependencies?
o Lists all risks?

The principle is so vague, that to make any meaning of it the reader has to add their own
interpretation. With individual perception, interpretation, and application, comes variability. How
then does this align with the aims of “consistent” and “comparable”?

The meaning of “consistent” and “comparable”?

We have been unable to find robust published research that shows any such consistency and
comparability of results achieved by applying the I1ISO 31000:2018 Standard. In fact, the reverse
appears to be the case, with multiple publications criticising the Standard in this respect. It seems
likely, from anecdotal evidence**, that many users of ISO 31000 have established qualitative risk
management approaches that have in-built inconsistency in the way that analysis is conducted and
interpreted.

ISO 31000:2018 does not distinguish between qualitative and quantitative approaches, but de facto
promotes their equal application for risk assessment* and in doing so directly conflicts with the very
ideas of “consistent and comparable”. It is increasingly accepted that qualitative methodologies are
so subjective that they carry inherent inconsistency (Gibson and Gibson, 2023; Lengyel et al, 2023;
Blum, 2020; Grabel, 2020; Maze, 2018; Gerstein et al, 2016; Rozell, 2015; Tebehaevu, 2015; Shang,
2014; Zhou and Leung, 2012; Emblemsvag and Endre Kjglstad 2006; Karabacak and Sogukpinar, 2004).
Analyses using exactly the same data sets, but conducted by different analysts, commonly yield
significantly different results. Furthermore, even the same analyst using identical data sets, but at
different times can again produce different results (Hubbard and Seiersen, 2017).

Quantitative techniques, generally, will be more consistently applied and will produce more
comparable results. However, quantitative analyses are also subject to a wide range of biases that can
produce inconsistencies and reduce comparability of results.

4% From personal communications from various risk professionals to the authors of this Whitepaper, and the
authors’ personal observations of widespread risk management practices.

45 This Whitepaper is not trying to make the case that quantitative techniques are always superior to qualitative
techniques. The authors believe that there are situations where a qualitative assessment can provide a different
and sometimes more valuable insight into risk than some commonly used quantitative techniques. However,
taking the limited view of just rating and ranking risk, then quantitative techniques will tend to be more accurate
and precise, and be more consistent across time and across different analysts.
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Of matrices and heat maps

Furthermore, it appears that ISO 31000:2018’s similar silence on the problematic use of risk matrices
and heat maps, has done nothing to dissuade many practitioners, consultants, and software
developers from continuing to promote poor practises in this respect. Informal surveys indicate that
the vast majority of the users of ISO 31000:2018 are using qualitative assessment techniques, of which
almost all are using risk matrices and heat maps of some description.

In making this point we are not saying that all applications of risk matrices are terrible and should
never be used. There are some circumstances were these matrices can be useful (and at times we
have also used matrices). However, the vast majority of risk matrices are poorly calibrated, largely
unvalidated, rarely adjusted to changing contexts, and their users have little appreciation of their
limitations and hence will fail to make any accommodation for these problems (Thomas et al, 2018;
Cox, 2008). Whilst many of the criteria on which the matrices are based are often vague and hence
open to substantial variability in interpretation, and are commonly poorly aligned with the prevailing
context. The problems with risk criteria will be discussed in more detail later in this Whitepaper.

Inconsistency — an inherent problem?

ISO 31000:2018 claims to be founded on a principle of “consistent and comparable results”, yet the
vagaries and linearity of the described approach does little to ensure that the analytical methodology
itself has sufficient consistency and comparability in its design and execution. These problems of
consistency and comparability are further compounded by the Standards complete omission of
mention of the essential need for calibration. Without robust calibration, risk methodologies, risk
criteria, risk matrices, appetite and tolerance values can easily be rendered meaningless. Although
uncommon in ISO 31000 based methodologies, calibration is more routinely applied in other risk
analysis domains (Connors and Large, 2023; Hubbbard, 2020; Van Hoorde, 2014; Borgert et al, 2012;
Pressman and Flocton, 2012;Rael, 2012; Calder and Schwehr, 2009). Even where calibration of the
analytical tools is undertaken, substantial variability and error will still be introduced if those involved
in the analysis are themselves not calibrated (Sivitski and PGodra, 2021; Notebaert et al, 2016).

Resolution

The intent of the Standard to remain non-prescriptive is strongly supported. However, in doing so it
has allowed a proliferation of misunderstanding and poor practices. In the revision of the Standard,
careful consideration should be given about the provision of advice on the relative merits of
guantitative and qualitative risk assessment methodologies. This especially needs to include advice
about the need to understand the limitations of different approaches and address some of the myths
that have grown around certain practices (for example, the mathematically invalid practice of trying
to multiply out linear nominal and ordinal scales on risk matrices to derive a risk rating, when input
values are exponential). Consideration should also be given in the revision to including guidance on
both the calibration of risk assessment tools and of people contributing to the process.

iii) Principle - Customised
This is perhaps one of the most understandable of the principles, although it is still written in such an

obtuse and abstruse way that it seems almost purposefully worded to confuse the reader. The reader
is still left making assumptions in their attempt to derive meaning.
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Our interpretation of this principle is that the risk management approach has to be customised to
work effectively within the context that it is to be used. This may mean that, on changing to a different
context (e.g., from one organisation or business unit to another, or in a context that is changing), the
overall risk management arrangements may need to be redesigned. It may mean that looking at
different forms of risk (e.g., routinely encountered risk compared with high consequence-low
likelihood risk) may require different risk assessment processes, tools, and techniques. Or it may
require that risk assessments conducted at different levels of the organisation (e.g., those conducted
as part of strategic management compared with those associated with a project) need to have
different risk criteria in terms of scale, value or type.

Resolution

This does naturally raise questions about a direct conflict between such a ‘customisation’ principle
and the ‘consistency’ and ‘comparability’ principle. Whilst such a conflict can be addressed, the
Standard is silent about both the need for such consideration, and guidance on how the conflict
between ‘consistency and comparability’ and ‘customisation’ can be achieved.

iv) Principle: Inclusive
Another almost clearly written principle...almost.
The way in which this section is written raises a number of questions:

e What does the Standard mean by ‘inclusive’?
o just who should be considered,
o to what extent should inclusivity be pursued?
o how are decisions on inclusivity to be made, and by whom?
e What does ‘appropriate’ mean in the context of this principle?
o what does inappropriate look like?
o Are there certain types of ‘appropriate’ stakeholders that should usually be
considered, and other types of stakeholders that should automatically be excluded?
o What criteria should be applied to help make decisions about the appropriateness of
stakeholders for inclusion?
e What does timely mean?
o does this refer to the timing of stakeholders’ involvement with respect to the different
activities of the analysis?
o relative to the changing context?
o with respect to the currency of their knowledge?
o or with respect to their contribution to decision-making based on the risk analysis?

Again, we need to make a whole range of assumptions in order to interpret this principle.
Whilst it is true that seeking diverse perspectives can provide a richer data set for analysis, can help

to generate different insights that might not have otherwise been the case, and can be less subject to
the effect of individual biases (Mercier and Landemore, 2012; Jackson et al, 1995). Involving too many
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stakeholders or obtaining too diverse a range of inputs can lead to data overload, excessive noise®,
and confusion.

Involving diverse stakeholders will also introduce further variability into analysis, since they all come
with their own different and unique mix of ideologies, perceptions, biases, and intents. Even just
restricting stakeholder involvement to acknowledged ‘experts’ can be problematic in its own right.

There are numerous studies that show that the performance and relevance of ‘expert’ involvement is
often lower than expected (Baur 2022; Robinson et al, 2022; Morgan 2014; Burgman et al, 2011;
Charness and Tuffiash, 2008; Chi, 2006; Kardes, 2006; Ayyub, 2001; Sperling, 2000; Fishoff et al, 1982;
Kahneman et al, 1982). The issue is therefore not to ‘cast a wide net’ to include multiple stakeholders
just for diversity and inclusion’s stake, but rather to select stakeholders on their context specific
knowledge, experience, and involvement in that context. The involvement of different types of
stakeholders may be required at different times throughout risk management activities.

Even in situations where ‘appropriate’ stakeholders are included, say as experts inputting into risk
analysis, there can be significant biases and errors in their contributions, especially if they have not
previously participated in some form of calibration (Hubbard, 2020). Care also needs to be taken
where including diverse stakeholders results in strongly conflicting information, which can create
problematic analysis and adverse impacts on creativity (Friedrich and Mumford, 2009). To gain the
benefits of involving diverse stakeholders requires careful stakeholder analysis, engagement and
management, which are other concepts that are largely ignored by the Standard.

Inclusivity for inclusion’s sake is no guarantee that this principle’s aim will be achieved, the reverse
may be more commonly the case where stakeholder inclusion is not carefully planned. What is
required is a determined activity to include those stakeholders that can make the best contribution to
the specific risk management activity. Whilst acknowledging that different stakeholders may be more
valuable as risk management proceeds and different data requirements and different perspectives
emerge.

Resolution

This principle is often interpreted by practitioners to mean that a wide selection of stakeholders
should be involved in risk management. However, not all stakeholders are equal in the extent and
relevance of their knowledge, experience, and cognitive capabilities. The important principle is that
only those stakeholders that can contribute something of value should participate in risk
management*’. This does not necessarily mean that only experts or those that can contribute data
should be included. Sometimes ‘adding value’ also means involving stakeholders where their
acceptance and understanding is required in order to support the risk management efforts, to
subsequently commit to progressing necessary risk treatments, or that may be affected by or be
resistant to risk management outcomes.

Such a principle cannot just be simply implemented, there needs to be mechanism for identifying
suitable stakeholders, evaluating the contributions that these stakeholders can make, engaging with
and managing their participation in activities. It is also not just the value that individual stakeholders
can bring to risk management, but also additional value that can be created by their interactions with
each other.

46 To the extent that valuable signals are lost or obscured.
47 This also includes considering involving those stakeholders that can influence or be affected by the risk
management outcomes.
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v) Principle: Dynamic

This principle does earn a small round of applause, for unlike the previous principles, the ‘dynamic’
principle does provide a short explanatory rationale, an essential element as the principle itself is fairly
general and largely uninformative.

It is also arguable if some of the claims made by this principle are actually accurate and can be
substantiated. How does risk management actually “anticipate, detect and acknowledge change”?
These are all attributes of people, not of a framework or of processes. The risk analyst, or one or more
stakeholders may anticipate future change based on data that has been gathered prior to any risk
analysis (e.g., through various surveillance and monitoring activities that are not conducted through
any ‘structured risk management’). Alternatively, such anticipation may occur because of a ‘risk
practitioner’s’ insight that emerges during analysis, or may arise in decision makers using information
outputs from risk management. Risk management may contribute or help facilitate anticipation, but
risk management itself is not anticipative, only people can anticipate®®. Similar arguments also hold

”n o«

for the concepts of “detects”, “acknowledges”, and perhaps “responds” in the principle.

Then there is the issue of the concept of “dynamic” as the title of this principle. The word dynamic is
used to convey multiple subtly different meanings in different parts of the Standard, in reference to
the context, to human behaviour, and to the risk management process itself. The word seems to be
used to variously mean, changing, modifying, turbulent, and variable in different parts of the Standard.
With respect to this specific ‘principle’, there are two possible considerations for thinking about risk
management in terms of being “dynamic’:

e ‘Dynamic risk analysis™* is a common tool used for decision-making in volatile and highly
uncertain contexts (Villa et al, 2016), such as those experienced by high hazard industries and
emergency responders. ‘Dynamic’ in this sense means that because the operating
environment is changing (volatile or turbulent), there is a continuous risk assessment
occurring so that adverse changes in the operating environment are immediately understood
and countered.

e ‘Dynamic’ where the context is changing such that the risk management process itself may
need to be adjusted and adapted to better align with the change. Also, that the extent,
significance, and rate of change, may invalidate earlier data and analyses, or introduce new
factors for consideration, to the extent that a risk assessment or risk treatments may need to
be revised.

Resolution
The wording of this principle requires revision to make the intent and desired outcome clearer. For

example, changing the ‘principle’ to better reflect that risk management helps people to be more
anticipative and better at detecting changing conditions.

48 Although, admittedly, risk management when controlled by Al, may in the future actually become anticipative.
9 Not to be confused with the hijacking of the term by some consultancies, in order to rebrand fairly basic risk
management methods.
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vi) Principle: Best available information

It may be pedantic, but ‘information’ is different to ‘data’, and is different again to ‘knowledge’. Risk
management involves the use of all three, as well as the next conceptual extension of ‘wisdom’. Whilst
the terms may at times be used synonymously by the general public, the terms carry very different
specific meanings in decision science and other related disciplines (Sanders, 2016; Sing et al 2010),
differences that should be acknowledge by the Standard.

There are a number of attributes associated with this principle that are vague or ambiguous, and are
open to multiple different interpretations. This principle, like many of the others, provides insufficient
information for effective guidance. The reader is left to assume that ‘best available’, only means
information that is “timely, clear, and available”. Surely there is more to the concept of “best
available”? Even these individual attributes identified by the Standard requires further explanation.

What does “timely” mean? Does this require that the information is available (or becomes available)
at the specific point in time when it is required by the risk assessment process? In which case what
about vital information that may only become available later, could there be justification for delaying
the assessment to collect the vital information? Or does ‘timely’ refer to the currency of the
information, that it reflects the changing context? Or does it reflect an alighment with the different
activities of the risk management process?

What about the attribute “clear”, does this mean in a data format that can be analysed with the
available tools and techniques? Data and information that has been ‘cleansed’ and ‘normalised’ in a
format that can be understood by the analyst? That the products of risk assessment are not vague or
ambiguous for the end-user? Or that the format and language of the product cannot be easily
misunderstood or misinterpreted, or be unacceptable?

Regarding “availability”, does this mean only information that is routinely available, or only available
by existing mechanisms? How does this relate to the need to introduce approaches for accessing so
called ‘dark data’” which the analyst may not even know exists, let alone have the existing means to
access (Hand, 2020).

This principle only provides a partial clue about what “best available information” may actually
comprise. In its attributes of “best available information” it omits a range of equally, if not more
important attributes and concepts, for example:

e Integrity and validation.
e Data cleansing and normalisation.
e Longevity.

e Accessibility.

e Accuracy.

e Precision.

e Reliability.

e Completeness.

e Relevance.

e Uniqueness.

e (Consistency.

e Cost-benefit valuation®.
e Conformity.

50 Sometimes it may just cost too much to gather and use the best available information.
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e Error.

e Compliance obligations.

e Confidence levels.

e Confidentiality and privacy

There will also be tensions in trying to achieve “best available information”. How should these tensions
be evaluated and managed, for example the potential conflict between completeness and
accessibility, comprehensiveness and cost, etc.

We are in full agreement with this principle’s statement that “Risk management explicitly takes into
account any limitations and uncertainties....”. However, anecdotal evidence suggests that this aspect
of the principle is frequently ignored by majority of risk practitioners. For example:

e The large number of organisations that continue to use highly subjective qualitative
assessments when there is readily available data on which to base a quantitative assessment.

e The number of organisations that use risk criteria that are uncalibrated and unvalidated, and
where the analysts and decision-maker are unaware of the underlying assumptions that
underpin these criteria.

e The widespread use of unvalidated risk matrices and heat maps.

e Perhaps of even more serious concern are those organisations and practitioners that persist
in multiplying out ordinal scales®**? (e.g., substituting the descriptive criteria for the numbers
1 to 5 on the axes of a risk matrix) to provide a mathematically unsound pseudo quantitative
analysis.

By being also largely silent about the benefits of sensitivity analysis, uncertainty calibration, and
confidence estimates, and by equally promoting both qualitative and quantitative analyses, the body
of the Standard is certainly not advocating for adoption of the principle of ‘best available information’,
or being consistent in guiding practice.

Resolution

The Standard needs to provide more meaningful guidance on what constitutes “best available
information” and how information quality assurance could be addressed.

51 An ordinal scale is a scale that does not have a zero point, and does not provide a measure of the difference
between the variables, giving just their relative ranking. As opposed to interval scales which provide equal
differences between values, and ratio scales which provide a zero point and equal differences between the values
which may include logarithmic differences to allow exponential values to be used.

52 Commonly using an arithmetic progression to try to measure something that is exponential in character,
another mathematically unsound approach.
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vii) Human and cultural factors

The principle is correct in stating that “human behaviour” and “culture” influence risk management.
However, unlike several of the preceding principles, this one is left as a high level generic statement,
with no explanation of the rationale and importance of this.

“Human behaviour” and “culture” are mentioned several times>? in the body of the Standard. On each
occasion, the mention comprises an anodyne motherhood statement, with the reader being left to fill
in the conceptual gaps with individual interpretations and assumptions (hardly meets the previous
principle elements of clarity, comprehensiveness, or best available information, or is this a case of
‘practise what we say, not what we do?).

Surely something that is so important that it warrants its own ‘principle’, in the Standard deserves
more consideration than a handful of bland and vague statements®*, and warrants at least defining
these terms (as relying on the OED*® definition is wholly inadequate) in this situation.

One of the most informative and useful explanations of culture is that developed US academic Ed
Schein®®, who described culture as comprising:

e The artefacts, those elements of culture that are most easily seen and experienced, this
includes people’s behaviours, documentation (like policies, and mission statements),
organisational structures, behavioural codes, workplace design, industrial relations, senior
management statements of intent and support, resource allocation, organisational priorities,
expressions of commitment, provision of resources, etc.

e Explicit values, those expressed and recognised values, beliefs, and attitudes. These elements
can be relatively easily detected, and directly influence the formation of the artefacts.

e Deep underlying assumptions and beliefs, which are hidden from general view, and those
holding these assumptions and beliefs may not even consciously be aware of their existence
without purposeful introspection. These assumptions and beliefs influence the formation of
the recognisable explicit values.

From a risk management perspective, culture is an important consideration because it will influence,
enable, and constraint how a risk management approach is designed, implemented, and sustained. It
will influence how effectively and efficiently risks are managed, and how individuals and teams think
about risk and make decisions about risk.

Since culture can have such a profound effect on how risk is managed, the design and operation of
risk management arrangements is best undertaken considering how the prevailing cultures®” will
affect those arrangements, and affect how people perceive, make sense of, and make judgements
about risk. It is important that the influences of ‘cultures’ are not only considered in the present, but

53 “Culture” is mentioned six times, and “human behaviour” is mentioned only three times.

54 Although we are thankful that the Standard does avoid using the awful confection of the ‘risk culture’
construct. Culture is an aspect of how people work together in groups. Processes and frameworks do not have a
culture!

55 Oxford English Dictionary.

56 Schein, 1983.

57 Yes, we use ‘cultures’ plural quite deliberately. Within any organisation there will most probably be multiple
cultures, every different grouping of people (formal organisational structural units, leadership teams, ad hoc
project teams, social and friendship groupings, etc.) will each have their own unique culture. Organisational
culture is a reflection of how certain elements come to predominate and influence the organisation as a whole.
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how evolution of these cultures (and the emergence of new cultures) may affect how risk is managed
into the future.

Just as culture influences the management of risk, the way in which risk is managed will have some
influence on the evolution of the different cultures within an organisation.

On human behaviour

The inclusion of “human behaviour” as a separate distinct element from culture is interesting, as many
cultural models include human behaviour as a core element. This does raise the question, is this
specific distinction of “human behaviour” a redundancy within the Standard (given it is part of
‘culture’), or is there a particular reason for separating out behaviour? Unfortunately, like other parts
of ISO 31000, the reader is left to guess about the true intention and meaning.

Just how important is consideration of human behaviour to risk management. Well, it can be
important, how we perceive risk influences our sensemaking and decision-making about risk, which
will consciously or unconsciously influence our behaviours. In turn our behaviours will amplify,
moderate, remove, or introduce the conditions within which we will perceive and manage risk. But
what does all of this mean for how we undertake risk management?

Well, perhaps those responsible for writing this principle, did not fully think the concept through.
There is a whole area of science that considers how people go about their activities, ‘human factors’
(Stanton et al, 2013; PSNET, 2019; Flouris and Yilmaz, 2010; Salas et al, 2010; Henriksen et al, 2008;
Reason, 1995; Allnutt, 1987). The area of human factors includes consideration of behaviour, but
places it within a much broader analytical framework. A reasonable definition of ‘human factors’ is:
“the ways in which the organisation, the job, and the individual interact to influence human
reliability...”>8. Although the whole definition relates to hazardous events (in this context to offshore
energy operations), the key elements of human factors apply to any time we are thinking about risk
and risk management (Wolers Kluwer, 2022; Yilmaz, 2019; Xuecai and Deyong, 2018; Balfe and Leva,
2014; Noroozi et al, 2013; Stanton et al, 2013; Reason, 1995).

Resolution

It seems that the Standard is confused by the concepts. By “human behaviour” we think that what the
Standard attempted to do (but did not have the language for) was really to highlight the importance
of ‘human factors’ in risk management. Human factors analysis is not a common practice for ‘risk
professionals (outside of the safety disciplines), but is an area that can make almost immediate
improvements to how risk is managed. This is not just about applying human factors to the assessment
and treatment of specific risks, but how human factors can influence, enhance or limit how risk
management arrangements are designed and applied. This is a high priority for consideration in the
next revision of the Standard.

8 NOPSEMA, 2021.
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viii) Continual improvement

There is nothing majorly wrong with the sentiment of this principle, although it is rather weakly
expressed. Yes, risk management can be improved by “learning” and “experience”, but these appear
to be particularly passive approaches as written. Risk management will not be improved through
‘osmosis’, just because people are experiencing things. Even on those occasions when some passive
individual learning is occurring, this does not mean that this learning will be shared adequately or that
continual improvement will follow automatically.

The peer reviewed literature is overflowing with examples of where attempts at ‘lessons learned’ have
failed to achieve any meaningful and sustained improvement (Proctor, 2020; Figueroa, 2016; Coles
2014 Schroder-Hinrichs, et al, 2012; Allington, 2012; Wright, 2010; Birkland, 2009; Allen, 2008;
Donahue and Tuohy, 2006). Lessons learned needs to be undertaken as part of a planned and
adequately resourced systematic and strategic approach. Similarly, individual and team experiences
cannot be expected to drive improvement in risk management, unless these experiences are captured
and used to gain ‘teachable moments’ and ‘actionable insights’ (Gibson and Gibson, 2023b; Morris,
2019; Gentry, 1990; Kolb, 1984)

Resolution:
‘Learning’ is referenced only once in the entire Standard (actually in this ‘continual improvement’
principle), which is surprising given that this should form the cornerstone of the principle. The whole

concept of learning as a key component of risk management warrants a more comprehensive
consideration in the revision of ISO 31000.
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The section on the ‘Framework’

Issue: Figure 3 does not represent a ‘Framework’

Mistaking a PDCA process for a framework

One of the major problems with this section has been highlighted earlier in this Whitepaper, that is
that the “Framework Figure” does not represent an actual framework of any description. The most
generous thing that we can say about Figure 3 is that it is a generic process for developing and
implementing ‘something’. This very same process diagram could be equally applied to putting in place
a financial accounting system, making a rubber widget, or putting together a certification program for
car windscreen cleaners waiting at traffic lights.

Is this even a good process for designing a Framework?

Well, the process is a slight alteration of the traditional Shewart-Deming cycle (also known as a PDCA
cycle — Plan-Do-Check-Act) that dates back to the 1930’s (Johnson, 2002). The cycle has seen sterling
service over the last 90 years or so, and is rightly credited with facilitating a large range of
improvement and quality initiatives. However, the world has changed dramatically since the interwar
years. For decades through the Twentieth Century, organisations have been able to use essentially
linear processes like the PDCA, and although drawn as an iterative cycle, it is essentially a set of
progressive linear steps used to solve predominantly linear problems (where cause and effect is
apparent and can be simply described).

However, today we all pretty much operate in highly complex environments where we have to solve
highly complex problems, contexts in which the PDCA cycle can struggle (Kemenade, 2014.). This is
why approaches such as the PDCA have evolved, either with new tools being deployed along with
variants of the cycle, or into markedly enhanced methodologies, such as ‘Agile’ and more explorative
approaches (Furlan et al, 2023; Henriques et al, 2017). Even though the basic PDCA cycle is still used
widely across many different types of organisations, its poor application has been criticised (Taylor et
al, 2014).

It has also been cogently argued that using the PDCA cycle (or its variants) for building a system (or
framework) is a de facto misuse. The PDCA was developed to improve a system, not to create one
(Laquana, 2021).

PDCA and management system standards

One of the major problems is that ISO as an organisation is completely inculcated with the
management system standards (MSS) ideology. The commonest feature across a multitude of 1SO
Standards is some variant of the PDCA cycle which forms the core of the MSS philosophy.
Unfortunately, there is little robust causal evidence that the MSS approach results in any significant
enhancement in performance in the areas covered by these diverse Standards. The majority of
published research into MSS shows some correlation but little evidence for causation, i.e., there is a
lack of evidence that MSS directly add value to the activities they are changing, just that improved
performance sometimes coincides with an MSS implementation. That correlation is of course
understandable, if an organisation is taking the time to implement and maintain a MSS, they are more
than likely to be also undertaking a range of other improvements in their processes that will affect
their performance. Something that most of the sparse research indicating some MSS benefits have
largely ignored.

42



A few organisations have reported that such ISO MSS can provide ‘internal benefits’ such as “improved
control and discipline” (Rayner and Porter, 1991), notably not enhancing performance. Whilst even
those studies that show some positive correlation between MSS and performance, also report
considerable problems with implementing MSS (Magd and Nabulsi, 2012).

Does the MSS approach really provide much benefit? The answer is ‘yes’, ‘sometimes’, ‘maybe’,
‘probably not’ (Bajec et al, 2013; Poksinska, 2010; Feng et al, 2007; Larsen and Haversjo, 2001; Seddon
1997a, 1997b). The best known and probably most widely implemented of the MSS is the ISO 9000
series of Standards. Although there are decades of experience in their use and years of research being
conducted there is scant evidence that this MSS approach improves quality and performance®®
compared to almost any other alternative reputable methodology. Admittedly, some quality benefits
have been reported (and again these may be more correlation than causation) following
implementation of these MSS. However, those few situations where quality improvements have been
reported are most commonly found in highly controlled and predictable component manufacturing
processes. The sparse evidence in support of MSS (specifically ISO 9000 series) shows that improved
performance can occur, but only “in the complete absence of any alternative quality management
approach” (Gotzamani and Tsiotras, 2001; Buttle, 1997). In other words, if you are doing nothing at
all to improve quality, then ISO 9000 standards may help, but probably not if you have any other
quality management approaches in place. The mere existence of the ISO 9000 MSS has been called an
“economic disease” and a “step backwards” (Seddon, 1997a).

To date, we have been unable to find compelling evidence for MSS causation in achieving elevated
performance in highly complex and uncertain contexts. Over the last few decades there have been
increasing questioning and criticism about the value of MSS and certification against these Standards
(Zobel, 2018; Kafel and Simon, 2017; Zobel, 2015; Bernardo and Simon, 2014; Poksinska, 2010;
Sampaio, et al, 2009; Casadesus, 2009; Dick et al, 2008; Franceschini, et al., 2008; Hertin et al, 2008;
Casadesus and Karapetrovic, 2005b; Poksinska, 2003; Terziovski et al, 2003; Rondinelli et al, 2000;
Goodchild, 1998; Krut and Gleckman, 1998). Adoption of MSS has also been connected with an
increase in “failure risk” (Franceschini et al, 2018).

Where there are potential benefits for the adoption of an MSS, it is probable that these are achieved
during the initial implementation of the Standards, with these initial benefits then declining over time
(Casadesus and Karapetrovic, 2005a). The growing criticism of MSS has also been accompanied by a
decline in both certification and use of MSS® (Franceschini, et al., 2010) in a growing number of
geographic regions.

None of this is really surprising when one considers that the underlying purpose of the foundational
MSS was to provide a compliance approach for the inputs, but not guarantee outcomes (Heras-
Saizarbitoria et al, 2018).

Why this lengthy discussion about MSS? Two reasons:

e There have been ‘pushes’ from several directions to turn ISO 31000 into a MSS, rather than
the current principle-based approach. This, despite the fact that there is far more evidence for
the success of a principle-based approach compared to MSS (see above).

e The core engine of the MSS is the antiquated PDCA cycle, which since 2018 has also been the
core engine of ISO 31000. Some Standards risk experts have remarked that this could be an
attempt at MSS by stealth!

%9 The very purpose of the ISO 9000 series.
80Especially in the case of ISO 9000 series
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Resolution

Whatever happens during the future revision of 1ISO 31000, the ‘best bits’ of the Standard must be
retained, and that includes its principles-based approach.

A problem with linearity

Non-linear processes (for example, repeatedly reflecting and revisiting earlier activities as
sensemaking and insight develop through the process) are required to solve the non-linear challenges
of a modern world. Continuing to use outdated linear thinking and linear-based process (such as the
PDCA) will be a retrograde step for the Standard.

One of the key fundamental problems of the original PDCA cycle (which the Standard’s Figure 4
perpetuates) is that it continues to promote single loop learning, which is increasingly associated with
poor learning and improvement. To deal with increasing complexity, the thinking has to transition
(Lines, 2021; Tosey et al, 2012; McClory et al, 2017; Yuthas et al, 2004; Cartwright, 2002; Romme and
van Witteloostijn) to double-loop, triple loop and quadruple loop learning (see Figure 4), if accelerated
learning and innovation is to occur.
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Figure 4: Organisational learning loops (reproduced from Gibson, 2020, with permission)

The PDCA addition by ISO 31000

The 'Framework’ cycle in the Standard does have one addition to the traditional PDCA cycle, the
inclusion of an extra step of “integration”, placed towards the ‘end’ of the cycle. Since this activity is
about ‘integrating’ risk management into the organisation, it is very puzzling why this activity occurs
after the risk management framework has been designed, implemented, evaluated and then revised
and improved. This really does not follow a logical flow.
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Integration should start in the design ‘stage’, where understanding the need and limitations should
form part of the problem definition that the risk management framework aims to resolve. The design
of the framework should then take account of how this integration should be undertaken and should
provide a plan by which the subsequent implementation will take place (which will drive that
integration). It is during implementation of the risk management framework that actual integration®!
is enabled and facilitated. Similarly, the success of that integration forms part of the evaluation of the
framework, which in turn informs the ‘why’, ‘what’ and ‘how’ for improving the framework, including
strengthening and broadening the integration.

Why then does Figure 3 in the Standard have “integration” sticking out like a sore thumb after all of
these other activities have been completed. This looks like a major logical error in the process flow.

The other major problem with Figure 3 (and is common to the PDCA cycle as well) is that the diagram
conveys a cycle as a de facto perpetual motion machine. There is no indication of how this cycle
commences and then sustains itself, or if the cycle pauses, or if it continues to the end of time. For
example, where is the decision point on whether the cycle (and the framework) is still required, or
needs to be decommissioned. Continual improvement does not mean continuing to run the same
cycle over, and over, and over again

What does this all of this mean for the revision of ISO 31000:2018? Well firstly, the revision needs to
recognise that ‘integration’ is not a standalone activity, ‘integration’ needs to be better integrated
itself into the process, it needs to be an intrinsic activity that occurs across the entire process for
establishing and sustaining a risk management framework. As discussed previously, the whole concept
of ‘integration’ needs to be revisited and tested to see if it actually is an intended outcome, or if the
concepts of ‘embedded’ and ‘embodied’ are more appropriate.

Secondly, the revision of the Standard needs to move away from concepts that have served for almost
a hundred years, but are now becoming rapidly outdated. For many years, users of the PDCA (and its
later variant the PDSA cycle) have recognised that just using the cycle as it is portrayed on its own is
insufficient (Reed and Card, 2015), and that at a minimum it requires a more informative framework
of analytics to support it®?, something that is certainty missing from Figure 3 in the Standard.

It should also be borne in mind that providing this PDCA cycle in the Standard could also be viewed as
a prescriptive recommendation. Many organisations have in place effective contemporary design
development, creative, and project management approaches (for example, such as ‘Agile’, ‘lean’, etc.),
that would be in conflict with taking a retrograde step (by using the PDCA cycle) solely for building and
improving a risk management framework.

Even just taking the old PDCA cycle®® and adding in a review-reflect-revise cycle®® would be an instant
improvement. However, it must still be remembered that the PDCA cycle is a relic of early twentieth
century thinking and business practices, where small incremental improvement was sufficient. For our
current and future environment, incremental improvement is not enough, when Ministers, Boards, C-
suites, customers, suppliers, employees, and other stakeholders are demanding innovation.
Unfortunately, innovation is not within the DNA of the tired old PDCA cycle.

51 However, see our earlier comments about the limitations of ‘integration’ thinking.

62 Moen and Norman, 2009.

3 Which even through the PDCA cycle is an aged veteran, it still makes more sense than the Standards’ Figure 3.
4 Which allows earlier activities to be revisited as more understanding and learning occurs through the cycle.
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From the personal perspectives of the authors, in our practical experience the diagrammatic
‘Framework” approach does not work as described, that is without substantial modifications being
made. Even then there are far better ways of creating and managing a risk management framework.

Resolution

The revision of the Standard should consider abandoning the current ‘framework’ diagram and instead
introduce a diagram that actually describes the concept of a risk management framework.
Furthermore, including a PDCA cycle can be viewed as proscriptive, and the Standard should not be
recommending a process that is becoming increasingly outdated.

Instead, the Standard should describe some of the key attributes for a process for creating and
maintaining the framework, but remain agnostic with respect to the actual process. For example, this
could include introducing Framework subsections on (but not limited to:

e Stakeholder needs analysis.

e Gap and requirements analysis.

e Human centric design approaches.

e Governance approaches.

e Structural elements.

e Performance evaluation.

e Sensemaking and decision-making.

e Treatment design and implementation.
e Risk intelligence and communication.
e Role of risk leadership.
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Framework text

There is little in the body of the text under “Framework” that is actually about what could or should
comprise a risk management framework. Almost all of the text in this section of the Standard is about
explaining the components of the PDCA-like process diagram, not about an actual framework. The
structure, composition, or operation of which is completely omitted from the Standard.

Issue: a lack of understanding about leadership?

We, the authors of this Whitepaper, would be amongst the first to shout out about the importance of
“leadership and commitment” in risk management. However, section 5.2 of the Standard has little to
do with leadership (and nothing to do with risk leadership), but everything to do with management
and managerialism®.

A too great a focus on managerialism has been frequently criticised for stifling innovation, freedom,
creativity, agility, and adaptability, and removes decision-making from those with the best situational
awareness and the ability to make the best decisions (Lumen, 2023; Klilkauer, 2013; Noveck, 2021;
Lees et al, 2013; Alvesson and Sveningsson, 2011; Parker 2002). Managerialism is by its very nature
detrimental to effective risk management, especially given the uncertainty, novelty, volatility, and
turbulence that a majority of organisations now have to face. This form of managerialism is a relic of
last century thinking, and should have little place in trying to address the volatility, complexity,
novelty, and uncertainty faced by modern organisations.

Leaving ‘risk leadership’ aside for the moment, how relevant is this section of ISO 31000 to achieving
an effective risk management framework? The Standard certainly places a substantial workload onto
top management and oversight bodies (such as the Board). Whilst this wide range of additional
accountabilities and responsibilities may feel intuitively ‘right’ to some, again the question must be
asked if this is more well-meaning conjecture, with little evidence to back up the claims that have been
made.

It is recognised that for many organizations, workload and stress have increased substantially over the
last few decades, and that these trends are being accompanied by significant increases in both the
risk and occurrence of burnout in both employees and ‘top management’ (Inegbedion et al, 2020; Lilly
et al, 2019; Hussin et al, 2018; McCormack and Cotter, 2014; Halbesleben and Buckley, 2004). Yet ISO
31000 places even more workload on oversight bodies and top management, without evidence that
this increases the effectiveness of risk management. Instead, the Standard recommends introducing
an additional set of burdens that may distract these oversight bodies and top management from their
primary purpose, which is to take and make decisions about risk.

85 Managerialism is the reliance on (and the belief that it is necessary) on professional managers to undertake all
planning and administrative functions.
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What should oversight bodies and top management be focused on?
There is a case that can be made for certain statements to be retained or additionally included in this
section of the Standard:

e Boards and top management are held accountable for managing risk in many jurisdictions.
There may be legal obligations (legislation, regulations, and contracts), along with duties of
care, codes of conduct, policies, etc., that specifically identify those obligations.

e Boards and top management are expected to actively seek assurance that risk is being
managed effectively (this may even be a specific legal obligation, for example in some
jurisdictions these are requirements in health and safety legislation, and companies and
business laws).

e There is often an accountability for ensuring that the arrangements for managing risk are
adequately resourced, that authority for making decisions about risk is delegated, and that
responsibilities for the management of risk are assigned (however this may be almost
impossible to specifically assign responsibilities for the myriad of risks that are managed on a
daily basis.

e |t is common for statements or policies to be created about the risk management approach.
However, not all statements or policies are equal, there is no published evidence that shows
how effective such pronouncements are (although there is evidence of poor performing risk
management in organisations which have such policies and statements in place). We have to
take it on faith that these artefacts are important, but the Standard provides no guidance
(apart from the ever-common motherhood statement) about what attributes make an
effective policy or statement.

Beyond these accountabilities, ISO 31000:2018 makes some assertions that cannot be justified. For
example, that top management and oversight bodies have responsibilities for “customizing and
implementing all components of the framework”. This is frankly unworkable. Top management and
oversight bodies should never have such a responsibility. They may make decisions that direct
someone to establish a framework, and they may seek confirmation that the framework is actually
working. However, they most certainly do not customise or implement any framework, that is the
responsibility of people employed for that very purpose.

Similarly, section 5.2 of the Standard makes various claims that the few governance activities
described within the Standard “will” help an organisation achieve a whole list of outcomes. Whilst
these dot points seem intuitively OK, there is again no evidence supporting the effect of these
“leadership and commitment” activities on achieving the outcomes. Without such evidence this is just
speculation (especially problematic since the Standard states that they “will help” (our emphasis).
Looking at the ways in which organisations operate in the real world, it seems reasonable that these
outcomes could still be achieved if the relevant activities were undertaken elsewhere and at lower
levels of the hierarchy in the organisation®®. So why place, what are essentially operational
responsibilities, with the top governance and strategic levels of an organisation, in the absence of any
consideration of cost-benefit?

5 For example, it is not uncommon for top management to assigh a specific budget for the running of a large
business unit such as ‘Legal, Governance and Assurance Services’. The middle manager in charge then decides
how much to allocate to each of the different teams in his portfolio, including how much funding the Risk
Manager receives to achieve the objectives set by that middle manager.
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More confusion between governance and management
The remainder of section 5.2 appears to further confuse the distinction between the role of the
governing body and that of senior (“top”) management. For example:

e Ensuring that risk is managed when setting an organisation’s objectives is not just a
requirement for the oversight body. Whilst it is often the role of the oversight body to set the
organisation’s overall long term strategic direction (which may include ‘top objectives’), it is
management’s responsibility®” to then develop individual strategies and operational plans
(with their own objectives). In doing so, it is accepted better practice for both the oversight
body and management (at all levels) to consider risk in setting these objectives. In fact, one of
the key reasons for ‘integrating’ risk management into the wider organisation is to include a
consideration of risk into the strategic and operational processes conducted by management,
a process where a majority of objectives will be established and validated.

e |t is not just the oversight body’s requirement to “understand the risks ... in pursuit of
objectives”. This is also a core duty of all levels of management. It could even be argued that
because the pursuit of objectives is a management activity, that the oversight body does not
even need to consider risk in pursuing objectives, but rather consider the risk in setting
objectives.

e Again “ensure that systems to manage such risks are implemented and operating effectively”
is a management as well as an oversight body activity. It could also be argued that the oversight
body seeks ‘assurance’ (assures) whilst management ‘ensures’ that what needs to be done
gets done. This same argument can be extended to the other “ensure’ dot points in this
section.

This now brings us to the statement that we made earlier, that this whole section is about a very
narrow and confused perspective on governance and management (and promoting managerialism),
and has little to do with actual leadership. There is a substantial difference between governance and
management (GGI, 2021; Communitynet, 2013), and between management and leadership (Arruda,
2016; Nayer, 2013; Toor and Afori, 2008; Borgelt and Falk, 2007; Kotterman, 2006). Leadership is
about creating a compelling vision that people can follow, empowering people so that they can follow
that vision, and is about facilitating innovation and success. Management is about administering the
day-to-day ‘stuff’ (Gavin, 2019; Aruda, 2016). If the Standard includes mentions of “leadership”, then
it actually needs to include some meaningful content about leadership, especially ‘leadership” within
the context of risk management.

The term ‘risk leadership’ has been increasingly used in recent years (in a number of different
contexts), however, there is no overall agreed definition of risk leadership, and the term can cover a
number of concepts:

e Existing organisational leaders visibly embracing risk management, constantly showing how
understanding risk improves their decision-making, and encouraging others to follow suit.

e Enabling cultures that support a broad and deep understanding of uncertainty and the
effective management of risk (Majola, 2021; Gandz and Seijts, 2013).

e Setting a vision and direction for the future of risk management.

e Encouraging the application of the most effective and efficient strategies, tools, and
techniques for managing risk (Wardman, 2020).

e Finding different approaches, beyond the confines of traditional Standards, to better manage
risk in a complex world (Andersen and Young, 2020).

57 And ‘top’ management’s accountability.
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e Inspiring teams to embrace managing risk as a core part of their purpose.

e Encouraging risk leadership at every level of the organisation, but especially close to where
decisions are made that can most immediately affect the risk, for example, through ‘deference
to expertise’ (Weick and Sutcliffe, 2015).

e Challenging the status quo and being recognised as a key knowledge broker (Holberton, et al,
2019).

e Being the facilitator and trusted insider, rather than an obstacle to ‘risky’ business operations.

e Establishing the management of risk as the core leadership skill of the organisation (McHugh,
2021).

e Understanding ways in which active leadership can promote risk management, whilst
dysfunctional leadership (Roter, 2107) causes harm.

Resolution

Although the term ‘risk leadership’ may be regarded by some as another confection, ISO 31000 should
at least consider some of its attributes and activities, even if the specific term ’risk leadership’ is not
to be used. The Standard also needs to clearly articulate the role of more general ‘leadership’ in
establishing the value of risk management, and promoting its use strategically and operationally.

This section of the standard should also provide less confusing and more up to date guidance on the
differences between governance and management within a risk management context.

There also needs to a more informed consideration of the role and duties of ‘top management’ with
respect to risk management. It is a common default position within many ISO Standards to impose
onerous responsibilities onto top management, with little to no evidence that this is effective or even
an acceptable practice. This seems to be based upon hierarchical concepts more connected with 20th
century thinking that with what needs to work in a more modern organisation. There is a wealth of
peer reviewed published studies and real world examples (Dwyer et al, 2023; Howe et al, 2023;
Rotteau et al, 2021; Cantu et al, 2020; Malish and Sargent, 2019; Veazie et al, 2019; Godlock et al,
2019; Weick and Sutcliffe, 2015; 2007; Chassin and Loeb, 2013; Christianson et al, 2011) that show
increased performance and reliability can be achieved by delegating decision-making and action away
from senior levels down to those lower levels with the best situational awareness and capabilities to
undertake them®®,

Issue does the Standard know what “integration” means?

The explanation of “integration” as part of the “Framework”, like many other parts of ISO 31000,
comprises vague high level truisms, and does not really either explain what “integration” looks like or
how this can be achieved. As raised previously, there is a difference between being “integrated’ and
being “integral”. Is “integrated” the correct term to be used throughout the Standard, or should
concepts such ‘integral’ (vital or critical), embedded, and embodied, be used instead?

The Standard also recommends that its particular single methodology is “integrated’ into all aspects
of the organisation, which would not constitute good practice. Ignoring the fact that some
organisations will need to modify ISO 31000’s approach (in some cases almost beyond recognition)
for it to work effectively, there are also a whole range of specialist functions where a completely

%8 In high reliability organising this is known as deference to expertise.
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different methodology may be required (such as treasury risk management, engineering risk
management, economic modelling of risk, etc.).

Whilst “integrating” the management of risk into multiple areas and functions of an organisation may

provide benefits, this does not mean that “integrating” the 1ISO 31000 way of risk management is the
same thing.
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The section on design

Section 5.4 of ISO 31000:2018 covers the subject of design (of the framework). This section appears
to be a hotchpotch of different ideas, most of which are only loosely connected with “design”. Whilst
important aspects of “design” have been ignored.

One of the glaring omissions is the complete absence of anything resembling a design process. All but
one of the subsections appears to be more associated with the eventual outcomes of design, rather
than the actual design of a framework.

Resolution
The Standard should describe what effective design entails:

e Developing a full understanding of the problem space. Section 5.4.1 of the Standard describes in
detail various different considerations about understanding the organization and its context.
However, the Standard then fails to provide any guidance on how this information is used to
define the problem space, to engage in foresighting to determine the needs for the framework,
or to establish the objectives that will set the parameters for and inform the actual design. It is
also important to not just look at the internal and external contexts, but also to understand how
these contexts may intersect and interact to form the problem space that requires a framework
approach to resolve.

e Establishing a planned approach for undertaking the design. For example, sections 5.4.3 and 5.4.4
discuss roles, responsibilities, resourcing etc., for risk management in general but not those
elements required for the design of the framework.

e Utilising human centric design, to ensure that human factors and user needs are put at the centre
of the design process (VicGov, 2022a; Landry, 2020). Elsewhere in the Standard, there is a great
deal of emphasis on the need to consider human behaviour and culture generally in risk
management, but consideration of these human factors is missing from the “design” section.

e Evaluating and testing the design throughout the design process to ensure that the design
remains fit-for-purpose, particularly if the problem space shifts during the design process.

Issue: is there more to risk management commitment?

Section 5.4.2 of the Standard raises a number of questions that need to be resolved regarding
“articulating risk management commitment”:

e |s just “articulation of commitment” enough? Merely “articulating commitment” could be
perceived as the way of many other top management pronouncements as “do as | say, not as |
do”.

e Surely it is as important (if not more so) to actually build and demonstrate commitment, rather
than just speaking about it. In this respect it is important to establish why such commitment is
important and what value it brings. The Standard also needs to provide guidance on what this
‘commitment’ looks like and what sort of actions and artefacts go towards building and
demonstrating commitment.

e  Whilst there is nothing wrong, per se, with the dot point list in this section of the Standard, it does
omit some critically important things that top management and oversight bodies should be doing.
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If they are actually committed to risk management, rather than just trying to look as they are,
they should demonstrably always be thinking about uncertainty and risk in their deliberations and
decision-making. It would be a reasonable assumption that most ‘risk professionals’ are aware of
senior people in organisations that speak about the need for each of the elements in the list of
dot points in this section of the Standard and periodically accept risk reports, but then do not use
this information in their decision-making.

e |f this “commitment” aspect of the framework is actually working, then how can it be shown that
it is making a positive difference to how risk is being managed, and how could this difference be
measured?

Issue: how can we know who owns risk, before we know what risk is?

Section 5.4.3 of ISO 31000:2018 concerns assigning “authorities, responsibilities, and
accountabilities...” for risk management. This is an incredibly important aspect of risk management,
but again is dealt with superficially within the Standard. The Standard appears to be confused about
the difference between the design of the ‘risk management framework’ and the design of the ‘risk
management process’. It can be debated as to the extent to which an oversight body’s role is to
“assure” that activities are undertaken, or whether it is to “ensure” that the action occurs. The latter
implies a far more interventionist involvement than would normally be the case for an oversight body.

This confusion is reflected in the preceding section’s list (section 5.4.2 of the Standard) which includes
several responsibilities that should rather be exercised by persons other than the oversight body and
top management.

Section 5.3.4 also states that “risk owners” be identified, presumably during design of the framework
(since it is in the “design” section). This seems to be an inappropriate activity during design as it is
before there is any identification of the risks that will need to be managed and owned. Whilst it may
be possible to assign “risk owners” at a risk category level (if a categorisation scheme is used) this also
seems premature during framework design, where it would seem more appropriate to identify and
involve relevant stakeholders.

Resolution

The concept of risk ownership needs to be better explained in the Standard, especially how it is
assigned and when it is assigned.
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Issue: communication and consultation the managerialism way!

Section 5.4.5 of the Standard covers communication and consultation, apparently with respect to
“design”. However, the text in this section is not ‘design specific,’ providing only a very general
consideration of these two activities. Communication and consultation as described does not relate
specifically to the risk management framework, and is so generic that it could not only be applied to
anything to do with managing risk, it could also be applied to almost any other function or activity of
an organisation.

Furthermore, the content of this Section is superficial (providing no real guidance in relation to the
risk management framework) and fails to recognise the significant evolution that has occurred in
communication and consultation over the last three decades. There is much more to these two
concepts than just “sharing information” with people and seeking ‘feedback’. Effective
communication and consultation are about being able to see the world from the different perspectives
of different stakeholders. It is about understanding the information needs of these stakeholders, and
the value of stakeholder contributions. It is about engaging with stakeholders, facilitating their
participation, and understanding the factors that will enhance or constrain such engagement and
participation. Above all else it is about understanding which stakeholders can provide value and how
to incorporate that value into risk management (and in the case of this particular section, specifically
about the contribution of communication and consultation to the framework).

Effective communication and consultation is not an ad hoc activity, it needs to be planned with clear
objectives and a systematic process for achieving those objectives. This should include surfacing and
challenging the assumptions that underpin both the approach and the outputs of communication and
consultation. The approach described in Section 5.4.5 of the Standard is significantly below the
generally accepted practice models. There is a real possibility that poorly planned attempts at
communication and consultation become perceived by stakeholders as tokenism or prevarication,
resulting in a more negative impact than if no communication attempt was made at all.

Resolution

There is a wealth of freely available published guidance that is relevant to this section of the Standard,
a lot of which has years of experience and evidence to support its contentions and the effectiveness
of it use® (SCV, 2022; VicGov, 2022b; UNEP, 2020; Gold Standard, 2019; Biodiversa, 2014; IFC, 2007;
Krick et al, 2005; Zohar et al, 2005). The Standard needs to provide guidance on communication and
consultation that is directly relevant to the risk management framework (and subsequently for the
risk management process).

Despite some differences in some of these better practice approaches, there are consistent themes
across many of them, that can be considered for inclusion in the Standard:

e Understanding that stakeholders have different needs, beliefs, assumptions, and biases, that
they will seek different types of involvement with an organisation, will seek different types of
information, and will contribute different types of information.

e Whilst seeking diversity and inclusivity can be important, it is also necessary to recognise that
at different times, the involvement of some stakeholders will be a higher priority and more

59 Many of these publications are about wider community or public engagement, however there are many good
practices and lessons that are directly relevant for risk management.
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valuable than others, and these priorities can change over time. This may require deliberately
excluding some stakeholders from participating.

e The need to facilitate meaningful participation of stakeholders.

e That communication and consultation is not merely a simple exchange of information
(“sharing information” and “feedback”), but that it may need to involve establishing a
continuing dialogue as well as facilitating participation in decision-making. The latter can be
particularly important in designing and implementing a risk management framework, as many
of the identified stakeholders may be expected to use the framework or be in some way
affected by the application of the framework. This means that the stakeholder composition
for the design of the framework (managers and key staff that will be applying risk
management) may be different from the stakeholders involved in the risk management
process (e.g., risk owners, process owners, subject matter experts, etc.)

e Clarity, transparency, and accountability are a necessary part of communication and
consultation. Stakeholders need to be able to understand and trust the process and the
implemented framework, and the motives of the people managing it. Outside of the
specialised world of the ‘risk practitioner’, the very idea of someone coming into parts of the
organisation and talking about risk can be threatening’®. The integrity of the process. the
confidentiality of the information exchanges, and privacy considerations for those involved are
also important considerations.

e Using a balanced approach: whilst it may be desirable to include a vast array of different
stakeholders in communication and consultation, this desire needs to be balanced against the
costs and time that this would take and the real value that each stakeholder will contribute.
These considerations also need to consider the relative value of stakeholder involvement, and
the ability to analyse and make use of the quantities of information acquired.

e The timing, degree, extent, depth, and intensity of communications and consultations:
Engagement and consultation need to avoid being too shallow so that little of value is
obtained, balanced with the potential to be overwhelmed by the number of interactions and
volume of information exchanged.

Communication and consultation concerning risk also needs to take account of various psychological
and personal issues, including:

e The truthfulness, integrity, and credibility of those involved.

e The effect of biases on how information is provided, how it is ‘filtered’, and how it is
interpreted.

e The potential for triggering adverse emotional and psychological responses in those involved.

e The desire for self-interest and self-protection that will influence preferential selection of some
information, and suppress other information (e.g., partial disclosure).

70 For example, some managers and employees will perceive a ‘risk manager’ like they perceive an internal
auditor, somebody poking around trying to find out things that are going wrong and expose them to the rest of
the organisation.
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The section on “Implementation”

Issue: will implementation work in this way?

Section 5.5 of the Standard describes “implementation” in fairly simplistic and superficial terms. The
description provided is a very basic plan-based deployment approach, and is highly unlikely to be
successful if tried as is. There is substantial body of published articles that describe just why such
planning and implementation approaches regularly fail (just a small sample includes: Casey, 2019;
Marle and Vidal, 2016; Walker et al, 2013; Matta and Asheknas, 2003; Rodrigues and Bowers, 1991;
Clark, 1981).

Resolution

Implementing an effective risk management framework needs to be undertaken as a managed change
project, and should include consideration of activities such as: conducting readiness assessments,
exploring engagement approaches, using behavioural insights, building a behavioural promotion and
resistance management plan, employing project management tools and techniques, and very
importantly having capable leadership in place.

Issue: a superficial evaluation

Section 5.6 of the Standard covers evaluation’? of the framework However, it does not provide even
a basic consideration of what evaluation should look like. It is not surprising that many ‘practitioners’
might simply ignore this section, and consequently do not perform a systematic evaluation of their
risk management framework and its performance. In a similar vein, it is also uncommon for any
meaningful evaluation to be conducted of the effectiveness of the risk management process itself. It
appears that the majority of evaluation attempts focus on the inputs’? rather than the outcomes of
risk management’>74,

"1 The use of the same word for different activities has caused some confusion in other parts of the Standard.
Evaluation of the risk management framework and the risk management process is different to the evaluation
‘step’ in the risk management process. The former two are about the effectiveness of capability for risk
management, the latter is about providing parameters for making decisions about risk.

72 Resources allocated to risk management, presence of a framework and risk management process, use of risk
assessments across the organisation, regularity of reporting to senior leadership and governance bodies, etc.

73 Cost/benefit of the end to end risk management, quantitative value of the efforts to reduce uncertainty,
improvement in the performance of decision-making, direct contribution to indicators of organisational success,
satisfaction of decision-makers with the value provided by risk management etc.

74 For example, there are multiple jurisdictions that undertake some of form evaluation of ‘risk management’
across government entities. These often take the form of evaluation questionnaires (commonly self-
administered) where conformance with the relevant risk management standard (ISO, national, or government
specific) is scored on Likert scales, or through other forms of maturity estimation. These evaluations usually
provide a ‘measurement’ of the presence of inputs, but provide little meaningful insight as to whether the
approach is appropriate to individual contexts, that good decision-making is occurring, or that risk is being
managed effectively. Having seen the outputs of several of these evaluations of organisations that have achieved
high ‘evaluation scores’ for risk management, their actual performance in the real world was one of significant
failures in public policy, frequent emerging and recurring crises, poor decision-making, and toxic cultures.
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Evaluation is a vital activity, because without it the “framework’ could be worthless, or even be causing
real harm to the organisation. There are a number of evaluation philosophies and methodologies that
are readily available and provide insight into how different evaluation needs may be approached
(McGill et al, 2020; Jafari et al, 2011; Bayer, 2007; Saunders et al, 2005; OECD 2019; Tukel and Rom,
2001; Mark et al, 1999; Rohrmann, 1992). There are different types of evaluation that need to be
considered:

e Structural evaluation: concerns the continuing presence, quality, integrity, availability, and the
extent of use or uptake of the framework and its constituent parts.

e Process evaluation: concerns the effectiveness and efficiency of the implementation of the
framework, and of associated improvement processes.

e |Impact evaluation: the extent to which the framework has achieved its objectives.

e Qutcome evaluation: the extent to which the overall goals for managing risk have been
achieved and the nature of the contribution of the framework to achieving the organisation’s
strategic and operational objectives.

The development of any evaluation criteria needs to be informed by understanding the decisions that
will be informed by these criteria, and by key principles that guide their design and operation. Those
evaluation criteria that do not inform a decision, really provide no useful purpose. Decisions may need
to consider, for example:

e The extent to which aspects of risk management are meeting expectations and need to
continue.

e Those aspects where further investment and improvement are required.

e Where risk management needs to change its focus.

e Whether obligations have been met.

e The extent to which the framework (also process, program, etc.) has contributed to reducing
uncertainty and the value this has provided to enhanced decision-making.

e How organisational learning has improved, and how further improvement can be facilitated

e The extent to which accountability has improved, and to which broader governance has been
strengthened

A baseline suite of evaluation criteria (OECD, 2019) may be built on the concepts of:

e Relevance: the extent to which the evaluated elements meet or contribute to the objectives for
the risk management framework and process, and for the organisation.

e Coherence: the alignment and compatibility of the risk management framework and process with
other systems, frameworks, and processes. This coherence may be ‘internal (looking within the
organisation) or external (looking at the alignment and coherence with other organisations, such
as industry partners, customers, supply networks, other critical interdependencies, etc.,

e [Effectiveness: the extent to which the various aspects of risk achieve their intended outputs and
outcomes.

e [fficiency: The extent to which the risk management framework and process achieve their
objectives with budget and time requirements.

e Impact: The objective differences and their significance, that the use of the risk management
framework and process makes.

e Sustainability: The extent to which the benefits, realised from the application of the risk
management framework and process, will endure.
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Evaluation requires careful planning and requires an understanding of what evaluation is trying to
achieve (evaluation objectives). Evaluation requires a framework within which it will be conducted,
for example a systematic evaluation process and criteria against which the evaluation will be

conducted.

There are also other criteria with the current Standard, such as the (often ignored) ‘principles’
(section 4 of the Standard), that not only provide a suite of criteria for guiding design, but can also

provide a foundation for the evaluation criteria.

58



The section on improvement

Issue: does the Standard understand adaptation?

Section 5.7.1 of 1ISO 31000:2018 provides a single sentence about monitoring and adapting the risk
management framework, and in doing so misses out some important considerations, including:

e What is the purpose of this monitoring and adapting? Does it relate to just the risk
management framework (given that it is in the framework section), or does it also include the
risk management process as well. Is its purpose to monitor:

o the continuing relevance of the objectives applied to the framework?

that the framework is being applied as required?

the performance of the framework in achieving its objectives?

the efficient utilisation of resources applied to the framework?

stakeholder understanding about the framework?

stakeholder acceptance of the framework?

fitness for purpose of the framework in a changing context?

relative cost/benefit for the framework?

effect of any alterations made to the framework post implementation?

The changing nature of the context within which the framework operates?

e How monitoring objectives should be established.

e  What elements should be monitored.

e How monitoring will be conducted, including considerations of the breadth, depth, and timing
of monitoring activities.

e The tools and techniques that will be adopted for monitoring.

e How issues such as early warning indicators, signal recognition, and noise will be addressed.

O 0O 0O O O O O O O

It should also be noted that ‘adaptation’ does not automatically follow ‘monitoring’. There are a
number of other activities that will also need to occur: information from monitoring must be collected,
collated and analysed. The analysis must then be interpreted (made sense of), decisions made, and
actions taken before any ‘adaptation’ can occur.

This section is also potentially confused with respect to specific terms that have been used. There is a
material difference between ‘adjusting’ and ‘adapting’ something. Adjustments are often defined as
small corrections or changes, as opposed to much larger transformations (adaptations). Another key
difference is that adjustments are often made as a result of detected issues or in anticipation of future
change occurring, whereas adaptation tends to occur in response to changes and the effect of
stressors on the system.

Resolution

The revision of the Standard should consider including guidance on establishing an effective approach
to monitoring, and how monitoring can be used to facilitate and drive change and improvement. The
revision should also include guidance on different aspects of improvement and change, including a
more detailed discussion of concepts such as adjustment, adaptation, transformation, managed
change, etc.
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Issue: should improvement be more than just incremental?

Section 5.7.2 of the Standard (“continually improving”) is very brief (just three sentences) and generic,
especially for something so central to and important for sustaining an effective risk management
framework. The described approach also seems to be very passive and incremental, i.e., find
something wrong or ineffective and produce a specific fix. Continual improvement is not just about
undertaking such incremental improvements, especially where a sole focus on incrementalism can
actually hinder future adaptation. Contemporary approaches have a dual focus on incremental
continual improvement combined with ‘future oriented breakthrough innovation’ (Sebas, 2023; Klein,
2022; Lewis, 2022; Coleman, 2020; Schroedel, 2019; Madrigal, 2011). The question should also be
asked if improvement should just be continual or if it should also be continuous.

Resolution

For the risk management framework, applying this section of the Standard should consider not just
‘improving’ how the framework works, but also transforming the whole way that the framework is
structured, operates and performs. Such an approach can be greatly enhanced by undertaking
improvement, reengineering, and transformation as part of as systematic approach to establishing a
‘learning organisation’ (IHl Team, 2021; Messnarz et al, 2006).
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The section on “Process”

Section 6 of ISO 31000:2018 describes a risk management process that is centred on Figure 4 of the
Standard. This is a modified version of the original process developed by Australian Standards (AS/NZS
4360: 2004).

Unfortunately. in the desire to have something looking more “21% Century”” by placing the process
inside an arrowed circle, much of the nuance of the original process has been lost. Figure 4 is a poor
directionless representation of the process, and does not reflect how effective risk management is
undertaken in practice. The continually recursive and reflexive nature of the original process has been
lost. Whilst the nature of the flows of activity, information, and understanding that the diagram should
make clear, are instead confused and flawed.

Some activities, such as “Communication and Consultation” and “Monitoring and Review” ‘float
around’ disconnected, and appear to have some vague one directional relationship with the ‘risk
assessment box. Instead of what should be intimate two-way interactions occurring throughout all of
the activities. Similarly, the “context” and “risk treatment” boxes are left disconnected from
everything else that is occurring during the process.

The inclusion of a “recording and reporting” element at the bottom of the diagram seems to be
misplaced and occurring as a final afterthought, and appears to feed (in one direction only) into risk
treatment, rather than receiving information and providing it to the rest of the risk management
process. The accompanying text in the Standard does little to improve on the clarity of the risk
management process. It should also be noted that in the original AS NZS 4360 Standard recording and
reporting were fundamental elements of the “monitoring and review” activity. It is uncertain what
benefit has been achieved by now creating ‘recording and reporting as a completely separate activity
in 1ISO 310007. One would normally expect that recording and reporting would be a fundamental
component of ‘monitoring and review’, which in turn occurs as a core activity within all parts of the
framework and risk management process. This also raises another important issue ignored by the
Standard, and that is that these overarching terms (monitoring, reviewing, recording, and reporting)
may be very different activities with different purposes, approaches and outcomes, in different parts
of the framework and process.

Figure 4 in the current Standard is a retrograde step from the previous process diagram used in the
2009 version of the Standard, and adds to the confusion and misunderstanding of many of its users,
and has more resemblance to geometric art than it does to a logical process diagram.

Stepping away from the manifest problematic design of the Standards’ Figure 4, the actual risk
management process it is trying to describe, is in itself significantly flawed. This risk management
process does not represent good practice. Despite being ‘circular’ it is still in essence a highly linear
process, this linearity being further reinforced by the use of such terms “steps” and “stages” when
referring to the process in different parts of the Standard. Such a linear approach to risk management
can be effective in relatively simple contexts characterised by linear cause-and-effect relationships
(such as mechanistic systems and situations). However, such approaches can struggle in more complex
socio-technical systems (Gibson and Gibson 2023a) as relationships become increasingly non-linear.

7> A personal remark made by one of those involved in the development of the diagram, which in the desire to
look modern has instead created a vague process that seems to have some unclear circular activity occurring
outside of it.

76 Which seem to be the antithesis of ‘integration’!
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A more effective method for risk management is to use a more flexible non-linear approach, where
the process does not follow separate steps but is reflective, recursive, and reflexive (Figure 5), an
approach adopted by recent Australian Standards publications (Australian Standards, 2023a, 2023b).
This process is better aligned with risk management and decision-making work in the real world:

e The presence of uncertainty and ambiguity throughout the risk management process (but
especially in earlier activities) necessitate the regular surfacing and testing of assumptions and
revisiting understanding gained earlier in the process. Information will always be imperfect in risk
management, so judgement must be exercised in determining when and how often earlier
activities should be revisited. This will usually be dependent upon the balance between the
‘benefit’ of additional insight traded off against the ‘costs’ of reducing data and information
uncertainty.

e  Whilst the context is being established, we are already beginning to get an insight into the nature
of risk, we are beginning to identify risks and may even be undertaking some initial ‘intuitive’
analysis.

e As we progress, less time is spent considering the context and we have an increasing focus on
identifying risk, during which time we may also be commencing some more involved analysis.

e As we uncover more insight into the nature of risk during analysis, we may have to keep going
back and uncovering more information about the context or modifying our identified risks.

e Similarly, as the detailed analysis of risk proceeds, we are already gaining some insight into the
importance of risk (the start of evaluation), but may still need to revisit earlier activities, to gain
more information or to modify previous assumptions.

e As evaluation progresses, we may again need to revisit earlier assumptions. Whilst making
decisions about the need to address these risks, at the same time we are beginning to develop
insights into treatment, and so on through the rest of the process.

The idea behind this organic risk management process is that we do not naturally tackle risk as a rigid
linear set of sequential steps (for example, consider how we manage risk in our daily personal lives,
or when we need to make decisions in rapidly changing situations), but have a much more organic
free-flow of exploration. This mirrors how decision-making occurs, an organic process, rather than a
simplistic linear set of steps (Klein, 2008; Klein et al, 1993).

Whilst this organic risk process can be very effective even for simple linear contexts, it comes into its
own in dealing with high uncertainty and complex environments, and especially for trying to resolve
risk associated with wicked problems (Head, 2014; McMillan and Overall, 2016; Palmer, 2011; Head
and Alford, 2008).

The organic risk management process is very closely aligned to Daniel Kahneman’s (Nobel Prize
winner) work on the psychology of judgement and decision-making (Kahneman, 2011; Kahneman et
al, 2000; Jacowitz and Kahneman, 1995; Kahneman and Tversky, 1979), the work on naturalistic
decision making in complex settings, and decision-making under uncertainty (Klein, 2023; 2015; 2008;
Kaplan et al, 2021; Isler et al, 2020; Rosqvist et al, 2017; McCarthy et al, 2016Cunliffe, 2016;
Kockenderfer et al, 2015; Starcke and Brand, 2012; Polasky et al, 2011; Trimmer et al, 2011; Fischer et
al, 2010; Schultz, 2010; Platt and Heuttel, 2008; Bertsimas and Thiele, 2006; Bond and Cooper,
2006Gladwell, 2005; Tuddenham, 2000).
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Monitor &
Review

Figure 5: Organic risk management process”’

Issue: what is section 6.1 “General” trying to say?

We have previously discussed, in this Whitepaper, the distinctions between the concepts of
‘integrated’, ‘integral’, ‘embedded’ and ‘embodied’. This “General” section of the Standard tries for
the first time to make a distinction. Yes, risk management is “an integral part of management”. Risk
management is an essential activity that is part of the way in which many organisational systems and
processes should work. However, no, risk management should not only be “integrated” (as stated
elsewhere in the Standard). By using the term “integrated”, the Standard is stating that risk
management process should just be linked to or coordinated with other activities, a bolt on process
that is conducted alongside other functions. Thus, the term ‘integrated’ promotes a much looser
relationship, than compared with the concepts of ‘embedded’ or ‘embodied’.

The Standard also states “... can be many applications of the risk management process within an
organisation, customized... context in which they are applied”. This is an incredibly important concept,
and one we fully agree with. However, we have found that this concept is widely ignored by many ‘risk
practitioners’. It is not uncommon to see the same methodology, tools, and techniques applied
unthinkingly to widely different contexts, irrespective of any unique needs that may be present. For
example, where a ‘risk manager’ has tried to force the corporate qualitative risk assessment process
(as the enterprise-wide standard) onto technical specialists using bespoke quantitative modelling
techniques developed specifically for their discipline. Similarly, on occasion, we have seen the identical
risk criteria applied to the whole of enterprise level, to functional units, and to small projects, with
such poor granularity that their use provides little insight for the local manager or project manager’®.

7 Note “recording and reporting” which is separated out in the Standard, is not included in Figure 4 above,
because these two activities are implicit within the other activities, with a major representation in the ‘monitor
and review activity.

78 For example, a loss of $200,000 at a global corporate level may be insignificant, but within a local business unit
or for a small project, this amount could be a major existential loss.

63



We have also seen internal auditors report adverse findings because of different customised risk
assessment processes (that were validated) for being “non-compliant” with the unvalidated corporate
process’®, or even worse, ‘non-compliant’ with the Standard itself.

ISO 31000:2018 also states in this “general” section that “human behaviour and culture” should be
considered. To interpret this vague statement requires a lot of assumptions to be made about what is
exactly meant by this. For example, does this mean human behaviours and culture:

e Asasource of risk (hazard and threat)?

e Asan influence on the sources of risk?

e As a vector through which hazards and threats could interact with the organisation?
e As control mechanisms that could modify the risk?

e Asan influence on the participation of stakeholders?

e Having an effect on the presentation of information (e.g., selective pressures?).

e Asaninfluence on the risk modellers and analysts, affecting the risk assessment?

e Asan influence on decisions made about treatment options, or other aspects of risk?
e Asan influence on sensemaking and decision-making informed by a risk assessment?
e As limiting or enhancing factors on the successful implementation of decisions?

e Affecting how monitoring and improvement is undertaken?

Although we believe that all of these factors are important considerations, in practice we have seen
many of them consistently ignored by many ‘risk practitioners’, perhaps because the Standard
provides such vague guidance in this respect.

The final statement from this section of the Standard is “although the risk management process is
often presented as sequential, in practice it is iterative”. Logically this sentence makes little sense,
‘sequential’ and ‘iterative’ are not mutually exclusive. A process can have both attributes (and many
processes are). This issue has arisen perhaps because ‘sequential’ and ‘iterative’ were not sufficiently
understood in the writing of the Standard. “Sequential’ means following a logical set of steps, and is
exactly what Figure 4 in the Standard shows, and this is exactly the way that the body of the Standard
describes risk assessment. Being sequential does not stop it from also being iterative. Iterative simply
means that once the sequence of steps is completed, the process is repeated over and over again.
Neither of these two concepts reflect what effective risk management really looks like.

Resolution

Most of the issues with this section of the Standard require clarification and a more expansive
explanation of the assertions. This section of the Standard also needs to be more cognisant of the
research and published literature about risk analysis science and about decision science, and to
incorporate this thinking and associated practices into revision of ISO 31000:2018.

7 This got to insane levels in the early application of risk management Standards. AS/NZS 4360: 1995 provided
a risk matrix as an example, which was subsequently misunderstood by internal auditors, that raised non-
compliances when an organisation used a matrix that did not exactly match that in the Standard. This
misunderstanding was so prevalent amongst auditors and practitioners, that the matrix was removed to an
informative appendix at the back of the 1999 Standard. Misunderstanding about ‘compliance’ with the
Standard’s matrix became so widespread, that the offending appendix was completely removed from the 2004
version of the Standard.
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The Section on communication and consultation —
section 6.2

This Whitepaper has already made extensive comments about communication and consultation with
respect to the risk management framework, and most of these comments hold true for
communication and consultation associated with the risk management process.

The first part of this section 6.2 of the Standard clearly states that the purpose of ‘communication and
consultation’ is concerned with the outputs of the risk management process. This is misleading on a
number of points. Firstly, the purpose of ‘communication and consultation’ is not just limited to the
outputs of the risk management process. It is a critical activity throughout the risk management
process. Secondly, communication and consultation that is concerned with risk management outputs”
includes the highly technical field of ‘risk communication’ (Balog-Way et al, 2020; Lundgren and
McMakin, 2018; Heath and O’Hair, 2010; Renn, 2008; Gutteling and Wiegman, 1996; Covello, et al,
1986), a combination of psychological and social sciences, an aspect that is completely ignored by the
Standard.

Itis widely accepted that a dialogue with stakeholders is essential to better understanding the context,
obtaining data and information for the risk assessment, gaining insight into the acceptability of risk,
for testing the reasonableness of the analytical approach, and for developing and evaluating
treatment options. Although this more expansive perspective is alluded to later in the section, having
such a misleading statement at the start of the ‘communication’ section in the Standard has already
primed the readers’ misbeliefs before they read anything else. The Standard also demonstrates a very
incomplete understanding of the nature and purpose of consultation.

The dot points that describe the aims of communication and consultation are somewhat vague and
not entirely accurate:

e The Standards states: “Bring different areas of expertise together for each step..” We do not
necessarily want to bring expertise (or experts), from different areas together for each “step”. We
want to keep important and necessary stakeholders informed about the process, and where
necessary participating in and contributing to the process. We want to source information and we
want to have access to relevant expert knowledge to provide input into the assessment of risk
and the development of treatment options, and to help test our assumptions. But only in those
parts of the process where this will add value.

e The second dot point is highly restrictive, different views are not only considered when defining
risk criteria and when evaluating risks. Effective risk management should also be seeking
appropriate views during assessment, treatment, during monitoring and improvement. Such
views should also be sought to ensure the communication and consultation activities are actually
meeting the organisation’s and stakeholders’ needs.

e The third dot point in this part of the Standard refers to “risk oversight”. This is a fairly vague
confected term, does the use of this term mean “oversight” of:

o individual assessed risks?

o risk communication?

o the risk management methodology (e.g., that documented procedures are fit for
purpose)?

o the deployment of the risk management process and its accessibility?

o the conduct of individual applications of the risk management process (e.g., for the
corporate risk assessment, for project x, project y, for the compliance framework, etc.)?

o isthe term an alternative for risk governance?

65



It should also be noted that communication and consultation are only one of the sources of
information that are necessary for ‘oversight’.

Resolution

This section of the Standard requires review to establish the purpose and objectives of
‘communication and consultation’, as these are currently unclear, in what is superficial content in the
Standard for such a major element of risk management. A more comprehensive suite of content
should be developed to cover the various different aspects of communication and consultation that
are essential for risk management to be effective.
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The section scope, context and criteria

Section 6.3.1 starts off a little confused, the “purpose of establishing the scope, context, and criteria’
is not to “customize the risk management process”. The purpose of a scope is usually to define the
nature of the problem that requires risk management, what is to be assessed, when it is to be
assessed, and how it is to be assessed, and broadly how risk will be evaluated, how decisions will be
made, and how treatment will be undertaken. This may also include an initial selection of the risk
assessment methodology to be used, and the range of tools and techniques that will be employed.
This is often summarised in a set of objectives for the particular application of the risk management
process. Importantly the scope establishes boundaries and limitations, to ensure that the risk
management process remains focused on what is required of it.

An initial scope should help direct (and constrain) the exploration of the context, during which any
additional insight gained may require the scope to be revisited and revised several times. Part of this
revision of the scope may indicate that the chosen methodology is not optimal and may require the
chosen risk management process to be modified (customised), or replaced, or additional tools and
techniques to be employed.

Resolution

This section is inaccurate and needs to be revised to reflect the actual purpose of the scope, context
and criteria.

Issue: does anybody define the scope without knowing why?

Section 6.3.2 of the Standard tells us something about the importance of “scope” and what we should
consider in planning the ‘approach’, but does not tell us what the scope actually is, or what its specific
purpose is. Also, the majority of this section is about planning, (rather than the scope which is
something completely different®®). Again, we are provided with dot points of things to consider, but
no actual guidance on how to develop a sufficient scope. Even if this section was headed ‘planning’, it
would be insufficient, failing to provide even a workable approach for planning risk management
activities 8.

Understanding the problem space

The one major omission in this part of the Standard®? is the complete absence of any consideration of
the ‘problem space’ (i.e., clearly defining the problem that risk management is trying to resolve). In
other words, if the risk management process is the solution, what is the problem? With the follow on
guestion: is risk management (generally) and the specific chosen methodology the right approach to
achieve the needed solution to the problem? In practice, if one starts off with the premise that this is
going to be risk management activity, then it predisposes that only risk management will be used,
even when other alternative approaches may be a more appropriate solution to the problem.

80 Scope sets the intent (the what), planning establishes how the objectives will be achieved (the how).

81 planning should perhaps have its own section in the Standard, or be a specific separate subsection under
section 6.3).

82 |n fact, guidance on understanding the problem or the problem space is a major omission of the Standard as
a whole.
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It can be argued that the Standard’s heavy linear process orientation negates appropriate problem
space ideation and complex problem solving. Especially given that ‘scoping’ and ‘planning’ (as
described in the Standard) appear to be highly activity-focused rather than problem-focused. This
naturally leads to the main outcome becoming a ‘risk finding exercise’ rather than obtaining an
appropriate and effective solution to a problem.

By defining the problem space, we can start to understand what needs to be achieved, and start the
process of scoping out the risk management approach to look for answers to address the problem.
Once the problem space has been defined, the purpose of the risk management activity (and how this
will be approached) can be better defined: For example, is the purpose to:

e Comply with a specific requirement to undertake risk management (for example: to fulfil an
obligation that relates to risk in regulations, policies, contractual arrangements, Board
directions, etc.).

e Use risk management to drive the organization’s compliance.

e Provide assurance that adequate or effective risk management processes are in place (for
example in annual attestations required for government agencies in some jurisdictions.

e Provide assurance that risk is being ‘managed effectively’®® (for example, through Board
reporting, project governance reporting, or annual attestations as above).

e Produce a list of risks (risk register or risk report) as part regular management and Board
reporting.

e Rank and prioritise risk in order to allocate resources to ‘modify risk’ (risk treatment) to within
acceptable limits.

e To provide automatic ‘proceed’ and ‘stop’ points (e.g., approval gates for project management,
investments, mergers and acquisitions etc.)

e Toinform decision making about strategic, operational, or tactical issues and options.

e To maximise benefits and minimise harm in pursuing opportunities.

e To drive strategic success.

Resolution

Section 6.3.2 of the Standard needs to consider how the ‘problem’ is defined for each particular
application of the risk management process, to enable a better determination of the scope.

8 Although most of these attestations seem to be based on confirming the presence of risk management
processes (rather than success in actually managing risk), and rarely use robust objective measurable criteria.
Risk management does not just “take place in a context of the objectives and activities”, whatever that means.
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Issue: is this all there is to context?

The first two sentences of section 6.3.3 of the Standard are partially correct in that the specific context
for a risk management activity is derived from the overall context. However, this section fails to build
the critical linkage between the scope and establishing the context. Understanding the problem space
and then developing the scope helps to define what aspects of the overall context need to be
examined as part of the risk management process. Without a scope, the context cannot be established
effectively, whilst understanding the context helps to refine the scope in turn.

The second sentence of this section states: "The context of the risk management process should be
established from the understanding of the external and internal environment”. This is a somewhat
clumsy sentence, and just what does the “context of the risk management process” mean? It appears
that what the Standard is trying to say is that out of the overall context, there are parts that are
relevant to the specific risk management activity being undertaken, and by extension there are parts
that will not be relevant to the current activity (but may become relevant for future risk management
activities). However, the Standard is opaque about how one considers the “external and internal
contexts”, and then establishes a more specific context that will inform the risk management activity.

Section 6.3.3 also provides three dot points about why understanding the context is important.
Combined, these dot points only attempt to justify understanding the “internal context” completely
disregarding the “external context”. Even then the dot points are somewhat misleading. The first dot
point states that “risk management takes place in the context of the objectives and activities of the
organization”. This vague statement is difficult to understand, and can be interpreted in a number of
different ways.

In the second dot point of the section, it states that “organizational factors can be a source of risk”,
which seems to be just another way of saying consider the internal context. Again, it is not just the
internal context, but the internal and external context (including how the two interact) that are
sources of risk.

The third dot point in this section (“...purpose and scope of the risk management process may be
interrelated with objectives of the organization as whole”) is similarly vague and clumsy. Is this trying
to say that the purpose and scope is derived from these organisational objectives? That the purpose
and scope cascades from the organisational objectives (akin to sub-objectives)? That if the
organisation changes, then the purpose and scope of risk management also changes? Or does it mean
that the purpose and scope are established so that they are consistent with and not antagonistic
towards the organisational objectives. It may even mean that the risk assessment is specifically looking
at the plans, progress or performance towards achieving some particular objectives. Alternatively, it
could simply mean that organisational objectives should be understood and considered when
establishing the purpose and scope for a particular risk management activity.

The final sentence of this section says that the lists of factors in section 5.4.1 of the Standard should
be used to establish the “internal and external context”, but completely misses the point that it is
those factors that are relevant to the specific risk management activity that should be considered. It
is also not just the factors, per se, that are important, but also how these factors interact.

These lists also miss out important considerations about:
e The nature and rate of change that may be occurring in the context.

e The speed with which interactions with the organisation may occur, be detected, or could
adversely affect the organisation.
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e The time required for the organisation to respond once such interactions are detected.

e The extent of uncertainty that exists about the context.

e The potential for contagion effects to manifest, and the speed with such contagion effects
would spread and cascade.

e The extent of dark data that may exist, but has not been satisfactorily identified.

Furthermore, for some reason only one of the dot points singles out that these are effects on
objectives, a major omission since this is so central to the Standard’s current definition of risk. Hence,
all of the listed factors must influence or effect objectives ultimately, or they have no relevance for
risk!

Resolution

An alternative approach for consideration during the revision could be to state that understanding the
context is important because it:

e Provides us with the information to test the assumptions that we have made about the
problem space.

e Establishes the systems and conditions, and their interactions, that can have causal influences
on wanted and unwanted occurrences for the organisation.

e Helps us to both reduce uncertainty in our understanding and to recognise areas of remaining
uncertainty that need to be addressed.

e Provides us with data that forms the basis of our analysis on which decisions are subsequently
based.

Issue: confused about criteria?

Section 6.3.4 of ISO 31000:2018, covers “Defining risk criteria”. The way in which this section is
currently written has been a source of confusion for some practitioners, particularly about what these
criteria are and when they are ‘designed’. The following points require some simple clarification:

e In the ‘Foreword’, the ‘principles’ are identified as the ‘criteria’ (for successful risk
management), and hence could be assumed by some readers to constitute the ‘risk criteria’.
This can be simply resolved by not using ‘criteria’ to refer to the ‘principles’.

e Section 5.2 (Leadership and commitment) refers to establishing the criteria. It is unclear if this
is an indication that criteria should be initially established as part of the overarching
framework. This would make sense as it would establish the baseline on which individual sets
of criteria could be modified for use in different contexts. This would also help in building
consistency and comparability across different uses of the risk management process within an
organisation. This needs to be clarified.

e |f the intention is for the ‘design’ of risk criteria to occur as part of the risk management
framework, then section 6.3.4 is not in the correct place within the Standard, and should be
moved under the ‘framework’ section.

70



e This would then require a new section to be written on the modification® of risk criteria®
based upon the scope and context of each individual application of the risk management
process. This new section should provide guidance on why and how criteria can be
customised, and the approach to be taken to validate this customisation, including surfacing
and testing assumptions.

e Hence risk criteria may be different in different uses of the risk management process, for
example as the context changes, for different applications, or for use at different levels of an
organisation. Where such changes to criteria occur, this could introduce complications in
comparing, prioritising, or aggregating risk from different uses of the risk management
process. There will, therefore, be the need for guidance on methods for combining, aligning,
aggregating, and interpreting the outputs of different applications of the risk management
process.

e Section 6.3.4 also refers to risk criteria as “dynamic”. This is incorrect, as risk criteria are not
‘dynamic’. The word ‘dynamic’ means constant change, we certainly do not want risk criteria
that are constantly changing. Whilst the context may be dynamic, modification of the risk
criteria has eventually to set to enable their use. Criteria may need to change due a changing
context or changing risk management objectives, based on conscious informed decisions of
the “analyst’ . Such change is anything but dynamic, otherwise it would be impossible to
achieve any consistency in risk management and decision-making. Perhaps the standard is
confused about the meaning of ‘dynamic’, the context and in particular the risk sources may
very well be dynamic, but the criteria are most certainty not, as it would not then be possible
“to set risk criteria” #’. In other words, criteria may be ‘flexible’, ‘mutable’, or even possess
some ‘fluidity’, but they are not dynamic.

e The very first sentence of this section states that the organisation should “specify the amount
and type of risk it may or may not take”, this will not in practice be the first criteria to be
developed. How can one specify the type and amount of ‘acceptable/unacceptable’ risk
before we know what criteria we are going to use to estimate or measure the risk (which is
the second described activity in the paragraph). The order of the list needs to be rearranged.

e The Standard has frequent mentions of risk criteria, scattered about the document. These
should all be consolidated into either the ‘design’ or a future ‘modification’ section if
introduced.

Section 5.3.4 provides a list of considerations for setting risk criteria, which whilst giving relevant
‘pointers’ lacks sufficient detail to provide adequate guidance to the reader. Specific issues include:

84 Note that modification may include changes to the nature of the criteria themselves, changes to any weight
or importance attached to individual criteria, changes to the way that the criteria are measured (e.g., from direct
observation of the whole data to observing only a sample, or changing the nature of the data collected), changes
to metrics and values attached to individual criteria etc. This modification may include adjustments made to
existing criteria, or the introduction of additional criteria.

8 Such modification should not only occur early in the risk management process, but may require further
modification should any changes occur that affect either how risk is assessed or how acceptable a risk may be.
8 Or other authorised and competent person.
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i) “Set risk criteria...”

This section of the Standard also provides a list of considerations to “set risk criteria” 8. The word
“set” is commonly used to mean to put something into place (where it will remain). However, the list
provided is not about setting the criteria, but instead provides further consideration for the design or
creation of these criteria. Nowhere in the Standard is there consideration of ‘setting the risk criteria’,
an activity that should include considerations such as the final testing, validation and approval of the
risk criteria, concepts that are not mentioned in the Standard.

Resolution

The title of this section is “defining risk criteria”, which requires greater clarity and should include
additional activities, including:

e Identification of requirements for risk criteria (aligned with the objectives of the risk
management activity),

e Agreement on the decisions (and the information requirements for making these decisions),
for which these criteria will provide a foundation.

e Selection of the types of criteria to be used.

e How the design and setting (validation and approval) of the risk criteria can be undertaken.

ii) “The nature and type of uncertainties...”

The Standard states that the “nature and type of uncertainties” should be considered in ‘setting” the
risk criteria. At first glance this seems like a reasonable statement, however, it is vague, and lacks
sufficient guidance. We have tested the understanding of this statement with tens if not hundreds of
risk practitioners since the Standard was published, and only a small handful were able to provide a
meaningful explanation of this concept.

The whole concept of uncertainty is complex. The vast majority of ‘risk practitioners’ only think about
a very small range of different types of uncertainty when conducting risk assessments, and often only
consider aleatory uncertainty (see below), whilst being unaware of, or ignoring other types of
uncertainty. It is one of the major inadequacies of ISO 31000 that so little guidance is provided about
uncertainty (Aven and Ylonen, 2019).

Although uncertainty can be defined simply as “that which is not precisely known” (Booker and Ross,
2011), uncertainty comprises multiple dimensions, attributes, and perspectives (Walker et al, 2016;
Han et al, 2011; Liu, 2011)., and multiple different models have been developed to try to explain
uncertainty (Chuild and Uribe, 2019; Ulkiimen, et al, 2016; Bland and Schaefer, 2012; Brugnach et al,
2010; Sainsbury 2009; Seymour et al, 2007; Yu and Dayan, 2003; Regan et al, 2002; Van der Heijden,
2002;1996; Lipshitz and Strauss, 1997).

88 “set the risk criteria” is an instruction in the third paragraph of section 6.3.3.
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A short discourse on uncertainty
To be effective, risk management should consider uncertainty in different ways (as always depending
upon the context):

e There may be uncertainty about the past, the present, and the future.

e Uncertainty may be factual (the way the world was or is now) or counterfactual (the way the
world could be if certain conditions are changed).

e There may be different ‘sources’ of uncertainty®:

o aleatory uncertainty, arising from randomness, is addressed through applying
probabilities (or likelihoods);

o epistemic uncertainty, arising from an insufficiency of knowledge, is often addressed
through non-probabilistic methods;

o model uncertainty, arising from the risk model that is developed for an assessment (Xia
et al, 2017). Because the model is an abstraction of reality, in creating this simpler
perspective some pertinent information may have been excluded from the model,
intrinsic errors incorporated, etc., which introduce additional uncertainty;

o ontological uncertainty, which occurs when an artefact is newly introduced into a system
and creates unfamiliar effects.

e There may be uncertainty that relates to how we make sense of and apply knowledge in
making decisions (Sotani and lzquierdo, 2019; Dewulf and Biesbroek, 2018; Dosi and Egidi,
1991): e.g., subjective uncertainty (making assumptions and inferences when data is
unavailable or insufficient); substantive uncertainty (e.g., relating to decision content);
strategic uncertainty (e.g., actions of others following decisions); and institutional
uncertainty (e.g., about the rules involved in decision-making).

In addition to uncertainty that may arise from the nature of the risk model that has been developed,
other aspects of the risk management process may also introduce further uncertainty (Gibson and
Gibson, 2023a) including:

e |[ssues around validity, integrity, accuracy, and currency of data and information sources.

e Natural variation and sampling error in the data collected.

e The nature of the analytical approach, its relevance and fit, precision, ease of manipulation
(intentional and unintentional), introduction of artefacts, etc.

e Construction of risk scenarios, for example, their comprehensiveness and plausibility.

e Interpretation of analytical outputs, analytical capability (knowledge, experience, and
integrity), biases, problem complexity, etc.

e Monitoring effectiveness, e.g., suitability of indicators, influence of data noise, timeliness,
etc.

e Communication and reporting approaches, e.g., recognition and acceptability of channels
and information presentation.

e Interpretation and use of risk management process outputs.

It is not just the type and source of uncertainty that should be considered, since different levels of
uncertainty (Walker et al, 2013) may also affect the conduct of the risk management process (Figure
6), and necessitate the use of different tools and techniques within the process.

8 The vast majority of both qualitative and quantitative risk assessment is based upon the assumption that
uncertainty is either aleatory or epistemic, and in doing so ignores other types of uncertainty which could have
profound influences on how risk is assessed (Blockley, 2013).
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Figure 6: Levels of uncertainty®®

Uncertainty is at the very centre of our understanding of risk (according to the I1SO 31000:2018
definition) and at the centre of risk management. With uncertainty being so central to the definition
of risk it is surprising that the Standard (outside of its definitional use) only mentions uncertainty in a
single general sentence under the ‘framework’ section. With no mention of uncertainty at all in the
risk management process sections.

Resolution

The next version of the Standard needs to include a more comprehensive discussion about
uncertainty, including an explanation of uncertainty, the relevance of uncertainty to risk management,
the reduction of uncertainty in decision-making, etc.

9 Reproduced form Gibson and Gibson 2023a, with permission
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The section on the risk assessment process

Section 6.4 (“risk assessment”) of the Standard is probably the most widely referred to part of I1SO
31000, and unfortunately is perhaps the only bit of the Standard that many ‘practitioners’ actually
apply in their work.

This Whitepaper has already highlighted the key conceptual and practice flaws with the risk
management approach as it is described in earlier sections of the Standard, and these comments also
apply to section 6.4.

Issue: is this really how we identify risk?

The opening sentence of section 6.4.1 states that “the purpose of risk identification is to find,
recognize and describe risks that might help or prevent an organization from achieving its objectives”.
Given the definition of risk, this is a tautological sentence (the effect on objectives is already included
din the meaning of risk)®?, which requires rewriting because the purpose of “risk identification” is
simply to “recognise and describe risks”.

The second paragraph states that there are a range of techniques for identifying uncertainties, but
neither provides guidance on what those techniques may be or how identifying uncertainties
translates to identifying risk. Nor does this section provide any indication of how to decide which
technique to use under what situations.

Risk identification has to involve, even if it is conducted intuitively, some form of causal reasoning and
modelling. No one sees the release of a new piece of technology and then thinks “oh that could result
in us losing 50% of our revenue in the next 5 years”. Instead, they will imagine how that technology
could develop in the immediate future, how that technology might be applied, how the organisation
might respond to the technology’s availability, how it may fit into their R&D program, the possibility
that their competitors might adopt the technology, how customers would respond to this technology,
etc. From such cause-and-effect reasoning we could construct a risk that “by not immediately
investing in this technology we will lose our competitive advantage, resulting in a critical loss of market
share within 2 years” and “by managing this risk we not only maintain market share but could gain a
significant competitive advantage, that will double market size and revenue within two years, and
correspondingly diminish market share for our competitors”.

The Standard’s description of risk identification fails to consider the importance of causal reasoning
or provide a process or scheme for determining how ‘sources of risk” may be identified, and how
potential interactions between these sources and the various organisational interfaces can be
recognised and mapped. An understanding of the nature of these interactions forms part of the
construction of a collection of risks, but the Standard is opaque on how this could occur. Discussing
risk identification in this way may seem strange to some ‘risk practitioners’, because our personal
observations of common practices are that on many occasions risk identification relies more on
intuition, than on a rigorous process of exploration that is melded with a deep understanding of the
context.

91 And if these ‘risks’ did not affect objectives, then according to the I1SO 31000 definition they could not be risks!
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This section of the Standard also provides a dot point list of ‘factors’ to be considered, but the Standard
is not explicit on how these factors can be applied. Whist there is nothing technically incorrect with
this list, it is somewhat limited, is inadequately constructed, and is unclear how it should be used.
Following the first dot point “...sources of risk”, all but two of the succeeding dot points are not
separate considerations, but are simply just examples of “sources of risk”:

e “causes and events”.

e “threats and opportunities

e “vulnerabilities and capabilities®>”.

e ‘“changes in internal and external context”.

e  “the nature and value of assets and resources”.

e “limitations of knowledge and ...information...”.

e “time-related factors”.

e “biases, assumptions and beliefs of those involved”.

92n

Of the remaining two factors in the list, “indicators of emerging risk” are just signals for certain sources
of risks, and “consequences and their impact on objectives” is more usually associated with the
Standard’s ‘risk analysis step’ (and in fact is pretty much repeated in that section of the Standard). The
way in which the list is written currently (“consequences...”) is not a source of risk. Although the
consequences of a particular risk could serve as ‘sources’ for a different risk. However, this is not
explained in the Standard.

It should be noted is that this list of factors is not just restricted to use for “identifying risk”, but may
also be important consideration in the analysis of those risks. This further illustrates that “risk
identification” and “risk analysis” cannot be conducted as two separate sequential steps. The two are
far more intimately intertwined than the ISO 31000 process recognises.

Although, what we should now recognise as a list of risk sources (and not just “factors”) is a reasonable
starting point, what is actually in the Standard is still fairly vague, requires more explanation, and is
still far from being comprehensive (for example, somethings as obvious as ‘hazards’, ‘decisions’, and
‘plans’ are omitted in the Standard’s consideration). However, no matter how good this list of ‘factors’
could be, without the inclusion of causal reasoning into the process, we will still be left with just a list
of “factors’, not guidance for identifying risks.

There is a highly concerning misconception, that the Standard perpetuates, of using the words ‘threat’
and ‘opportunity’ together as though they were antonyms (paired opposites). Opportunity is not the
opposite of threat (yes, we know that SWOT analysis uses threats and opportunities, but that is still
no excuse, ‘risk practitioners’ should know better). An opportunity is a set of circumstances that may
allow something to be done, for example to pursue something of value. All opportunities have
uncertain outcomes, i.e., all opportunities have risk associated with them, and pursuing an
opportunity may result in gaining benefits, suffering harm, or a combination of the two. Whereas a
threat is a source of risk®®, where the overwhelming balance of consequences is negative.

92 “threats and opportunities” are often inappropriately listed together like this as antonyms, and frequently

mislead the reader. Opportunity is not the opposite of threat. A threat is a change or ‘thing’ with the potential
to cause harm. An opportunity is a set of circumstance which offer the chance of achieving something of value,
but is also accompanied with a chance of loss.

% vulnerabilities and capabilities are also important considerations in control effectiveness.

9 An opportunity is not a source of risk per se, but the circumstances, decisions, and actions associated with the
opportunity and its pursuit are sources of risk.
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Another of the several inconsistencies between different parts of the Standard, needs to be pointed
out in section 6.4.1. One of the underpinning principles of risk management (according to the
Standard) is the use of “best available information”. However, for the risk assessment process, this
appears to be inadequate, as this section of the Standard states this “best available information” now
has to be supplemented with other information. The information is either “best available” or it is not,
anything else is superfluous.

Emerging risk

The list of “factors” includes the concept of “emerging risks”, which is the playground of much
misinformation, and misconception. There is no clear definition or agreement about what constitutes
an ‘emerging risk’, and much of what has been written is misguided and confusing. Due in large part
because the term ‘emerging risk’ is used to mean many different things in different disciplines (and
often within the same discipline), a proportion of which definitions are conflicting or mutually
exclusive concepts.

Accordingly, attempts at producing an ISO Standard on emerging risk in recent years were heavily
contested and ultimately doomed, and the compromise, the publication of a technical specification
looks unlikely to provide any wide acceptance or satisfactory resolution.

The insurance sector often publishes reports that identify so called “emerging risks” simply describing
them in terms such as “Al”, “climate change”, “natural resources management”, “cyber risk”,
“pollution”, etc. (for example, AXA, 2023). Firstly, none of these example are risks (if we are to be
consistent with the 1ISO 31000 definition, or many of the scientific definitions of risk), at best they are
potential sources of risk (hazards and threats), to be a risk they have interact with something and have
an effect on something.

Secondly, what makes these examples ‘emerging’?

With the exception, possibly of artificial intelligence, many organisations will have included a majority
of these published ‘emerging risks’ on their risk register for at least the last couple of decades. Being
aware of and analysing certain risks, over a twenty year period, hardly seems to qualify them as
‘emerging”.

It also seems that a lot of confusion about ‘emerging risk’, comes down to a basic misunderstanding
about the nature of risk itself. A lot of the time when people are talking about “emerging risk”, what
they are actually concerned about are emerging conditions causing ‘unexampled change’®®, which may
then affect an organisation. Commonly, “emerging risk” is also used to mean risk that we should have
been aware of, but have effectively ignored up to now. The term is also used where knowledge about
the risk is sparse (Renn, 2014), that is we may have recognised the risk for a long time, but we just
don’t really understand what it is all about, or its character is changing significantly. At other times
‘emerging risk is used to describe risk where its, consequences probabilities, or importance is
accelerating faster than expected.

‘Emerging risk’ is in the eye of the beholder, what is emerging for one organization (or even in certain
areas within an organization), may well already be just a ‘risk’ (assessed, understood, and treated) in
another organisation.

% Not previously experienced.
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With so many different meanings, the term “emerging risk” is either better not to be used, or when it
is used, it needs to be accompanied by qualifiers to make certain that the reader understands its
meaning.

Resolution

The section on risk identification needs to be substantially revised to take account of the issues raised
above and to provide guidance on how risk identification should be approached in what are
increasingly complex strategic and operational environments. Much of the current ISO guidance (in
this Standard and in other publications such as ISO/IEC 31010) is restricted to traditional risk
identification approaches, a great deal of which are decades old and do not reflect more
contemporary analytical thinking. For example, risk identification could benefit from utilising insight
gained from other organisational activities such as enterprise architecture, management of change,
design thinking, data analytics, etc.

Issue: a weak analysis?

Section 6.4.3 of the Standard deals with what should be the wide ranging subject of risk analysis in
about half a page. It provides some general discussion about risk analysis, but with little information
about the different approaches to analysis, with no indication of what even a generic risk analysis
process should look like, or any discussion about the nature of the outputs of analysis. There is little
factually incorrect with this section of the Standard, it is just very short on useful conceptual and
practical guidance.

There is a particularly relevant statement in the first sentence of the section “...purpose of risk analysis
is to comprehend the nature of risk and its characteristics, including where appropriate the level of
risk” (our emphases). This is very clear about what risk analysis is for, it is to deeply understand the
nature of risk®®, and that this may include determining a level of risk — in some situations. Yet rating
risk is almost universally seen as the reason for undertaking an analysis®’, the analytical product is
almost always a rating of risks. Very few risk analyses provide a rich story, a narrative that describes
the complexity of risk under consideration.

The crux of this concept is the Standard’s very deliberate choice of a single word “comprehend”, this
is not just a fancy synonym for ‘understand’, “comprehend” means so much more. For example, we
can all ‘understand’ that flicking an electrical switch results in the air conditioner working, but do we
really comprehend how electrical energy ‘flows’ through the wires, and how this energy interacts with
the technology in order to cool down the room? Most organisational risk analyses seek to understand
enough to assign a consequence, likelihood, and risk rating. Far fewer try to sufficiently comprehend
risk in order to develop a rich narrative that explores the risk.

The second sentence in this section of the Standard also indicates the need to have a variety of
analytical tools at one’s disposal that can be applied to different scopes and purposes. Again, this is
not something that we commonly see, rather a majority of ‘risk practitioners’ seem to use the exact

% The second sentence of section 6.4.3 provides a little more explanation of what is mean by the “nature of risk”.
9 In our observations across many different industry sectors, the most commonly encountered risk analysis
output is a simplistic combination of consequence and likelihood to produce a rating or level of risk.
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same analysis methodology for every analysis they undertake, with little conscious recognition that
more optimal approaches are available.

The bullet point list in this analysis section of the Standard does provide a basic set of starting
considerations, although it is not comprehensive, and is still fairly vague. The dot points seem more
to be ‘headings’ for (missing!) sections, rather than providing informative guidance. It appears that
whilst the first two dot points (about consequence and likelihood®®) are loosely followed by almost
every single risk analysis. Whereas the remainder of the list is partially observed® or completely
ignored in practice.

The first dot point in this list provides the core of the risk analysis process, but is frequently
misunderstood. A great many risk analyses (and ‘analysts’) simply ‘get’ the relationship between
consequence and likelihood wrong, especially in qualitative analysis. The authors of this Whitepaper
have lost count of the number of analyses where the likelihood of a base event has been combined
directly with a consequence. For example: “there is a high likelihood that someone gains unauthorised
access to client personal data” (the event), and “the consequences (damages against the organisation
and reputational harm are high level consequences”), with a not uncommon conclusion being
“therefore a high likelihood and a high consequence equals an extreme risk”. However, read the first
dot point in Section 6.4.3 very carefully: “the likelihood of events and consequences”.
Misunderstanding the concept that the Standard is trying to make, can result in some wildly inaccurate
risk assessments. Combining a consequence with the likelihood (or probability) of an event, is not the
same as combining the consequence of an event with the likelihood of those consequences occurring.
By way of another example, consider a simple scenario (Figure 7):

e Janet, a single mother is late leaving for the railway station to catch a train home and decides
to run down the street, with a chance of tripping and falling to the ground.

e With her choice of footwear, there is a 20% probability (p=0.2) that she trips and falls.

e Afall could resultin a severe head injury and hospitalisation. The total combined consequence
of her accident is calculated at $2 million.

e With the not uncommon (but incorrect) use of: ‘event probability’ X ‘consequence’, we would
obtain a risk value of 0.2 X 2,000,000 = $400,000.

However, if we look at the (hypothetical) accident statistics for people running and falling:

e The vast majority of people that trip, do not hurt themselves.

e Ofthose few that do injure themselves, the vast majority receive little more than grazed knees
and hands.

e |tisvery rare for someone to receive a serious head trauma.

e |n our example we have also included the consequences that flow from a potential head
trauma, which have an even lower probability p= 107,

e There are a series of valid consequence x probability pairs'® from which the risk could be
calculated, e.g.:

%8 On the assumption that the word ‘likelihood” was also meant to include probability in the Standard.

9 Although many risk analysis includes some consideration of ‘control effectiveness’, the rigour with which
controls are examined varies widely. It is not common to see a deep testing of controls (individually and as part
of a system) to be undertaken, and even less common to see tools such as vulnerability analysis (determining
the performance and weaknesses of controls under different potential future conditions) and control failure
point testing (determining the circumstances under which a control performance will cease to be acceptable)
100 Risk occurs as a distribution of consequences and probability, and although we can select various ‘pairs’, more
appropriate calculation is achieved using various statistical tools on the distribution.
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o therisk of tripping with no injuries, p=0.99: 0.2 x ($1%°2 x 0.99) = $0.20

o the risk of tripping and receiving a minor graze to a knee, requiring minimal first aid,
and 10 minutes lost work time, p= 0.099: 0.2 x ($11%% x 0.099) = $0.22.

o the risk of tripping and receiving a serious head trauma, extended medical and
rehabilitation care, and other losses, p=107= 0.2 x ($2,000,000 x 0.0000001) = $0.04.

We would see similar differences between the two ways of assessing risk if qualitative criteria where
used. Yet the former approach still persists in some organisations and consultancies.

Probability Probability
P=0.2 P=0.0000001
[ 2 ) Causal pathways ‘___[ Potential ) Causal pathways A 1%, 2", 3 order ]
Preconditions r—'l r—v| r—-l
and networks future event and networks consequences
* Raining * Left work late * Trip on pavement * Speed Head trauma
* Last train home * Spenttoo much whilst running * Fitness Arrested breathing
departure time time shopping * Closeness of other Subcranial bleeding
* Distractions pedestrians Lengthy rehabilitation
* Other hazards * Closeness of emergency Family trauma
medical aid Collapse of family business

* Direction & angle of fall  Road closure & disruptions
* Capability to control the

tripping
* Expertise of surgeons

Figure 7: analysing risk — a hypothetical example

Thus, a likelihood (or probability) estimate should account for the likelihood/probability of the event
occurring and the likelihood probability of the consequences occurring from that event either as single
estimate, or as a conditional probability.

The silence on approach

A major problem with section 6.4.3 is that it gives equal weighting to qualitative and quantitative
analyses, with the implication that either approach can be used effectively for the same ‘problems’.
Many commentators have made strong cases for abandoning qualitative analysis, and promoting the
use of only quantitative techniques. We agree that in many risk analysis applications, qualitative
estimation (often just ‘guestimations’) can produce very inaccurate, imprecise, inconsistent, and
misleading outputs, compared with even simple quantitative measurements. Where the purpose of
the risk assessment is to produce a value or level for risks, then there is a compelling argument that
guantitative analysis should be used.

101 The probability of initially tripping and falling
102 The cost to polish out a minor scuff mark on shoe scrapped in the fall)
103 Combined costs of 10 minutes lost work time, disinfectant, and sticking plasters)
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However, we disagree with these commentators that there is no place for qualitative analysis'®*. Our
opinion is that there are times when qualitative analysis can provide far more insight'® than a
technique that just produces a single numerical value (or a range of numerical values), so long as one
understands when such techniques should be used, and comprehend the limitations of these
techniques.

Resolution

The Standard must provide some guidance on how to make decisions about the choice of analytical
approach, if we are going to move practitioners away from poorly thought out and often
mathematically invalid methodologies. Irrespective of whether they are qualitative or quantitative.

Issue: what about human frailty?

ISO 31000:2018 appears to assume that humans (and in particular the human brain) is an expert and
near perfect calculator of probabilities and consequences. Admittedly, there are two brief mentions
of ‘bias’ in the Standard, and five occasions on which the word ‘perceptions’ are used. However, on
each occasion that one of these words is used, it is only a single word mention simply dropped into a
sentence or dot point, with no explanation of meaning, relevance, or influence of these concepts
provided. ‘Bias’ and ‘perception’ are just two sources of cognitive error (O’Mara, 2017; Croskerry,
2014; Tversky and Kahneman, 1974) that can effect risk analysis.

It has been known for some time that individuals and groups are poor at estimation and calculation
about situations outside of their experience, especially high-consequence/low-probability
circumstances (Go-Science, 2012; Kunreuther, 2002, 1994; Woodell et al, 2002). So much so that the
phrase “managing risk through the veil of ignorance” was coined (Marshall and Ojiako, (2013).
However, the human brain is a particularly poor estimator and predictor of probabilities irrespective
of the rareness or commonness of the situation (Maglio and Polman, 2016; Bilgin and Brenner, 2013;
Browne and Briine, 2012; Shermer, 2008).

In addition to the cognitive sources of error in risk assessment, there are other sources of error. For
example:

e Arising from the type and nature of the data used.

e |nthe way that the data is selected, sampled, and collected.
e In the construction of the risk model and scenario.

e |nthe choice of analytical approach and tools.

e |nthe skill, experience and knowledge of the analyst, etc.

104 For example, qualitative analysis can provide a deep narrative, that engages more areas of the brain than just
providing numbers can achieve. Such qualitative analysis can provide a deeper understanding of the nature of
risk and its interrelationships, trigger deeper pattern recognition, and facilitate deeper cognition for problem
solving and decision making. Qualitative analysis can also provide an approach to address situations where data
and information are limited, are ambiguous, are difficult to attribute, or are undergoing rapid change.

105 For example, there are situations where it may be more important to understand the interrelationship across
causal, contributing, and influencing factors, the nature of vulnerability, etc., than to provide a definitive level of
risk. This may especially be the case when probability/likelihood are difficult, if not possible to estimate (e.g.,
with unexampled risk). Conversely it can also be argued that is possible to assign a measurement to almost
anything in order to provide the basis for quantitative analysis (Hubbard, 2014).
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Yet the effects of these errors on the accuracy and precision'® of analysis are rarely considered by
many practitioners (Hart and Cooke, 2013; Baynes et al, 2002), and as concepts are completely ignored
by the Standard. Not only are these other sources of error not mentioned, but the whole concept of
‘error’ in risk assessment is completely ignored by the Standard. If one does not understand the extent
and influence of error in risk assessment, then how can one even pretend to be performing any
analysis or assessment of risk? In the absence of such understanding, risk assessment becomes simple
guesswork.

Issue: of complexity and connectivity

In section 6.4.3 of the Standard, one of the dot points in the list identifies “complexity and
connectivity” as important considerations in risk analysis, but again does not provide sufficient
explanation of these two terms. Leaving the reader to again make assumptions about their
significance and how to address them during risk assessment.

There is growing empirical experiential evidence of the difficulties of using ISO 31000:2018 as a sole
methodology for exploring risk in non-linear complex contexts. One way of reducing the uncertainties
associated with complexity is to transform the whole risk management approach into one which is
more organic, reflective, and recursive (refer back to Figure 5). Although even using a relatively
unmodified ISO 31000:2018 methodology, one can gain a great deal of insight just by better defining
the interrelationships between the various risk sources, controls, risks, and treatments (Figure 8).
There are a range of mapping techniques, such as bow tie diagrams, event tree diagrams, fault tree
mapping, causal inference mapping etc (Peeters, et al, 2022; Ostrom and Wilhelmsen, 2019; Voicu, et
al, 2018; Brewer et al, 2017; Rausand and Hoyland, 2004) that can be used for qualitative analysis, and
easily modified for quantitative analysis.
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Figure 8: Risk connectivity'®’

106 Accuracy refers to the closeness of the analytical result to the expected value, and precision refers to the
amount of variation that occurs with repeated analysis of a risk (Kwon and Kang, 2019; Mun, 2014).
107 Reproduced for Gibson and Gibson 2023a, with permission.
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A related approach is to determine the relative importance and strength of the connections (degree
centrality) amongst different risks (or between causal factors, controls, impact cascades, etc.). There
are quantitative methods used to calculate degree centrality (Ashgarian et al, 2021; De Bruyckere,
2015; Stegiopoulos, et al, 2015), but an easier method is simply to count the number of outward
connections (outbound centrality) and inward connections (inbound centrality) for each risk.

Using such approaches, the degree of connectivity between various elements (for example, risk
connectivity — Figure 9), can be portrayed, and provides additional information on which to make
decisions (beyond just using simplistic probability | consequence combinations). For example, in Figure
8, a qualitative assessment would usually regard ‘risk D’ as the most important with a ‘ very high’ (red)
risk rating. However, when connectivity is considered, Risk Y (with a high outbound centrality)
assumes a more prominent status, any change in Risk Y influencing change in five other risks (including
Risk D.

Figure 9: risk interconnections (hypothetical)

Resolution

The Standard should include a more comprehensive consideration of interdependency (across causal
factors, controls and risks), and how interdependency can influence the nature and importance of risk
beyond simple estimations of consequence and likelihood.

Issue: what has time got to do with it?

The fourth dot pointin the list in section 6.4.4 of the Standard asks us to consider “time related factors
and volatility”. Again, this can be interpreted in a number of different ways.

Some consulting firms have realised that there are more dimensions to risk management than just
consequence and likelihood, and have in recent years tried to persuade their clients to include a time
dimension into their criteria. Some of the large consulting firms have gone further by releasing ‘glossy’
publications to promote their confected term of “risk velocity”, which tries to (incompletely) capture
the essence of the time issue (Quan and Chiang, 2017; Walters and Kluwer, 2017; Wolfe, 2014;
Osundahunsi, 2012). There are several problems with the concept of risk velocity as used, and it is
enough to irritate anyone that can remember their high school physics lessons, as well as anyone that
uses the ISO 31000 definition of risk.
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Those that promote the concept appear to not even understand what ‘velocity’ means. ‘Velocity’ is
not just a fancier way of saying ‘speed’, the two are very different'®. Yet the vast majority of the
consulting firms and practitioners that use ‘velocity’ then go on to describe it as speed (Mohanty,
2020)%. Thankfully an error that ISO 31000:2018 has not made. The other irritation is that ‘risk’ (or
uncertainty) possesses neither speed nor velocity. However, the conditions (that may be a source of
risk) can be described as having a rate of change, and the forces released by that change may reach
and interact with an organisation at different times!'°, and their effects realised at different times. To
think that risk itself can have velocity is a logical nonsense (given the definition of risk and its social
construction). The concept would be better described as “context change rate”, and “effect speed”,
but these terms are not nearly as sellable to a client. Even then, this is only part of the association
between time and risk, and ‘risk velocity’ manifestly ignores some of the most important aspects of
risk and time.

There are some groups that even tried to ‘invent’ a whole ‘new’ risk assessment methodology to
encompass some time elements, calling it “dynamic risk assessment”*!! (Kristamuljana, et al, 2018) .
We are unsure why some people regard this as new thinking, because (with the exception of using the
term “risk velocity”) many of us have been using a similar approach for decades, we just call it “risk
assessment”!

It is also worth noting that the term ‘dynamic risk assessment’ has been ‘borrowed’ from emergency
management, safety science, and from different areas of academia, where the term has been used
and internationally accepted for many years to describe a quick assessment technique for first
responders and safety professionals to use at the frontline (Cornelius, 2023; Li et al, 2023; Parhizkar
2022; EMV, 2021; Pozniak, 2011; Hornton, 2002). The existence of this well founded concept seems
to have been ignored by consultants using this more recent confected use of the term.

Perhaps the most common consideration of time in risk analysis, is the time span of the risk scenario
and context on which the analysis is based. For example, a project risk analysis may be considering
the likelihood for potential future events and consequences (for example involving the loss of critical
staff) occurring over the 18 month life span of the project. However, if the project has a five year life
span, then consequence and likelihood may be every different. Changing the time period over which
risk is considered can significantly alter the outputs of a risk assessment. However, it is a not
uncommon practice for risk analyses to be conducted without defining such a time period.

108 Speed is a term used to describe how fast an object moves from one point to another point and is a scalar
quantity. Velocity, on the other hand, is the rate at which an object changes a position and is a vector quantity.
This means that to use ‘velocity’ a physical direction must be included as well as the speed.

109 Some consultancies do correctly define ‘velocity’ and ‘speed’ as different concepts, but then go on to try to
measure speed and not velocity with respect to risk.

110 For example, an external power transmission failure will be detected by an organization almost immediately;
a wildfire may take several hours, after ignition, to reach an organisation’s location; whilst floodwaters may take
several days; each of these scenarios provide different warning periods and allow different times for preparation
and response. Similarly, there will be different lengths of times before the various consequences reach
unacceptable or disruptive levels (e.g., immediate disruption to operations from a power failure, to several days
to weeks for a supply next work disruption to be realised from fires and floods).

111 DRA.
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Time considerations can also affect the importance of a risk in different ways. For example:

e How quickly might change occur?

e How quickly could this change transition from ‘benign change’ to ‘adverse change’?

e How long would it take to detect this change?

e How long before we could make a decision about this change?

e How long would it take before this change would have an effect upon the organisation?

e How quickly could this change (or its effects) spread to other parts of the organisation,
through the supply network, or to other interdependencies, or other unrelated organisations?

e How long before we could respond to the change?

e How long would it take to recover from the harmful effects of this change?

It is not common to see all of these issues fully considered in risk analysis, and reported to decision-
makers. Too often all we see is a final risk rating product. One could find that a ‘medium’ level risk is
less acceptable than a ‘high risk’, where that ‘medium risk’ comes with no allowance for early
warnings, and the first awareness of the event is when serious harm has already occurred before it is
detected.

Resolution

Making decisions about risk needs to not only consider the risk rating, but also the nature of risk
(including its temporal aspects), and an organisation’s ability to deal with that risk and its effects
within the available time.

Issue: How effective are controls?

Determining the effectiveness of controls should be one of the critical inputs into risk analysis, but the
manner in which this is approached varies widely from organisation to organisation, and even amongst
individual risk assessments within the same organisation!2. This includes:

e Effectiveness of controls judged on a qualitative (subjective) scale!!3:

o as reported by the control owner/supervisor directly to the risk analyst;

o following a management review of the associated process or specifically on the control
landscape, reported to a third party and the information subsequently accessed by the
risk analyst;

o by direct inspection of control documentation (e.g., standard operating procedures), by
the risk analyst or by independent audit;

o by direct observation of the control operation by the risk analyst;

o during an independent audit using inquiry, based upon reporting by the control owner,
with the finding subsequently reviewed by the risk analyst;

112 Based on the personal observations of the authors (in-depth reviews and ad hoc surveys of several hundred
different approaches).

113 Whilst independent reviews (such as internal audit) may use one or more of these control review approaches,
unfortunately it is reasonably common for risk analysts to rely on a single control effectiveness estimate.
However, when decision-makers use control information, they often perceive control effectiveness in a risk
assessment to have an equivalent degree of rigour as that obtained from a dedicated independent review.
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o by direct observation of control operation, or ‘reperformance’*** by independent audit;
o examination of historical control performance, errors, and breaches, conducted directly by
the risk analyst or relying on the findings of third party independent review.
e Effectiveness judged on a quantitative measure, for example where process and control
performance monitoring are conducted and recorded!?.

The vast majority of risk assessments (outside of industrial operational risk) appear to rely on
gualitative evaluation of the controls, commonly expressing the effectiveness estimates by using
qualitative rankings similar to Table 1.

Table 1: hypothetical example of control effectiveness rating and criteria®'®

Control effectiveness rating Evaluation criteria

Fully effective All controls are well designed, implemented, and modify the risk as required.
Management believes controls to be effective and reliable.
No further corrective or improvement action required, except monitoring.

Effective Most controls are well designed, implemented, and modify the risk as required.
Management is not confident that all controls are effective and reliable.
Some minor corrective or improvement actions required.

Partially effective Critical controls are adequately designed, implemented, and modify most of the
risk but not fully to the required level.
Management is concerned that key controls may not always work as required.
Substantial corrective or improvement actions required.

Largely ineffective Majority of controls are poorly designed, inadequately implemented, or
ineffectively operated. Controls do not adequately modify the risk.
Management has substantial concerns that controls are not working as required or
fail regularly
All controls require corrective or improvement actions required.

Non-existent Controls are not in place.

In addition to any subjectivity involved in creating the inputs (e.g., from an audit review), the risk
analyst will usually introduce additional subjectivity (and error) when using evaluation criteria such as
those in Table 1. This subjectivity and error can be further compounded when the risk analysis
aggregates control effectiveness across multiple controls into a single estimate (which is then used to
help determine risk likelihood and consequence estimates).

114 |nvolves auditors gathering direct evidence by operating the control themselves.

115 Quantitative measures for controls are common in manufacturing processes, for some cyber, SCADA/ OT/ ICS
and IT general controls for system and infrastructure performance. SCADA: Supervisory Control and Data
Acquisition. OT: Operational Technology. ICS: Industrial Control System.

116 Although Table 1 is a hypothetical example, it is based on actual evaluation ratings from several government
and private sector ‘best practice’ guides. Note that the inclusion of this table is most certainly NOT a
recommendation for its use.
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These problems can be partially addressed by looking at the effectiveness of individual controls using
more sophisticated tools. For example, for security-related risk, evaluating control effectiveness has
been conducted for many years (Standards Australia 2023b) by specifically looking at control capability
and effectiveness across the possible multiple objectives for a control, for example:

e Detecting change indicators (e.g., detecting an intrusion).

e Deterring an interaction (or its effects) with a risk source or threat vector (e.g., by making some
controls visible, such as signage, physical controls, making people aware of rules, etc.).

e Delaying an interaction (e.g., preventing access, delegations, etc.).

e Responding to an incident (e.g., suspending access, investigations, contingency actions, etc.).

e Recovering from an incident (e.g., systems disaster recovery, insurance, staff welfare,
disciplinary action, litigation, etc,)

Similar differentiated evaluation structures have been more recently adopted for other domains (lIA,
2023), looking at ‘control relevance’, ‘coverage’, ‘strength/reliability’, ‘reactivity’, ‘resource
availability’, and ‘exception analysis’. Whilst such approaches can help to provide a more informed
insight in the nature of controls, they are still subjective techniques, and will be accompanied by some
uncertainty and error.

Most control effectiveness evaluation approaches also have other limitations that need to be
considered:

i) Control effectiveness is an estimate of the current performance of a sample of controls,
operating under routine conditions. This rarely considers:

e The completeness of the control suite.

e How control effectiveness may vary over the life of the control or even over the ‘life’
of the risk (e.g., the period of time over which likelihood/probability is being
considered).

e How control effectiveness may vary in non-routine conditions (for example during an
operational disruption).

e Under what conditions control effectiveness may be unacceptably degraded.

ii) The criticality of individual controls, for example, some controls are absolutely vital (in
their absence the risk would be wholly unacceptable), whilst other controls contribute
although are not absolutely essential for modifying the risk. There are various criticality
assessment approaches available (Standards Australia, 2023b; Gibson and Gibson 2023b;
Marquez and Marquez, 2020; Paulsen et al, 2018) that seek to determine the importance
of controls.

iii) Many major control failures, such as those resulting in crises and disasters, have been
associated with fatal flaws (McKinnell, 2020b; Special Commission, 2020; Joint
Investigation, Snow, 2018; 2016; van der Veght, 2015; Funabashi and Kitazawa, 2012;
Holmes 2012; 2011 Halvorson and Hamilton, 2010; Parker et al, 2009; Stulz, 2009a; 2009b;
Makinen, 2002) that were not picked up by standard control effectiveness reviews. A
phenomenon known as ‘normalisation of deviance’ (Vaughn, 2016), explains how control
operators can make unofficial ‘temporary’ alterations to controls to address local process
difficulties that then become accepted practice over time.

These temporary fixes are not reported or captured in documentation, and although they

work within the narrow limits of routine operations (also known as highly optimised
tolerance), their effectiveness rapidly degrades and become highly fragile with even small
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iv)

Resolution

changes in operating conditions. Supervisors are rarely aware of the ‘unofficial’ changes,
that have been made to controls, and routine independent reviews rarely identify them.
There are often substantial differences (Figure 10) between ‘work as designed’ (how the
control was originally meant to operate); ‘work as imagined’ (how supervisors and
management believe the controls operate); ‘work as reported’ (what is officially
communicated about the controls); and ‘work as done’ (how the controls actually

operate).

As most control effectiveness assessments are focused on inputs (e.g., the operation of
the control against a documented procedure or standard) they can be especially prone to
error because of normalisation of deviance. Even when control assessments are
supplemented by testing and validating performance of the controls, they do not
commonly reveal latent issues®!’ (vulnerabilities) associated with controls, and where such
vulnerabilities may emerge as conditions change. Vulnerability assessment aims to explore
the presence and potential for such latency.
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Figure 10: Formal and informal landscapes'®

The concepts of control effectiveness and control vulnerability require additional explanation in the
revision of the Standard.

117 Not all vulnerabilities will be ‘latent’ per se. Some vulnerabilities will be ‘active’ causing a current deterioration
in control capability and performance, although in a way that may not be easily detected using routine
assessment. Conversely, some vulnerabilities may not even be present during routine control operation, but
could be introduced as the control (or control interdependencies) come under increasing stress as conditions

change.
118 Reproduced from Gibson and Gibson, 2023 with permission.
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Issue: are we too sensitive?

Another area almost completely ignored by the Standard is the need for sensitivity analysis. The
concept of ‘sensitivity’ has a single word mention (in section 6.4.3 of the Standard) in a dot point, with
no explanation of the concept or its application.

Understanding risk is also about understanding the uncertainty surrounding the asymmetric effects
of change. When parameters in our environment change, uncertainty means that it may not be
immediately obvious what the effect these changes may have. This uncertainty can be further
increased by asymmetric effects (small changes result in large impacts, whilst large changes may result
in small impacts). Sensitivity analysis provides some insight into, and the ability to measure the effects
of these changes through looking at the effects of alterations to analytic inputs and assumptions used
to construct the risk model (Infrastructure Australia, 2021; ADB, 2010; Saltelli et al 2002). Using
sensitivity analysis may also help to uncover risk that was previously unrecognised.

Although the main purpose of risk assessment is to unravel and address uncertainty in our strategic
and operating environment, our biases, perceptions, and choice of analytical method can introduce
their own additional uncertainty during an assessment. Accordingly, any ‘risk result’ that is produced
will never be 100% accurate, there will always be uncertainty as to what the ‘true’ value is. An estimate
or measurement of risk may be accurate enough as makes little difference in decision-making, or may
have such uncertainty, that the error could 90% or greater (above or below) the value we report.

In our experience a majority of risk practitioners have little sense of the degree of error or confidence
limits of the analytical tools and techniques that they are employing.

This is why the final dot point of the list in Section 6.4.3 of the Standard is so important, but
unfortunately seems to be one of the least observed!?°.

Resolution

Concepts of error, sensitivity, and confidence limits have to be explained in the Standard as vitally
important considerations in undertaking risk assessment.

Any time that there may be uncertainty in the analytical data or results, this should be qualified by
some expression of confidence in those results. In quantitative analysis, statistical measures, such as
confidence intervals (e.g., there is a 95% probability that the ‘true’ result is somewhere between “+x’
or ‘-x’ of the reported mean value), confidence limits, or confidence levels (the % times that the same
value would be obtained from repeating the analysis multiple times). In qualitative analysis,
‘confidence statements’ can be used to provide a subjective indicator of the analyst’s confidence in
the risk assessment outputs. For example, “this is rated as a ‘significant’ risk with a ‘moderate’ degree
of confidence”.

119 Based upon personal observations of the authors, made across multiple different organisations, across
multiple sectors, and involving 100+ different risk assessment approaches, less than 5% routinely include a
sensitivity analysis.

89



Confidence in analytical outputs can be increased by:

e Repeating the analysis multiple times with different analysts.

e Repeating the analysis with the inclusion of additional tools and techniques.

e Repeating the analysis with fundamentally different analytical methodologies, including using
more objective methods.

e Building causal models and determining causal inferences.

e Undertaking pre-risk analysis evaluation, for example, determining the accuracy of input data
and the reliability of data sources (such as using the Admiralty System, Hanson, 2015), or
assessing the strength of the knowledge that has been established during the analysis (Aven,
2017b).

Issue: dealing with biases and divergency

The analysis section of the Standard quite correctly points out that various factors such as divergent
biases, opinions, assumptions, perceptions?°, etc., will influence a risk analysis. However, the
Standard provides no explanation of these concepts or their relevance to risk assessment (or to risk
management), nor any guidance on how the effects of these factors could be addressed. Although this
section clearly states a problem, few risk analysts seem to have in place mechanisms to address these
sources of variation in risk assessment.

This is a key issue in risk analysis, that has its source in the way that the human brain has evolved. We
humans have a natural tendency to try to explain everything in terms of cause-and-effect, innately as
a linear sequence. For tens of thousands of years, eruptions, floods, disease, earthquake, etc. would
be perceived as being due to the people doing something that angered the gods, which then sent
death and despair as divine judgement. Although a lot of the superstitious basis of this thinking started
to be replaced during the 17" Century enlightenment in Europe, the simple linear nature of cause-
and-effect was further strengthened (for example Newton’s clockwork universe concept), and became
firmly embedded into western culture up to the present time (now known as Cartesian-Newtonian
thinking). In fact, Cartesian-Newtonian thinking forms the foundation for most contemporary risk
management approaches (including ISO 31000:2018). However, there is increasing scientific evidence
that such mechanistic linear thinking can severely distort perceptions of and decisions made about
risk (Tepetepe, et al, 2022; Inghels, 2020; Dekker, 2015; Kleynhans and Spies, 1994). As well as being
a source of a whole range of biases that will affect how we think about and assess risk.

The problems with Cartesian-Newtonian thinking can be partly addressed by avoiding the temptation
to always trying to reduce risk information down to its individual component parts and addressing
them individually. With complex situations, such reductionism can yield highly misleading answers, as
one of the features of complexity is the emergence of new conditions and behaviours which are not
apparent from looking at individual elements. What this means for risk management is that we have
to try to model the interactions involved amongst the various identifiable causal, contributing, and
influencing factors (often through mapping approaches) and gain insight through using causal
inference techniques. These complex situations can mean that quantitative risk assessment is little
better (or no better) than qualitative techniques, since statistical probability was never developed!?!
to deal with such causal pathways (Pearl and Mackenzie, 2019).

120 Remember that all risk is perceived.
121 The early philosophers, including Francis Galton (the developer of statistical theories of normal distribution,
correlation, and regression to the mean), abandoned or ignored causality concepts in their thinking.
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There are a range of tools available that allow investigation of the influence of perceptions, biases,
and judgments on risk assessment, such as the probabilistic functionalism of the Brunswikian lens
(Dhami and Mumpower, 2023; Burgoon et al, 2022; Mear and Firth, 1998; Morina, 1994).

Resolution

Overall, the risk assessment section conveys the illusion that risk assessment is a simple linear process
that can be satisfactorily undertaken by just following the superficial theoretical ‘steps’ described in
the Standard. Any revision of the Standard needs to more deeply consider the way that risk
assessment is carried out in practice, and in particular has to facilitate a better understanding of
acceptable and unacceptable practices, including the limitation of specific approaches, as well the
general constraints that apply across all approaches (such as the effects of biases and divergence).

Issue: what happened to aggregation?

One of the most confusing issues in risk analysis, and the one that is probably most inconsistently
applied is the thorny question of how to combine different types of consequences. There are two
considerations in this: how different consequences for a single risk can be consolidated, and how the
consolidated consequences across different risks can be aggregated!?’. Two concepts that are
completely ignored by the Standard.

Notwithstanding this omission from I1SO 31000:2018, there is no other overall standard or best
practice handbook providing guidance on risk consolidation and aggregation. Some sectors, such as
banking, have adopted similar methodologies to bring together a high level view of overall financial
risk exposures, but individual organisations apply different rules for the manipulation of data in
aggregation (Inanoglu and Jacobs, 2009). Currently, risk practitioners are largely left to their own
devices to resolve this issue. The result is that some ludicrous practices have been adopted, such as
using the average qualitative value of a number of a different types of consequence or risks. For
example, where a particular analysis provides ‘medium’ or ‘low’ level consequences or risks for
‘financial’, ‘operational’, ‘external stakeholder’ categories of risk, but a ‘high’ level for ‘health and
safety’ risk. The analyst responsible then produces a consolidated average level of ‘medium’. Yes, we
have seen this nonsense in the risk assessment processes of a number of organisations, in each of
which the analyst had little realisation that should the situation described by the risk actually occur,
then someone would die (high consequence), not just a first aid incident (the ‘medium’ consequence),
cumulatively added to which would be each of the other consequences.

The questions of consolidation and aggregation can be relatively easy to resolve in quantitative risk
analysis, when different consequences can be converted into dollar amounts. However, the issue is
much more complex for qualitative analysis.

122 This also includes how different risks can be consolidated and aggregated across different parts of an
organisation.
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The qualitative consolidation problem
The analysis of an individual risk can produce impacts (values) across a range of different types of
consequences'?, for example:

e Health and safety impact.

e Environment impact.

e  QOperational capability impact.

e Delivery schedule impact.

e People impact.

e Compliance impact.

e Reputation and customer impact.
e  Financial impact.

Effective consolidation of these impact values requires that different consequences and impacts are
mapped with respect to causal pathways and interdependencies. For example:

e |[fthe event described by the risk scenario were to occur, would all consequences and impacts
be ‘automatically’ realised to the same extent and within the same timeframe?

e Do some consequences and impacts have stronger correlations to other particular
consequences, compared to others? For example, if the primary health and safety
consequence occurs, will this also be accompanied by certain collateral levels of financial,
operational, delivery schedule impacts (as well as the direct impact occurring from the event,
e.g., damage caused to equipment — operational impact).

e |s there a greater ‘sensitivity’!?* towards certain types of impacts compared to others, such
that weightings could be applied to the values.

A factor that is often forgotten in consolidating multiple consequences (and impacts), is that each
consequence has its own likelihood (or probability in quantitative analysis), which the consolidation
needs to take account of.

Aggregating the values of different risks needs to consider similar issues to consolidation, requiring
consistent principles and rules to be applied on how the values of multiple different risks are to be
combined into an overall aggregated value. Whilst aggregation of similar risks can be complicated,
aggregation of different risk types can be exceptionally complex, and requires additional analytical
tools beyond simple risk analysis, to resolve.

123 1n many risk management approaches the terms ‘consequence’ and ‘impact’ are used synonymously, whilst
in other approaches the two terms may be used differently. Practices that have caused some confusion. We use
the term ‘consequence’ to describe the type of effect (e.g., a health and safety injury), and ‘impact’ to describe
the measurable specific effects that arise from that consequence (e.g., loss of limb with permanent disability
with Sx thousand dollar compensation, costs of regulatory penalties, costs of disruption to production, legal
defence costs, corrective action and rectification costs, etc.)

124 ‘sensitivity in this context is used to describe the fear of, aversion to, or psychological amplification of
perception of a certain type of risk. For example, a local community may have a higher sensitivity towards risk
involving a spill of hazardous chemicals compared to a risk associated with flooding, although the latter may be
result in far higher damage and would be more likely.
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Resolution

The concepts of consolidation and aggregation of consequence and risk are persistent major problems
in risk analysis, with many analyses relying on gut feel to establish an overall consequence or risk level.
The revision of the Standard needs to incorporate guidance on the concepts of consolidation and
aggregation, and on how this can be approached practically.
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The section on risk evaluation

ISO 31000:2018 correctly states that “the purpose of this evaluation is to support decisions” (our
emphasis). However, a significant number of risk practitioners assume or interpret this to mean to
make decisions only about risk treatments. Whereas the intent of the Standard is to inform strategic,
operational, and tactical decisions wherever appropriate in the organisation, and not just be limited
to traditional risk treatment decisions. The key benefit of undertaking risk management'? should be
to reduce the uncertainty in making decisions, not just attempting to reduce risk by modifying or

adding controls!?®,

Unfortunately, the dot point list in this section then rather ignores the earlier established broad remit
for “risk evaluation” and instead has reinforced the narrow treatment-centric focus for evaluation.

Issue: the Standard has no appetite for risk!

One of the outcomes from risk evaluation should be a decision on whether a risk is acceptable or not,
and then to address the implications of that decision. One of the criticisms, by multiple commentators,
of the Standard is that it omits any mention of the concept of ‘risk appetite’ or of ‘risk tolerance’'?,
although does use the word ‘acceptable’ twice in reference to risk (section 6.5.1).

Irrespective of its omission from the Standard, the use of “risk appetite’ statements has proliferated
across corporate, government, and not for profit sectors over the last decade or so. The adequacy of
the risk appetite concept has been challenged by an absence of a consistent definition for ‘risk
appetite’, confusion with ‘risk tolerance’, inconsistent practice, and application of inappropriate
performance targets, the absolutist setting of limits, and the disconnect between the presence of
multiple stakeholders and singular risk appetites (Martens and Rittenberg, 2020; Ramamoori and
Stover, 2018; Viscelli et al, 2017; Aven and Aven, 2015; Freund, 2015; Hillson and Murray, 2015;
Cantemir, 2014; Gifford, 2013; Petria et al, 2012; Quail, 2012; Power, 2009), whilst many of the risk
appetite definitions that do exist are either vague or inconsistent. All of which has contributed to a
continuing disagreement over the benefits of extrapolating the concept into areas for which ‘risk
appetite statements’ were not originally intended.

The use of risk appetite statements may make some sense and provide some benefit (Lee et al, 2022;
Gontarek and Bender, 2019), in some circumstances. In the finance sector, establishing risk appetite
appears to have been a far more exacting process than seen in organisations outside of the sector,
with the result that the formulation and meaningfulness of non-finance related risk appetite
statements have been questioned. This has resulted in a lot of these latter “appetite statements’
unnecessarily occupying Board and senior management time, with little proven additional value.
Although, it is possible that some conversations about risk appetite will have raised awareness about
risk in general and may have provided some appreciation about what is and is not acceptable risk.
Conversely, it is also likely that similar outcomes could have been achieved through discussions other
than about ‘risk appetite statements).

125 And the overriding purpose of risk management.

126 Which in many ‘risk treatment plans’ unfortunately involves addressing individual controls in isolation and
independently of each other.

127 The two very different concepts are often confused and the terms are frequently used interchangeably (Lope
de Paula, et al, 2021).
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It is a simple matter for anyone to access online and to review the risk appetite statements of a variety
of different organisations (especially in the public sector). It should not be surprising that many such
statements betray highly linear thinking, and ignore multiple other factors that are important in
deciding if a risk is acceptable or not. It is then interesting to speculate about the extent that such
‘motherhood’ risk appetite statements contribute to poor decision-making.

It is also worth noting that much of the ‘fad’ for risk appetite statements in non-financial organisations
ignores the science behind the concept of risk aversion (Rabin and Thaler, 2001; Pratt, 1964). Many
risk appetite statements seem to have been developed without any formal consideration of the
organisation’s ‘capacity’ for that particular type of risk or direct alignment with its strategic and
operational objectives (Manolescu, 2011; Alviniussen and Jankensgard, 2009).

There can be a great difference between establishing criteria which guide decisions about the
acceptability of risk (which is of great importance) and establishing a risk appetite statement, which
often becomes a vague rigid statement of historical preference (Jarvis, 2014), instead of looking at risk
acceptability as a balance of risk and return. However, we have seen organisations that regard ‘risk
appetite’ as a ‘black box’ gateway that replaces professional judgement, to the extent that discussions
about and prioritisation of key success factors (Fraser, 2014) are lost to the risk evaluation.

If not fully motherhood, many of these ‘risk appetite statements’ are commonly unaligned with a
whole range of other decisions that these organisations have to make about the acceptability of risk.
Indeed, we have seen in multiple organisations where ‘risk appetite statements’ are in direct conflict
with compliance requirements, organisational policies, risk criteria, or ignore risk acceptability limits
that are implicit in various organisational business rules and instruments.

Organisations have been making decisions about risk acceptability for many decades (just not calling
it ‘risk appetite’), implicit and explicit within the policies, processes and business rules that it operates
within!?®, Where these established acceptability limits can be extracted and summarised (or even
consolidated), then fine, let’s refer to them as ‘risk appetite criteria’. But let’s not get caught in the
hype and the trap of trying to invent a risk appetite statement out of thin air, without reference to the
range of implicit risk acceptability criteria that are already present in most organisations.
Unfortunately, too many organisations have taken something that has a specific purpose in the
finance sector (Govindarajan, 2011; Orros et al, 2011), and extrapolated it to purposes for which it
was never intended.

The use of the risk appetite concept has been criticised on both conceptual and methodological
grounds. Whilst the proliferation of risk appetite statements has arguably resulted in more simplistic
decision-making being undertaken, increasing bureaucracy and a slowness to respond to change
(Alviniussen and Jankensgard, 2019). In fact, there is little convincing published evidence that a ‘risk
appetite statement’ improves the outcomes of risk management for non-finance sector organisations.
In the absence of credible causal evidence, the value of investing precious time in crafting these
appetite statements remains doubtful.

128 For example: regulations, contracts, policies and procedures, delegation systems, business cases, process
threshold values, business objectives, budget allocations for controls, all of the other risk criteria, crisis
management triage system, business impact analyses, cost benefit analyses thresholds, decisions already made
by senior management and the Board, community expectations, duty of care obligations, expected risk-reward
trade-offs, investment guidelines, strategic and operating plans (e.g. objectives and performance indicators),
behavioural norms and expectations, etc.
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One of the major problems with the use of risk appetite statements that seems to garner little publicity
or coverage in the literature, is that ‘risk appetite statements’ are highly static limits, and fail to reflect
the dynamic nature of most organisations and their contexts. Neither does risk appetite (as commonly
used) deal adequately with how sensitivity to risk and perception of value can change over time. For
example, many organisations establish their ‘risk appetite statements’ at some point in the year,
which then remain in place until the next associated strategy review meeting, which if one is lucky
may be the same time the following year, but could be several years later. Consider the following
hypothetical case:

e The risk appetite statement is written and approved in December to January.

e Over the previous 6 months the relationship with the key customer Acme has generated 80%
of revenue. The assessed ‘significant’ risk of diversifying into new products and markets was
judged to be above the organisation’s risk appetite.

e In May, Acme decides to source alternate suppliers, with a predicted 50% drop in purchases
from our organisation.

e Although the risk profile for diversification remains unchanged, the importance of such a
strategy has increased due to the foreshadowed loss of future revenue. The risk-value balance
has changed, and what was a previously unacceptable diversification-related risk is now much
more acceptable. However, the static risk appetite statement no longer reflects the actual
acceptability of risk.

In such a scenario, would we find it acceptable to be continuously rewriting risk appetite statements
(which would be impractical on time and cost grounds alone), or would it be more effective to be able
to adjust acceptability based on the risk criteria used to assess the risk?

Establishing acceptability criteria

Itis important to have a consistent means of determining whether arisk is acceptable or unacceptable.
For certain ‘simple’ risks this could be achieved by establishing acceptability based upon a threshold
limit of risk (the philosophy behind many ‘risk appetite statements’). However, there are many risks
that are complex and require more than just a proximity to an arbitrary set risk rating limit. In such
cases the decision-maker needs to consider more factors than just a quantitative or qualitative risk
rating. The nature of the changing context, changing importance of objectives, the nature of remaining
uncertainty, etc. may be as or more important influences (compared to the risk rating) in making a
decision.

Every day we have to make decisions about the acceptability of risk, and our acceptability for that risk
may change each and every time we make a decision, even if it as simple as the risks associated with
crossing the road. If our perceived value from the crossing the road is sufficiently high, then we will
cross the road even if the risk is well above our normal safety threshold. People make such judgements
every time they think about crossing the road where they are, rather than walking a short distance
further to a pedestrian crossing.

It is our view that the Standard’s silence on the concepts of ‘risk appetite’ and ‘risk tolerance’, is
probably appropriate. Since there is no agreement on what these terms mean, on how they can be
established, or on the value that using such terms actually realises (Marshall, et al: 2018; Chapelle,
2016; Tophoff, 2014), then the use of the concept of ‘risk acceptability’ is far clearer, easier to define,
and makes far more sense.
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Resolution

Given that a key outcome of effective risk management is better informed sensemaking and decision-
making, the Standard largely ignores how such understanding improves decision-making. This is an
obvious area for the inclusion of a separate section in the revised Standard on ‘decisions’.

In this respect, ISO 31000 really cannot afford to remain silent on making decisions about risk
acceptability.

However, in order to limit any further contribution to the confusion and some pretty poor practices,
the Standard should continue to avoid any content that attempts to explain ‘risk appetite’ and ‘risk
tolerance’. Instead, the revision needs to provide more informed guidance on criteria relating to the
acceptability of risk, and in doing so it should suffice to simply state that there are no universally
accepted approaches to defining ‘risk appetite’ and ‘risk tolerance’, and that these are just different
perspectives on the acceptability of risk.
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The section on risk treatment

Issue: another problem with iteration?

Section 6.5.1 promotes the use of a traditional linear process again, this time for undertaking risk
treatment, by seeking to have the process ‘iterative’ (which means complete all of the steps in
sequence, then repeat the process, again and again and again...). Whilst this can be an appropriate
methodology for addressing simple linear risk with simple mechanistic treatments, it will be
increasingly problematic as complexity in risk and complexity in the required solution increases. For
risk treatment to be effective, it should consider:

e Alignment with and use of an organisation’s existing project management methodologies
and systems, where these are effective themselves (think about how many treatments will
be designed and implemented in different parts of the organization, will these not involve
the use of the organisation’s project management processes?). Adopting such approaches
can be especially beneficial in those organisations that have moved to more agile and
adaptive project management methodologies.

e A decision-making framework to ensure that options analysis (refer to section 6.5.2 of the
Standard) is robust and evidence based. In some complex situations, decisions about
treatment options may require additional comparative risk assessments to be conducted for
each of the individual options'? (or suites of connected options), and incorporated into the
cost-benefit analysis. For the selection of options to address complex problems, detailed
gquantitative modelling may be required, which may need to consider:

o the level of risk modification achieved;

o feasibility of design, development, implementation and on-going maintenance;

o user and other stakeholder acceptance;

o full life-time costs (including procurement, set up, roll out, training, approvals and
permits, monitoring, maintenance, decommissioning, and disposal);

collateral exposures, risks, and costs created;

o collateral impairment or enhancement of other controls;
o additional performance benefits or degradation, life span and depreciation, etc.

e Design of the risk treatment requires an effective design process, and needs to be focussed
on the user needs and utility. This will often benefit from a human-centric process (such as
design thinking and human centred design*°). Good design is often recursive, reflexive and
reflective (rather than iterative) and involves testing designs with users, modelling,
pretotyping®3!, and protoyping*? conducted before implementation.

o

129 Remember that one of the outcomes of risk management is to reduce the uncertainty about each of the
different options so that more informed decisions can be made.

130 Refer to earlier discussions in this Whitepaper.

131 pretotype: A rapid experiment that aims to test ideas quickly, simply, and at low cost, gathering data in order
to validate ideas before building a prototype. Often run in a series, building on the learnings from each previous
pretotype experiment to test each element of the proposed product. A prototype asks the question: CAN we build
it? By comparison, a pretotype asks: SHOULD we build it?

132 prototype: A first or preliminary version of something from which other variations are developed.
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Issue: a muddled collection of options?

Section 6.5.2 provides a list of risk treatment options which are a little muddled, overlapping, and not
always sufficiently clear. Treatment options can be more simply categorised by the following schema:

i)

i)

Treatments that modify the likelihood of a ‘risk’, including:
e reducing likelihood:
= avoiding the risk (risk sources). For example, by not undertaking an activity that
creates an exposure to the risk source, then the likelihood is reduced to zero,
= removing or eliminating the risk source. For example, by, isolating a computer
system from external networks, the threat of external hacking is removed,
reducing the likelihood to zero. (Although, there will still be physical intrusion-
related risk or a trusted insider-related risk),
= diversifying operations, so that if one area of operation could be adversely
affected by a situation, other areas are less likely to significantly affected;
= other reductions in likelihood, such as controls that reduce the frequency of
disruptive events, reduce the number of interactions with hazards and threats
through other control improvements, etc.

e increasing likelihood:
= creating or increasing the exposure to potentially beneficial situations. For
example: bidding for more tenders (but in pursuing opportunity there may also
be negative consequences such as increased direct costs, increased opportunity
costs and other opportunities lost, distraction and loss of focus, etc.).

Treatments that modify the consequences:

= directly reducing the harm, for example crisis management response,
contingency measures, expenditure limits, loss control strategies such as stop-
loss asset sell off points), etc.;

= distributing or slowing down the harm, for example delaying processing of orders,
managing cash flow (for example by short-term increase of discounted sales,
extending payment periods, etc), relocation of operations, hedging strategies,
etc.;

= sharing the risk, for example offsetting part of the financial exposure through
insurance, contracts, derivatives, other special financial instruments, etc.

Treatments that retain or maintain the level of risk, for example retention strategies, accepting
the risk but putting in place heightened surveillance, etc.

It should be noted that some treatment strategies affect the likelihood of the circumstances (risk
sources) arising, some affect the interaction between the circumstances and the organisation, some
affect the likelihood of the organisation being able to respond sufficiently, and some affect the
likelihood of the consequences occurring.

Resolution

The Standard’s consideration of risk treatment is overly simplistic and narrow, and is focused only on
“risk-informed” strategies that provide traditional mitigation or exploitation options. The Standard
completely ignores equally important treatment types such as “cautionary/precautionary” strategies
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(robustness, resilience, containment, and research to improve knowledge), and “discursive strategies”
(people involvement and awareness, confidence building and trustworthiness, further uncertainty
reduction and clarification, increased accountability, etc.) (Hardy and Maguire, 2016; Aven 2015;
2014, Klinke and Renn, 2011; 2002; Renn, 2008; Aven, 2006; Renn et al, 2004) which need to be added
to the above dot point list in the revised Standard.

The treatment section in the Standard also suggests that treatments need to be monitored for
“unintended consequences” and the introduction of new risks (both of which are really the same
issue). However, as noted above, it is as important that the prospect for treatment creating ‘additional
risk’ is a consideration that occurs in the option analysis and the design analysis, and is not just left
until after the treatments are implemented.

Issue: do we always need risk treatment plans?

Many ISO standards in the risk, security, and resilience spaces have a preoccupation with developing
planning approaches that are separate from the rest of the organisation’s activities. A focus on
planning can also descend into a bureaucratic exercise, where plans are slavishly followed irrespective
of how the context and organisational priorities change. For some simple treatments, traditional
planning may suffice, whilst other types of treatment may require more sophisticated strategic or
agile approaches (Seet, 2020; ASSNServices, 2018; Ahimnisibwe, 2017; Recklies, 2015; Rodrigues and
Bowers, 1995). This becomes an especially significant issue when dealing with dynamic environments
that require innovative and adaptative solutions.

The Standard seems to be obsessed with writing “treatment plans”, as though the only allowable
product of risk management is a specific separate document titled: “The Treatment Plan”*33. Such an
emphasis is in direct conflict with other parts of the Standard, especially the founding principle of
“integration”. How is encouraging separate treatment plans supposed to be ‘integrated’ into the rest
of the organisation?

Resolution

Section 6.5 of the Standard should abandon the primary focus on ‘treatment planning’ (except where
a standalone document may be justified) and instead be more focused on developing ‘treatment
strategies’ or ‘treatment solutions’. Activities that can then be more easily incorporated into the
relevant organisational strategies and approaches, for example into existing or intended change
management, business re-engineering, organisational improvement, new investments, mergers and
acquisitions, and other projects and programs. Thus, allowing risk management to become properly
integrated, or better still, embodied into the wider organisation.

Even if specific ‘treatment planning’ is deemed necessary, the Standard’s approach is a very old
fashioned view of what planning treatments should comprise, as well some major considerations that
have been omitted:

133 We occasionally come across auditors (usually from the big accounting firms) that make adverse findings
because risk treatments were not recorded in a standalone document called a ‘risk treatment plan’. Despite that
risk treatment strategies were incorporated into (‘integrated’!) into other documented activities of the
organisation, and were being delivered as part of a larger managed changed project or program. This is one of
the reasons why this separate treatment plan emphasis in the Standard has to change.
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The very start of planning treatment solutions should be to define the objectives for the
treatment, if this is not understood at the start then the outcome will be highly uncertain.
For a risk management Standard, it is very surprising that ISO 31000 does not mention the
importance of understanding and addressing risk associated with the planning activities
themselves, including designing and implementing risk treatments!

There is no mention of aligning with current project planning and project governance
frameworks that exist within the organisation.

There is no consideration of shortening project development and implementation phases, or
of regular end user review and acceptance as the project progress.

There is no consideration of the use of rational expectancy prioritisation, such as using
MoSCoW?** planning throughout the treatment process.

There is no consideration of the need for a methodology (and criteria) for evaluating the
implementation of treatment effectiveness and efficiency, including post-project
implementation reviews and benefits realisation evaluation. Note that evaluation is also often
closely associated with monitoring.

134 What Must be done, What Should be done, What Could be done (if additional time and resources become
available) or need to be postponed to the next iteration, what Won’t be done during this iteration (Miranda,

2022).
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The section on monitoring

In section 6.6, the Standard again misunderstands the overall purpose of monitoring and review,
stating that it is to: “assure and improve the quality and effectiveness of process design,
implementation and outcomes”. Yes, this is partly true, one of the purposes is to monitor the conduct
of the various risk management processes, but this heavy procedural focus is only a small element of
monitor and review. Equally, perhaps even more importantly, monitoring should be undertaken to
provide early warnings and insight into changes within the external and internal contexts, that may
indicate the development of situations upon which the organisation (or stakeholders) must act. It is
also important in ensuring that risk information remains current and relevant for decision-making, and
that treatments are actually being put in place in a way that will achieve the required modification of
risk, in the most effective and efficient manner.

Resolution

If risk management is truly embodied (or even “integrated’) then monitoring should not be an isolated
activity just occurring as part of the risk management process. High performing organisations have a
range of monitoring, situational awareness, sensemaking and foresighting arrangements, and ‘risk
management monitoring’ should be firmly incorporated into these other approaches (Gonzalez, 2022;
McNamara, 2022; Vuorinen, 2022; WHO, 2022; OECD, 2015; Reynolds and Sutherland, 2013; Bezold,
2010; Popper, 2008; Ruff, 2006).

The section also misses the natural linkages to the organisation’s mechanisms for lessons learned and
for driving improvement.
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The section on recording and reporting

Section 6.7 of the Standard is correct in emphasising the need for documenting and reporting,
although in keeping with the rest of ISO 31000, the section is rather vague and lacks detailed guidance.
Placing this section at the very end of the Standard, and its position within Figure 4 of the Standard
reinforces the perception that this is the final stage of a linear process. Recording and reporting is not
an end of risk management process activity, but should be occurring throughout the entire process
and be embedded diagrammatically into each and every other ‘box’ in Figure 4 of the Standard. It
would indeed be a strange process if some form of record (even if on a whiteboard during a risk
workshop) was not made of the various outputs of risk assessment, evaluation, and treatment.

There is empirical evidence from many organisations’ risk management processes, that the Standard’s
Figure 4 is reproduced without alteration and that reporting is slavishly conducted only at the end of
the process. This was not the intention of the original approach upon which ISO 31000 was based®®*.

Whilst reporting information should be occurring throughout the risk management process, reporting
is also a key activity that would be a channel for communication and consultation. Again, this is not a
relationship shown within the Standard

Given the previous comments, to a large extent we do agree with the list of dot pointed aims for
recording and reporting presented in this section, although it should be noted that these aims are all
associated with communication and consultation.

Resolution

The revision of ISO 31000 needs to address the current deficiencies in the section on reporting and
recording, including:

e Aclose alignment and integration with ‘monitoring and review’.

e Demonstrating interdependencies across the whole risk management process.

e Qutlining the key concepts of recording and reporting, the types of data and information
available, and how these can be used.

e An explanation of the key activities involved in recording and reporting, including:

o developing objectives for reporting and recording;

o scoping and planning recording and reporting activities;

o developing activity planning for data & information identification, gathering, collation,
validation, cleansing, alignment, coherency, reporting and presentation formats,
audience requirements, frequency of reporting, distribution channels, privacy and
confidentiality management, etc.

The current approach, having ‘recording and reporting’ as a separate section from ‘monitoring’ should
also be reviewed, and consideration be given to developing them into a single more comprehensive
section.

135 The joint Australian and New Zealand Standard AS/NZS 4360:1995; 1999; 2004.
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The other bits that are missing

As well as errors, misstatements, vagueness, and incompleteness prevalent within the text and
diagrams of ISO 31000:2018, throughout the Standard, there are also has a number of omissions
relating directly to what are substantial concepts in the management of risk.

Issue: what about the decision-maker?

The Standard mentions decision-making 18 times, each time referring to decisions, decision-making,
and decision-makers as some nebulous thing happening somewhere (non-specific). The Standard fails
to build the relationships between ‘risk management’ and vital concepts such as ‘situational
awareness’ (never mentioned), ‘sensemaking’ (never mentioned), and decision-making (vaguely
referred to).

At its simplest decision making will involve:

e Decisions about ‘risk’.

e Decisions affected by ‘risk’.
e Decisions informed by ‘risk’.
e Decisions that ignore ‘risk’.

In addition to the formal outputs of risk management that inform decision-making, even with the best
available quantitative results, a decision maker will interpret risk-related results through filters based
on their own independent situational awareness and understanding of risk (Aven, 2016b). Accordingly,
risk management cannot be a ‘black box’ which spits out a risk rating with the expectation that
decisions will be made solely relying on that value ( a practice encompassed by some proponents of
‘risk-based’ decision making’). How decision-makers undertake their own independent separate
assessment of risk (risk-informed decision making) is critically important, but is not addressed by I1SO
31000.

Resolution
How decision-making and risk relate to each other needs to be explored in the next revision of the
Standard. However, care needs to be taken to avoid the trap that some publications make, that risk

management and decision-making are almost identical process. There is a whole science about
decision-making and decision theory, that goes way beyond the field of risk management.
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Issue: a perception of badness

ISO 31000’s predecessor, AS/NZS 4360, was one of the earliest publications that challenged the
popular understanding of ‘risk’ as something ‘bad’ that could happen?®®, and instead introduced the
concept that risk could also be accompanied by beneficial characteristics. Although 1SO 31000 has
continued the stance of ‘neutrality’ (that risk is associated with both positive and negative effects),
the vast majority of practical applications of the Standard are overwhelmingly focused on ‘negative
risk’, and struggle with including ‘positive risk’ in a meaningful way.

We chose deliberately to include the terms ‘positive risk’ and ‘negative risk’ above, firstly because
they are very commonly used, and secondly because they are absolute nonsense, if one is to be
consistent with the ethos of ISO 31000. Risk (as defined by the Standard) has no conceptualisation of
either ‘positive risk’ or ‘negative risk’. Risk is just... well risk, and a specific risk can be associated with
a variety of consequences, some of which may be harmful and some that may be beneficial. Even to
the extent that, for some individual risks, the consequences may be overwhelming harmful for one
particular organisation, but for another organisation may have more equal trade-offs between harm
and benefits.

This duality of risk-associated consequences can be problematic in risk assessment where only harmful
consequences are considered, and where there may be ‘hidden’ beneficial consequences that could
offset (at least partially) the value of negative consequences. Also, as we have discussed previously in
this Whitepaper, ‘opportunity’ is neither the opposite of risk (or opposite of threat), or another word
for a ‘positive risk’. In fact, even speaking about ‘risk and opportunity’ together in this way displays a
lack of understanding of the definition of risk as used in ISO 31000.

Resolution

It is apparent from the frequency with which practitioners and others talk about ‘negative risk’ and
‘positive risk’, and refer to opportunity as an ‘opposite’ of threat and risk, that the Standard has not
provided sufficient guidance about the nature of risk. The revision of the Standard has to clearly
establish that:

e There is neither positive or negative risk, this is a label of convenience used by some
consultants, practitioners, and other stakeholders.

e Any risk could have both potential negative and positive effects (costs/losses and benefits),
and how we view each risk should depend upon on how we each balance the likelihood and
extent of success and failure.

e That an opportunity is a set of circumstances which we could use to achieve certain desirable
future outcomes, and that in pursuing this ‘opportunity’ there is uncertainty about what
benefit and harm may actually occur.

136 An understanding that has persisted in the English speaking world since the mid-17™ century.
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Issue lack of consideration of risk governance

ISO 31000:2018 provides a very shallow consideration of the broader concept of governance,
especially with regards to its interrelationships with risk management.

Similarly, the concept of ‘risk governance’ is not addressed by the Standard. Although there are a
range of views about risk governance, the concept is well established in the literature’®” (Andersen et
al, 2014; Corporate Governance Council, 2012; Wu and Saunders, 2011). In this respect, risk
governance is regarded as one of the principal governance domains (aspects of corporate governance
that receive a dedicated focus'3®) along with other domains such as sustainability, strategic alignment,
assurance, human capital management, data and information, etc.

‘Risk governance’ is regarded as being part of the accountability of the ‘governing body’ (e.g., the
Board), with ‘risk management’ (as a sub-component of risk governance) being the responsibility of
the management.

Resolution

The structure, architecture, and composition of ‘risk governance’ would incorporate a revised concept
of ‘risk framework’ (not achieved by the current Standard). Where ‘risk management’ comprises the
process element of a much wider concept of risk governance and corporate governance, rather than
the other way around. Such a revision would allow for the mobilisation of risk governance to be a
major influence on the design and execution of the internal controls and other arrangements for
understanding and managing risk within the established context.

Issue: is there a problem with maturity?

A number of commentators have raised the need for a future revision of the Standard to include some
discussion of risk maturity and maturity frameworks. However, great caution is required for a Standard
to include guidance about maturity models. Maturity models are used in a wide variety of different
domains, and numerous organisations report their beliefs about their value. However, the evidence
in support of the many different models is sparse. The use of risk maturity models in improving the
effectiveness of risk management is even more dependent upon belief than evidential fact.

One of the key problems associated with risk management maturity models is that they are largely
focussed on progressing towards an increasing range of different ‘inputs’ that are increasingly more
involved and complex activities. This thinking promotes a maturity model that is focused more on
‘doing stuff’13° (input-focussed) that ‘achieving stuff’ (output and outcome-focussed).

A more ‘mature’ organisation should be one which is achieving more success in managing risk and
making better decisions about uncertainty (and risk).

137 Directing and controlling through the system of policies, rules, standards, codes, and practices.
138 For example, Wu and Saunders, 2011.
139 And may not even the most appropriate activities for the particular strategic or operating contexts.
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Resolution

Including maturity models or frameworks into the Standard could be dangerous territory given the
current lack of robust evidence for their use in risk management.

However, the revised Standard could provide guidance on the characteristics of effective and efficient
risk management, and from which readers of the Standard could build their own outcome-based
maturity models, should they wish to do so.

Issue: confused about where the framework ends and the process begins?

Other important aspects of the risk management framework that are only superficially considered in
the Standard are:

e How does the framework interlink with other organisational systems and frameworks?

e What are meaningful measures of the effectiveness of the risk management framework?

e Under what circumstances should the framework be substituted for a different (even
temporary) approach?

e |n practical terms how the framework and risk management process actually interrelate?

It should also be noted that many of the components of the ‘risk management process’ should also be
core components of the framework, such as communication and consultation, monitoring and review,
recording and reporting, etc. There is still much confusion about how the risk framework and risk
process work together in practice. The ‘risk management framework’, as a distinct entity, is a relatively
new concept for the risk management approach.

The original standards (AS/NZS 4360: 1995, 1999, 2004) incorporated much of what we would now
regard as ‘framework’ within the risk management process itself, and within the concept of the ‘risk
program’. When ISO 31000 introduced its framework section, the original ‘framework’ elements were
also left intact within the risk management process. Resulting in some of the redundancies and
confusion that we see today.

Resolution

There is a possibility to re-think what risk management means and what it could look like from both
the framework and process perspectives. This leads us to an interesting proposition, could the risk
management approach be fully reimagined to allow performance evaluation to occur within a broader
risk framework and program (Figure 11). Leaving the process to focus on analysis and evaluation of
risk and the generation of insight. Such an approach could then strengthen the framework as the
driving force for risk management.
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Figure 11: Risk management a reimagining**°

Issue: data analytics, at least mention it

There have been a number of substantial developments since the publication of the Standard in 2018,

including in the field of data analytics.

Resolution

As this field of interest increases in its application and importance, the next version of the Standard
needs to include at least an overview of the role that data analytics is now playing in risk management

(Nguyen et al, 2021; Ruia, 2021; Araz et al, 2020; Ivanov, 2019).

149N ote that this is only illustrative, it is not meant to be comprehensive or provide a structural recommendation.
It is merely a thought piece to spark conversation about reimaging the components of risk management.
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Issue: what has happened to the concept of a risk management program?

The original risk management Standard (AS/NZS 4360: 1995'*!) provided an informative Appendix on
establishing a risk management program, the concept of which is not considered in ISO 31000:2018.
This should not be confused with a risk management framework, which ostensibly comprises the
organisation’s elements concerned with managing risk. A risk management program is much more
expansive than a framework. A risk management program concerns the ways in which risk is
addressed both strategically and operationally, whilst the framework comprises the artefacts by which
the program is achieved.

Resolution

The revision of the Standard should consider providing guidance on the concept of a risk management
programs and how a framework helps deliver that program.

141 Standards Australia (1995).
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In conclusion

There are significant numbers of practitioners that treat ISO 31000 as akin to ‘holy writ’, and in their
belief they unthinkingly apply what is written within the Standard as ‘gospel’. However, because much
of the Standard is couched in terms of generalities and provides mostly only platitudinous guidance,
the reader is left to make assumptions in order to interpret and apply the Standard. These
assumptions are rarely consciously surfaced or acknowledged by practitioners, and are even more
rarely challenged. We have lost count of the number of times that a practitioner (or auditor) has
justified some concept or activity, by claiming “it is what the Standard says”, with the claim then
unable to be substantiated.

The near zealotry of some for only using the Standard ‘as written’ is only further reinforced by some
senior management and Boards’ mistaken insistence for ‘conformance’ with the Standard, and some
audit firms’ (and certification consultants’) desire for ‘compliance’ with the Standard.

There is no arguing that thousands of practitioners across the world find ISO 31000:2018 to be useful.
Itis:

e Simple, so is easy to understand.

e Generic, so can be relevant to any organisation.

e Shortin length, so the concepts can be quickly picked up and are easy to remember.

e Principles based, so does not get bogged down in complex analytics, or onerous management
system standard’s requirements.

This is probably why this Standard is the most successful and arguably the best Standard associated
with risk management.

However, it is also arguably a poor standard because it is:

e Simplistic, so it lacks sufficient guidance, encourages misassumptions and misinterpretations,
and does nothing to correct bad practices.

e Generic, so provides little beyond vague concepts, again requiring assumptions to made, and
lacks enough detail to provide effective understanding,

e Short in length, so that the absolute desire of the responsible ISO committee to produce the
shortest document possible, means a substantial amount of essential information has to be
left out, thus further forcing the Standard to be overly simplistic.

e Principles based: conveying the assumption that the listed principles are the key principles on
which risk management has to be based, although they most probably are not.

It is a common perception amongst many that all one has to do is read the fifteen key pages of the
Standard, and then one can practice risk management. There quickly comes a realisation for these
individuals, that there is far more to risk management than is contained within the Standard, and so
they often seek training courses (and maybe also certification). However, many of these training
courses are developed and run by individuals that have little understanding beyond what is contained
within the Standard itself!*2. Even then, because of the vagueness of much of the Standard, these

142 One of the authors of this Whitepaper has been previously asked to deliver already prepared training courses
for a well-known and respected training organisation. To actually deliver the courses, up to 90% of the course
content had to be replaced because the information was either out of date or incorrect.
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course developers are adding in their own assumptions, are misinterpreting and misunderstanding
the content of the Standard, and are failing to understand many key aspects of uncertainty and risk.

Subsequent to the publication of the latest version of the Standard by ISO in 2018, there was an
intense debate amongst Australian and New Zealand experts as to whether ISO 31000:2018 should be
adopted as a joint national standard. Many of the problems with ISO 31000 had been previously
identified and communicated to the responsible ISO technical committee. However, it appears that
Australia and New Zealand could not put forward a strong enough case, as many of the improvement
recommendations were not included in the new version of the Standard. Because of these remaining
problems, there were serious discussions about resurrecting and revising AS/NZ 4360 as the new
Australian Standard for risk management. One counter argument held sway, that multinationals, and
those organisations trading or working overseas did not want to have to deal with two different types
of risk management Standard, especially if there were conceptual differences or conflicts between the
two. Accordingly, the Standard was adopted as AS/NZS ISO 31000:2018. However, there was a proviso,
that the issues with the Standard would be dealt with in a revision of the risk management handbook,
HB 436. Work stared on a high level guide for Boards and senior executives and was published as a
part 1 handbook. Then COVID-19 struck, the focus shifted to publishing the interim Standard on
managing disruption-related risk (AS/NZS 5050(int):2020, following which the risk management
committee (OB007) went into a de facto hibernation for much of the pandemic.

The authors’ position is that ISO 31000:2018 is still (despite its many issues), probably still the best
Standard out there. However, its issues are so manifest, that the Standard has to change dramatically
if it is to remain relevant and useful. There are some that would argue that many of the issues we have
raised in this Whitepaper should not be addressed in the body of the Standard itself, but in additional
guidance material. We agree that I1ISO 31000 should focus largely on the ‘what’ aspect of risk
management, and the highly detailed practical ‘how’ can be published separately. However, ISO
31000:2018 currently fails to fulfil its prime objectives. Whilst some of the matters that we have raised
could indeed be more fully explored in other ISO publications, ISO 31000 has to be able to stand on
its own in providing sufficient evidence based guidance.

The current Standard provides an acceptable foundation upon which a far better Standard can be
built. However, this requires not just a ‘revision’, but a complete reform from the ground up. Over the
last few years, we have been canvassing this idea and have received a somewhat mixed bag of
responses. Overall, the idea of such a reform has been welcomed by the majority of practitioners that
we have spoken with. They are aware of some (if not all) of the problems with ISO 31000:2018, and
want to see them fixed. Then there are those practitioners that are relatively new to risk management,
that are frustrated by the vagueness of ISO 31000, and do not find other ISO publications such as the
“Practical Guide” published in 2021, or “ISO/IEC 31010: 2019 Risk management techniques”, to be
particularly useful**. These content and lack of guidance problems with ISO 31000 and associated
Standards is perhaps why there is a plethora of books, journals and magazine articles, blogs, online
videos, and training courses trying to explain what the Standard means and how to apply it. As with
many practitioners, the developers of these additional guidance materials have had to make a range
of assumptions about the Standard, and so we have even less consistency, and more myths and
misunderstanding populating the risk management domain.

143 1n informal surveys conducted at training courses, conferences, webinars, and with clients, over 90% (of over
500 individuals) have either never heard of ISO/IEC 31010, or have made no attempt to use the Standard. One
of the authors of this Whitepaper recently recommended I1SO 31010 to a practitioner. They came back to the
author, saying “I bought a copy, but it’s really just a list of techniques, | want actual guidance on how these can
be used in risk assessment”
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On the other side, our stance on the reform of ISO 31000 has met some resistance, particularly from
some practitioners, consultants, and software developers (not from all, some do recognise and agree
with the need for reform). These individuals are concerned that any major change to 1ISO 31000 will
invalidate what they have spent a lot of time, energy, and money establishing to sell to their
customers. This will be one the challenges that any reform of ISO 31000 has to achieve, to bring to life
a new Standard that does not immediately disenfranchise all of those that have made significant
investment into risk management over many years. We all should not have to throw out what we
already have in place, once a new 31000 is published. Instead, the new Standard should guide
improvement to existing approaches and help to mature risk management knowledge and practice.

The ‘bones’ of ISO 31000:2018 are good enough to build upon and achieve this.
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A final commentary

There are a number of myths about the development of ISO standards such as ISO 31000:

e AnISO Standard is international best practice. No, it is not. Many ISO Standards are written to
be accessible and used in a wide range of countries with different levels of development, and
in the case of I1ISO 31000 different levels of experience, knowledge and maturity in risk
management. ISO 31000 is a basic level guideline. Many organisations and ‘risk practitioners’
that consider using the Standard are already well in advance of its guidance.

e The content of the Standard is based upon the latest knowledge. Some of it might be, but more
often than not, the Standard includes content that has been circulating in the risk
management domain for many years, and accordingly can be out of date. Many ISO Standards
have differing levels of ‘legitimacy’ in their content, for example 1SO 31000:2018 has a high
content of conjecture, a moderate amount of content derived from individual experience, and
a small amount of content that is supported by rigorous peer reviewed evidence.

e The Standard is based upon solid evidence provided by international experts. Although the
membership of the relevant technical committees are called ‘experts’ they may be a very
mixed bag. Whilst there may be some internationally acknowledged world leading experts
involved, many are not, and are just dedicated individuals that want to contribute. A number
of ‘experts’ are also self-appointed (through the mechanisms of their local standards bodies)
rather than having to demonstrate their credentials. There will also be members that are not
subject matter experts (e.g., experts in risk management) but are instead standardisation
professionals (appointed because of their knowledge of the standards development
processes).

e The standard process of having so many different experts involved, and a commenting period
guarantees a high quality peer review process. Not necessarily, a small group of interested
committee members will nominate themselves to be a member of a working group to develop
a new Standard. Given that there could be 40 plus countries eligible to be involved on a
working group, there are often only a small handful that actually do any development work.
When the drafts are finally ready to be reviewed, the working group decides how to deal with
any comments from member countries, and valid comments may be disregarded during the
review. Decisions are made on a consensus basis, which involves the overall result of the
balloting of individual experts or member country’s Standardisation body (including those that
may not have relevant expertise, or in some cases may not have even properly reviewed the
document having the same voting rights as those that are deeply involved and deeply
knowledgeable.

All of this means that there is a high variability in the quality of ISO Standards, and Australian mirror
committees have on several occasions voted to not accept an ISO Standard for adoption into Australia.
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