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Our Asset Management Approach and Learning's from 

our ISO 55001 Journey:

• HOW: What is ‘S.E.C.U.R.E.D’ (a high level snapshot) 

HOW 55001- was used to help us build our practice

• WHY: Our ISO55001 Journey (some of the details)

WHY 55001- it helps us enhance our practice 

• WHAT: What we did to solve the problems we faced     

(a retrospective view)

WHAT WE LEARNT- the continuous improvement and 

asset optimisation we seek
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SUMMARY PROFILE:

 An asset manager and management consultant with 18-years’ experience; 

 Knowledge and skills across the diverse professional fields of environmental management, engineering, 

infrastructure management and scientific analysis; 

 Demonstrated capability in driving business improvements and innovation; 

 Proven ability to manage multidisciplinary teams and stakeholders across the various stages of design, 

build, maintain and operational projects; and 

 Enjoys a true passion for system development and change initiatives.

QUALIFICATIONS: 

 BA (Honours): Public Policy/ Economics 

 MPA (Honours & Distinction): Public Business Administration/ Economics

 Institute of Quality Asset Management (IQ-AM): Graduate Certificate in Asset Management (10160NAT) 

[and] Graduate Diploma of Asset Management (10161NAT) 

 Australian Graduate School of Management (AGSM): Senior Leadership Development Programme 

 Mt Eliza Business School: People Management & Leadership [and] Mentoring & Coaching

 Strategic Planning, 

 Asset Management (Tactical & Operational), 

 Management Systems (Asset & Environmental),  

 Levels of Service (Planning & Modelling), 

 Risk, Life-Cycle & Financial Management,  

 Business Improvements & Innovation.  

Asset Optimisation Manager

KEY COMPETENCIES:
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Why did the economist 

cross the road?
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How we built our 

practice

The ‘S.E.C.U.R.E.D’ model & 

ISO 55001

1
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Our Asset Management Approach and Learning's from 

our ISO 55001 Journey:

• HOW: What is ‘S.E.C.U.R.E.D’ (a high level snapshot) 

HOW 55001- was used to help us build our practice

• WHY: Our ISO55001 Journey (some of the details)

WHY 55001- it helps us enhance our practice 

• WHAT: What we did to solve the problems we faced     

(a retrospective view)

WHAT WE LEARNT- the continuous improvement and 

asset optimisation we seek
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ISO 55001 Two-Tier Approach:                        

Total Enterprise Management

1.1
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Manage the 

Organisation

Asset 

Management

Asset 

Management 

System

Asset 

Portfolio

Assets that are within the 

scope of the asset 

management system

Set of interrelated 

interacting elements to 

establish asset 

management policy, asset 

management objectives and 

processes to achieve those 

objectives

Coordinated activity of an 

organisation to realise 

value from assets

Figure 1 – Relationship between key terms

ISO 55000: 2014

ISO55001:2014 & The Total Enterprise 
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scope of the asset 

management system
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interacting elements to 

establish asset 

management policy, asset 

management objectives and 

processes to achieve those 
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Coordinated activity of an 

organisation to realise 

value from assets

Figure 1 – Relationship between key terms

ISO 55000: 2014

Balance Cost & 

Investment against 

Risk in order to 

achieve optimal asset 

performance whilst 

ensuring that we                           

realise opportunity 

and benefit.

ISO55001:2014 & The Total Enterprise 
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Strategy

Period
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Management 
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ISO55001:2014 & The Total Enterprise 
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ISO55001:2014 & The Total Enterprise 
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ISO55001:2014 & The Total Enterprise 

Manage the 

Organisation

Asset Management

Asset Management 

System

Asset 

Portfolio

Balance Cost & Investment against Risk in order 

to achieve optimal asset performance whilst 

ensuring that we realise opportunity and benefit.

• Policy – Review & Test

• Objectives Map – Review, Test & Track

• Management Review – Annual Review & Test

• Environmental Scan – Annual Review & Test

• Management Review – Monthly Track 

• Continuous Improvement Process (CIP)

Value & 

Benefit 

Test

GAP 

Evaluation & 

Objectives 

Alignment

Leadership & 

Assurance 

Processes

Monitor, 

Report & 

Continuous 

Improvement

Balance Cost & Investment against Risk in order 

to achieve optimal asset performance whilst 

ensuring that we realise opportunity and benefit.

• Performance – Review, Test & Track

• LCM Capability– Review, Test & Track

• Resources & Competence – Review & Test

• Register of Requirements –Review, Test & Track

• Management Review – Monthly Track 

• Continuous Improvement Process (CIP)
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ISO 55001 Two-Tier Approach:                        

Strategic Alignment

1.2
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Organisational Plans & 

Organisational Objectives

Strategic Asset Management 

Plan (SAMP) & 

Organisational Objectives

Asset Management 

Plans (AMP) 
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Asset Management 
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Asset 

Portfolio 

Performance Evaluation and Improvements 

Asset 

Management 

Policy

Plans to Develop 

Asset Management System 

& Provide Required Support

Asset Management System 

& Relevant Supporting 

Operational Elements 

Stakeholders & 
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ISO55001:2014 & Integrated Alignment

Figure B.1

Relationship 

between key 

elements of an 

Asset Management 

System

ISO5500:2014

Annex B
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Organisational Plans & 

Organisational Objectives

Strategic Asset Management 

Plan (SAMP) & 

Organisational Objectives

Asset Management 

Plans (AMP) 

Implementation of 

Asset Management 

Plans (AMP) 

Asset 

Portfolio 

Performance Evaluation and Improvements 

Asset 

Management 

Policy

Plans to Develop 

Asset Management System 

& Provide Required Support

Asset Management System 

& Relevant Supporting 

Operational Elements 

Stakeholders & 

Organisational Context

GOVERNANCE

STRATEGIC DIRECTION

Management Planning

STRATEGIC DIRECTION

Tactical Planning

DATA & QUALITY 

SYSTEMS

OPERATIONS & 

DELIVERY

MONITOR & 

REPORT

 CONTEXT

LEADERSHIP

CONTEXT

PLANNING

SUPPORT

CONTEXT

PLANNING

SUPPORT

PLANNING

SUPPORT

OPERATION

SUPPORT

OPERATION

EVALUATION

IMPROVEMENT

ISO55001:2014 & Integrated Alignment
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ISO55001:2014 & Integrated Alignment
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Organisational Plans & 

Organisational Objectives

Strategic Asset Management 

Plan (SAMP) & 

Organisational Objectives

Asset Management 

Plans (AMP) 

Implementation of 

Asset Management 

Plans (AMP) 

Asset 

Portfolio 

Performance Evaluation and Improvements 

Asset 

Management 

Policy

Plans to Develop 

Asset Management System 

& Provide Required Support

Asset Management System 

& Relevant Supporting 

Operational Elements 

Stakeholders & 

Organisational Context

4.1 Organisational Context

4.2 Needs & Expectations of Stakeholders

5.1 Leadership

5.3 Roles & Responsibilities

5.2 Policy

4.4 AM Systems

6.1 Risk & Opportunity

7.1 Resources

7.2 Competence

7.3 Awareness

7.4 Communication

7.5 Information Requirements

7.6 Documented Information

8.2 Manage Change

9.1 Monitor, Measure & Evaluate

9.2 Internal Audit

9.3 Management Review

10  Continuous Improvement

4.3 Scope of AM System

6.2.1 AM Objectives

8.3 Outsourcing (scope)

6.2.2 AM Planning (objectives)

8.1 Operational Plan & Control

8.2 Manage Change

8.3 Outsourcing (controls)

Figure B.1

Relationship 

between key 

elements of an 

Asset Management 

System

ISO5502:2014

Annex B

ISO55001:2014 & Integrated Alignment
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5.2 Policy

4.3 Determining the 

scope of the asset 

management 

system

6.2.1 Asset 

management 

objectives

8.2 Management of 

change

9.1 Monitoring, 

measurement, analysis and 

evaluation

9.2 Internal audit

9.3 Management review -

strategic

10 Improvement

6.1 Actions to address risks 

and opportunities for the 

asset management system

4.4 Asset 

management 

system

6.2.2 Planning to 

achieve asset 

management 

objectives

8.3 Outsourcing 

(scope)

9.3 Management 

review - operational

5.1 Leadership and 

commitment

5.3 Organisational roles, 

responsibilities and 

authority

9.3 Management review -

corporate

4.1 Understanding 

the organisation 

and its context

4.2 Understanding 

the needs and 

expectations of 

the stakeholders

8.1 Operational 

planning and control

8.3 Outsourcing 

(control)

8.2 Management of 

change

7.1 Resources

7.2 Competence

7.3 Awareness

7.4 Communications

7.5 Information 

requirements

7.6 Documented 

information

ISO55001:2014 & Integrated Alignment
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ISO 55001 Two-Tier Approach:                        

A “Plug-and-Play” System

1.3
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‘S.E.C.U.R.E.D’ & “Plug-and-Play”
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‘S.E.C.U.R.E.D’ & “Plug-and-Play”



‘S.E.C.U.R.E.D’

CAMP

Policy AMOS

SAMP

Objectives Map

‘PLUG-AND-PLAY’ ASSET MANAGEMENT
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‘S.E.C.U.R.E.D’ & “Plug-and-Play”



Why we built 

‘S.E.C.U.R.E.D’

The ISO 55001 Journey
2
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Our Asset Management Approach and Learning's from 

our ISO 55001 Journey:

• HOW: What is ‘S.E.C.U.R.E.D’ (a high level snapshot) 

HOW 55001- was used to help us build our practice

• WHY: Our ISO55001 Journey (some of the details)

WHY 55001- it helps us enhance our practice 

• WHAT: What we did to solve the problems we faced     

(a retrospective view)

WHAT WE LEARNT- the continuous improvement and 

asset optimisation we seek

Page 26

Proposed Agenda
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Getting on the “front foot”                  

[and] at the “front-of-the-wave”

2.1
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Evolution of ISO Standards – Global and Australia
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ISO 55001 Two-Tier Approach:                        

Build a decision bridge

2.2
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The Decision Bridge

‘S.E.C.U.R.E.D’ is: 

 Stripped-Down to only     

Key Decision Points

 Continuously calibrated    

data from across our 

business 

 Market tested on tenders

 ISO 55001 Certified

Page 30
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The Core of ‘S.E.C.U.R.E.D’

With a primary focus on ISO 55001:

• S.E.C.U.R.E.D’ is not an Enterprise AM System.

• S.E.C.U.R.E.D’ is 3rd Platform Solution.

• At its very core, ‘S.E.C.U.R.E.D’ is: 

 Data Driven 

 Risk Based 

 Condition Controlled

 A simple & effective Decision Bridge (3rd Platform)

Page 31
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AMS

CRP HSQE

Stock Legal

1st Platform

2nd Platform

CMMS Service

The Decision Bridge

3rd Platform

Page 32

ERP
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The ‘S.E.C.U.R.E.D’ Framework

(S)tructure We work with our clients to develop of a Strategic Asset Management Plan (SAMP), which is supported by our asset knowledge and 

the alignment of our operational requirements to the Levels-of-Service (LoS) commitments.

(E)valuation We use risk management planning to understand the criticality of all plant assets, the criticality of operational procedures, the key 

objectives of the contract and all risks of failure.

(C)ontrol We determine the best investment priorities for risk control measures, and ensure we optimise our operations and maintenance 

processes to sustain optimum risk management.

(U)tilisaion We evaluate all our asset and monitoring data so that we can continuously optimise of operational performance and maintenance

requirements.

(R)eview We undertake regular improvement reviews and provide feedback to our operations and maintenance tactics and tasks, always 

seeking process and procedural Opportunities for Improvement (OFIs).

(E)fficiency We use our in-house process and engineering expertise to regularly audit our asset and process efficiency, always seeking site-based/

operational Opportunities for Improvement (OFIs).

(D)eployment We use our in-house project delivery and engineering expertise to maintain a focus on continuous improvement and ensure all 

‘S.E.C.U.R.E.D.’ projects are delivered as a program of works.

(S)tructure (E)valuation (C)ontrol (U)tilisation (R)eview (E)fficiency (D)eployment
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THE SECURED Methodology

(S)tructure

 Ensure all Strategic 

drivers are aligned

 Ensure the state of 

assets base is 

understood

 Ensure operational 

requirements aligned 

with the required 

Levels of Service

Downer focus of a Risk 

Based approach:

 Confidence in Asset 

Attributes & Data 

Integrity

 Efficient use of Asset 

Condition Assessments

 Test and refined Level 

of Service & Measures

 Alignment with 

corporate drivers and 

requirements

Downer focus to

supporting Client:

 Document & map 

process/ network value 

of information flow

 Optimise information 

flow and data in asset 

inventory

 Optimise cost efficient 

approaches

 Optimise interfaces 

between systems

 Test and confirm LOS

Downer Operational &

working focus:

 Plant/ Network 

management 

optimisation

 Data standards & asset 

inventory procedures

 Condition assessment 

technology & techniques

 Onsite valuation 

assessment techniques

 Process and value flow 

mapping

 Data collection 

techniques

(E)valuation

 Ensure asset criticality 

analysis aligns with 

corporate objectives.

 Risk rankings define 

the level of failure 

analysis

 Undertake appropriate

risk analysis and 

failure analysis

Downer focus of a Risk 

Based approach:

 Ensure all decisions on 

assets regarding 

maintenance, condition 

and renewals are all 

based on a risk 

approach

 Enhance understanding 

of attributes that reflect 

the components of Risk

Downer focus to

supporting Client:

 Enhance evaluation of 

criticality and failure,

 Consider tangible and 

intangible issues

 Enhance understanding 

of how failure drives 

acquisition, 

maintenance and 

renewals

 Leverage unique 

understanding of how 

assets/ networks fail

Downer Operational &

working focus:

 Risk and Enterprise 

Risk Management

 Failure analysis (Root 

cause analysis

 FMECA, RCM)

 Probability of failure

 Consequence of failure

 Business risk exposure

 Management of Asset 

and Networks according 

to BRE levels

 Asset functionality

(C)ontrol

Based on Step 

(E)valuation, control 

strategies must consider:

 O&M and CIP 

investment priorities

 Optimising current 

O&M processes

 Alternative O&M 

options

Downer focus of a Risk 

Based approach:

 to understand the 

precautions being taken 

to ensure the life of the 

asset is maximised at 

most appropriate cost

 maintenance and 

operational regimes 

need to be reviewed

Downer focus to

supporting Client:

 Review risk Treatment 

strategies

 Optimise preventive 

tasks, monitoring and 

Operations

 Document work 

procedures aligned to 

the defined risk

 Leverage intelligence 

accurately to ensure 

integrity of the data

Downer Operational &

working focus:

 Condition-based 

monitoring plans

 Implementation of risk 

treatment controls via 

FMECA ,RCM and Root 

cause analysis

 Failure response plans

 Maximising Preventive 

and predictive-based 

proactive strategies, 

based on the most cost 

effective

(U)tilisation

 Measure and monitor 

information and data 

necessary for 

performance reviews 

and reporting

 Use metrics in 

performance 

monitoring tied to 

strategic planning and 

corporate objectives

Downer focus of a Risk 

Based approach:

 Capture data needed to 

outline expenditure for 

Operational Needs; 

Capital Needs; and 

Maintenance Needs.

 Also interested in 

understanding macro 

data and trends

Downer focus to

supporting Client:

 Data management and 

metrics best aligned to 

LOS

 Providing sustained 

performance at the 

lowest life-cycle cost

 The risk based 

approach to asset 

management practices; 

and

 Providing improved 

services

Downer Operational &

working focus:

 Analysis of work orders

 Analysis of financial 

impact of failure

 Analysis of time 

between failure and 

repair

 Analysis of the Root 

Cause of why the failure

 Analysis of preventive 

tasks (failure modes, 

cost, corrective works, 

trends & controls)

(R)eview

 Regularly review 

performance of 

Operations and 

Service Delivery

 Audit / measure 

outputs against 

benchmarked 

requirements

 Identify improvement 

opportunities (desktop)

Downer focus of a Risk 

Based approach:

 Audit / Test 

improvements against 

best practice in asset 

management

 Demonstrate competent 

asset stewardship to 

Stakeholders

Downer focus to

supporting Client:

 Establish the most 

appropriate review 

processes

 Ensure these reviews 

align with BSC asset 

management service 

delivery objectives

 Establish the most 

appropriate internal 

audits

 Continuously 

benchmark and test cost 

efficiency

Downer Operational &

working focus:

 Development of 

specialised review and 

improvement planning 

techniques (appropriate 

to the contract and 

requirements of service)

 Use our experience in 

industry best practice 

improvement and 

benchmarking 

techniques

 Use our business 

improvement 

experience

(E)fficiency

 Optimise the efficiency 

of operations and 

maintenance

 Site based/ operator 

driven performance 

review

 Identify improvement 

opportunities

(Engineering)

Downer focus of a Risk 

Based approach:

 Minimize the long term 

cost of providing the 

service

 Determine best ways to 

optimise operations and 

maintenance activities 

to achieve the lowest 

lifecycle costs

Downer focus to

supporting Client:

 Optimise Operational 

resource/ labor costs

 Optimise maintenance 

expenses

 Optimise ongoing 

capital costs

 Scope and prioritise

Capital Improvement 

projects

Downer Operational &

working focus:

 achieve operational 

improvements, 

performance efficiencies 

and innovation 

objectives

 assess identified 

activities against a 

benchmark of most 

appropriate business 

practices

 prioritise identified 

activities

(D)eployment

 Drive of Continuous 

Improvement is to 

effectively deliver all

 Opportunities for 

Improvement (OFIs)

 OFIs are determined in 

the (R)eview and 

(E)fficiency steps

Downer Operational & 

Working focus:

 Clearly identify actions 

that can practically 

implement the 

improvement initiatives

 Link these actions into 

a forward improvement 

programme

 Ensure overall 

confidence in the 

identified management 

and planning process 

Support innovation, 

efficiency and 

improvement planning

OFI OFI OFI OFI OFI OFI

Innovation

Sustainability

Downer Risk-Based ‘S.E.C.U.R.E.D.’ Model

Continuous 

Improvement 

Planning

‘I.M.P.R.O.V.E.’

I – Identify

M – Model

P – Plan

E – Educate

R – Respond

O – Optimise

V – Verify



SITE-BASED OPERATIONAL AM

‘S.E.C.U.R.E.D’
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THE SECURED Process



What we built

What learnings did we 

leverage?3
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Our Asset Management Approach and Learning's from 

our ISO 55001 Journey:

• HOW: What is ‘S.E.C.U.R.E.D’ (a high level snapshot) 

HOW 55001- was used to help us build our practice

• WHY: Our ISO55001 Journey (some of the details)

WHY 55001- it helps us enhance our practice 

• WHAT: What we did to solve the problems we faced     

(a retrospective view)

WHAT WE LEARNT- the continuous improvement and 

asset optimisation we seek

Page 38

Proposed Agenda
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ISO 55001 Two-Tier Approach:                        

Technical Proficiency

3.1



(S)tructure
Strategic alignment, objectives & drivers
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The Core of ‘S.E.C.U.R.E.D’

S.E.C.U.R.E.D’ is not an Enterprise AM System.  

At its very core, ‘S.E.C.U.R.E.D’ is: 

• Data Driven 

• Risk Based 

• Condition Controlled

• A Decision Bridge

• ISO 55001
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Summary:

The following is a summary of the asset hierachy that is used by the Tenix Asset Management

Team.

The assets are broken down into various levels which are outlined below;

Level 1 Plant indentification

Level 2 Process area indentification

Level 3 Engineering discipline

Level 4 Engineering sub discipline

Level 5 Asset type

Level 6 General asset description (where applicable)

Level 7 Further asset description (where applicable)

ID Asset tag number

Example

Level 1 Bega STP

Level 2 Chemical storage/dosing

Level 3 Mechanical

Level 4 Rotating machinery

Level 5 Pump (dosing)

Level 6 Caustic dosing pump No. 1

Level 7

ID 01-P6002

Asset Management
Asset Hierarchy

1 Civil

2 Structural

3 Mechanical

4 Piping

5 Electrical

6 Instrumentation

7 Controls

8 Land

9 Safety

Level 2

Area 010 General Areas

Area 015 Inlet Pumping/Pipes

Area 020 Screenings and Grit Removal

Area 025 Anoxic/Aeration/SBR

Area 030 Aerobic Digesters

Area 035 Bio Solids

Area 040 Odour Control

Area 045 Chemical Storage/Dosing

Area 050 Filtration

Area 055 Disinfection

Area 060 Recycled Effluent

Area 065 Safety

Area 080 Redundant Equipment



SITE-BASED OPERATIONAL AM

‘S.E.C.U.R.E.D’



(E)valuation
Assessment & analysis 
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The Core of ‘S.E.C.U.R.E.D’

S.E.C.U.R.E.D’ is not an Enterprise AM System.  

At its very core, ‘S.E.C.U.R.E.D’ is: 

• Data Driven 

• Risk Based 

• Condition Controlled

• A Decision Bridge

• ISO 55001



BRE RISK ANALYSIS
7-Step Process Map

Asset Register Initial Risk Assessment Residual Risk Assessment Criticality and Spares

CONSEQUENCE OF FAILURE (CoF)
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 Effectiveness of 

Risk Controls

Reduce 

CoF

Amount of 

Redundancy

Reduce 

PoF

Tab CoF Tab CoF Tab CoF Tab CoF Tab CoF PoF Gross BRE Description of Gross BRE CoF PoF Net BRE Description of Net BRE Criticality Spares 

ANOXIC / AERATION / SBR

BLOWER 

7 8 8 4 8 6.69 9 60.20 CoF

• We have other blowers so not disaster if one fails

• Impacts multiple processes; runs continuous without an online spare; and/or causes lost production 

in fewer than 8 hours. 

• Environmental issues are significant 

PoF

• History tells us that the PoF is almost certain

0% 0% 60.20 There is no risk mitigation 

There is no Redundancy

ZONE ONE

YES - ONSITE 

• 150 NB NRV

• 300 NB NRV

• 300 NB Expansion Joint

• 300 NB NRV

• Wedge Belts

PLC 7 8 8 7 8 7.43 4 29.70 CoF

• PLC cant b down more than 6 - 12 hours 

• Worst case sanctions highly  likely  

• Social issues would be significant 

• High impact on revenue producing assets 

• Contract v iolation

PoF

Low likelihood of failure (currently  no greater than 25% )

Would  not expect useful life to be more than 30%  consumed

  

25% 25% 16.71 • Operators can run site if need for a short period of time. 

• Depends on ability  and availability  of operators 

ZONE TWO

YES - ONSITE

• Allen Bradley Devicenet Communication Module

• Allen Bradley Control Logix

• Siemens Simatic S7, PC Adapter

• Allen Bradley Analogue Module

• Allen Bradley Ethernet Adapter 

• Allen Bradley Power Supply  Control Logix

• Moxa EtherDevice Switch

• Allen Bradley Compact Analog Input Module

• Allen Bradley Flex ibus I/O Terminal Base Unit

• Allen Bradley Flex I/O Digital DC Output Module 

• Prosoft Communications Module MV156E 

ELECTRICAL

LV SWITCHBOARD NO 1 - MAIN SWITCHROOM

RAPID MIXER

5 6 5 6 5 5.57 6 33.44 CoF

• Impacts a single process; runs intermittently  without an online spare; and/or causes lost production 

in between 8-24 hours

• Extensive complaints adjacent to site, lingering area odour

• Moderate inconvenience and safety  issues; a documented case of sickness 

• Econ Asset Effected

• Gov Major contractual v iolation; sanction possible 

PoF

• Expected to occur within 5 years, and 50%  chance of failure this financial year.

• 5 out of every 10 years

0% 0% 33.44 There is no risk mitigation 

There is no Redundancy

ZONE THREE

YES - SUPPLIER HOLD & DELIVER 

DATA COLLECTION: RISK CONTROLS: REDUCE CoF: REDUNDANCY: REDUCE PoF: RISK ZONES: RISK BASED SPARES:

(A) Technical 100% • All data is collected in workshop (10)  Excellent 25% (10)  200% Redundancy 98% BRE Strategy-1 Spares Strategy determined 

(B) Environmental 100% • Notes are guided by CoF and PoF tables (9)   Very Good 20% (9)   100% Redundancy 90% Priority One by Risk Profile 

(C) Social 15% • Site/ Plant specific details supplied in workshop (8)   > than Good 15% (8)   > 75% and < 100% 80% BRE Strategy-2 See Risk Map for Details 

(D) Economic 75% • All data is confirmed and calibrated by particpants (7)   Good 10% (7)   75%  Redundancy 75% Priority Two (flip over)

(E) Governance 15% (6)   > than Adequate 5% (6)   > 50% and < 75% 60% BRE Strategy-3

(5)   Adequate 2% (5)   50% Redundancy 50% Priority Three

(4)  Tolerable 0% (4)   > 25% and < 50% 35% BRE Strategy-4

(3)   Inadequate Increase CoF 5% (3)  25% Redundancy 25% Priority Four

(2)   Unsatisfactory Increase CoF 10% (2)   > 10% and < 25% 10% BRE Strategy-5

(1)   Negligent Increase CoF15% (1)   < 10% Backup 0% Priority Five

See Risk Map 

(flip over)

(1)   Insignificant

(7)   High 

(6)   Likely 

Aggregate CoF Score is Calculated as per Weightings

(5)   Moderate

(4)   Low

(3)   Rare 

(1)   Inconceivable

(2)   Insignificant to Minor (2)   Unlikely

(6)   Moderate to Major

(5)   Moderate

(4)   Minor to Moderate

(3)   Minor

WEIGHTED CONSEQUENCE CRITERIA:

(10)  Catastrophic 

(9)   Extreme 

(8)   Major to Extreme 

(7)   Major

CoF SCORES:

(10)  Certain Failure

(9)   Almost Certain 

(8)   Very high

NET RISK 

Residual 

BRE Rating

NOTES

PoF SCORES: 

C
o

F
 --
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PROBABILITY 

OF FAILURE 

(PoF)

GROSS RISK 

Raw BRE Rating

NOTES SENSITIVITY ANALYSIS

(3) SCORE PoF
Raw Score

(5) Run Sensitivity Analysis 
(2) SCORE CoF

Raw Score 
(1) Weight CoF Criteria

X =

THE GROSSS BRE CALCULATION:

Aggregate CoF (x) Initial PoF = Gross BRE

(4) Collect Assessment
Data/ Notes

(6) Determine
Risk Zone

(7) Determine
Spares Requirements

X =

THE NET BRE CALCULATION:

Reduced CoF (x) Reduced PoF = Net BRE





Technical Environment Social/ 

Community 

Economic/ 

Financial

Governance Inconceivable Unlikely Rare Low Moderate Likely High Very high Almost 

Certain 

Certain 

Failure

1 2 3 4 5 6 7 8 9 10

10 Catastrophic • Cant be down more than 1-hour 

• Catastrophic process failure

• Total system failure 

• Serious operational loss with 

4+ weeks of serious disruption 

• Litigation and severe sanctions 100%  

guaranteed 

• Damage not reversible in 5+ years

• Odour at dangerous levels 

• Large area evacuation required 

• Extensive contaminate clean up 

• Negative nation-wide multi-media  and 

Negative Brand issues 1+ month

• Widespread serious illness 

• (and/or) multiple deaths reported

• (and/or) loss of staff life 

• Loss of $10 million or greater

• (and/or) highest "material" loss

• Loss of core revenue 

• Significant staff changes required

• Serious indirect & downstream cost (i.e. 

environmental, legal, health, etc.)

• Serious negative economic development 

for region  

• Staff turnover exceeds 30%  p.a., 

• Significant IR issues 

• Cant staff specialist skills  

• Contract Litigation/ prosecution  & KPI 

sanctions 100%  certain

• Relationship damage - Irreversible

• Nation-wide adverse political 

comment for 1+ weeks

10 10 20 30 40 50 60 70 80 90 100 10 Catastrophic 

9 Extreme • Cant be down more than 4 hours 

• Impacts multiple processes

• Significant  System Failure: 60-75%  

of Total Plant and Process  

• Serious operational loss with 

2+ weeks of serious disruption 

• Litigation and severe sanctions virtually 

assured 

• Damage reversible in 1 to 5 years 

• Extensive area-wide complaints

• Severe health and habitat issues 

• Some mandatory vacation of site and 

immediate surrounding. 

• Negative nation-wide multi-media issues 

for 2 weeks to 1-month

• Multiple documented cases of serious 

illness

• (and/or) a death reported

• (and/or) staff injury with greater than 

1-year time-off

• Loss between  $5M to $10 Million

• (and/or) top 20%  "material" loss

• Loss of key support core revenue 

• Some staff changes likely

• Serious indirect & downstream cost (i.e. 

environmental, legal, health, etc.)

• Serious negative economic development 

for region  

• Staff turnover exceeds 20%  to 30%  

• Minor IR issues 

• Significant specialist skill gaps

• Contract Litigation/ prosecution  & KPI 

sanctions virtually assured; 

• Relationship damage - Irreversible

• Nation-wide adverse political 

comment for several days 

9 9 18 27 36 45 54 63 72 81 90 9 Extreme 

8 Major 

to Extreme 

8 8 16 24 32 40 48 56 64 72 80 8 Major 

to Extreme 

7 Major 7 7 14 21 28 35 42 49 56 63 70 7 Major

6 Moderate 

to Major

6 6 12 18 24 30 36 42 48 54 60 6 Moderate 

to Major

5 Moderate 5 5 10 15 20 25 30 35 40 45 50 5 Moderate

4 Minor 

to Moderate

4 4 8 12 16 20 24 28 32 36 40 4 Minor 

to Moderate

3 Minor 3 3 6 9 12 15 18 21 24 27 30 3 Minor

2 Insignificant 

to Minor

2 2 4 6 8 10 12 14 16 18 20 2 Insignificant 

to Minor

1 Insignificant 1 1 2 3 4 5 6 7 8 9 10 1 Insignificant

1 2 3 4 5 6 7 8 9 10

Technical Environment
Social/ 

Community 

Economic/ 

Financial
Governance Inconceivable Unlikely Rare Low Moderate Likely High Very high

Almost 

Certain 

Certain 

Failure

CONSEQUENCE OF FAILURE (CoF)

CONSEQUENCE OF FAILURE (CoF)

PROBABILITY OF FAILURE (PoF)

• Loss between $20K to $100K

• (and/or) lower 50%  to lowest 25%  

"material" loss

• Loss of Non-revenue producing assets 

required for protecting revenue producing 

assets.

• Minor Cost/ Impact

• Minor indirect property damage or 

service outage costs.

• Staff turnover 0%  to 10%

• Minimal loss of internal capacity 

• Minor contractual violation, which is 

reporting only.

• Local adverse political comment for 

1-day

• Can be out of service with no significant 

service implications

• Minor or no impact on safety, 

product, or cost.  

• From - Minor Component Failure 

(0%  - 50%  capacity) at single asset level 

(MMI Level - Child Asset) 

• To - Major Component Failure 

(50%  - 100%  capacity failure at single 

asset level (MMI Level - Child Asset) 

• Insignificant to Nil consequence

• Minor issues with non compliance; 

no consequence 

• No complaints

• Short duration, small quantity

• Onsite.

• Negative multi-media nation-wide 

coverage for 2 days

• Insignificant to Nil consequence

• Loss less than $20K

• (and/or) lower 50%  to lowest 25%  

"material" loss

• Loss of Non-revenue producing assets 

required for supporting business 

functions.

• Low direct cost/ Impact

• Insignificant to Nil indirect consequence

• Insignificant to Nil consequence

Balanced/

Combined 

(CoF)

• Loss of Service 

• Impact Core Process

• Downstream Plant

• Operations & Maintenance

• Legal  & Compliance

• Odour & Air Discharge 

• Land & Water Discharges

• Spills & Waste 

• Image & Brand

• Community Safety 

• Staff & Operational Safety 

• Financial Accounts

• Revenue Assets 

• Economic - Direct

• Economic - Indirect 

• Staff/ Operational Capacity 

• Industrial Relations

• Contractual KPI

• Political Issues 

• Cant be down more than 8 hours

• Impacts multiple processes

• From - Minor System Failure 

(20-40%  of Total Plant and Process) 

• To - Medium System failure 

(40-60%  of Total Plant and Process)   

• Serious operational loss with over    

1-week of serious disruption 

• Minor Litigation and Sanctions likely 

• Damage reversible in under 1-year

• Extensive complaints limited to area 

adjacent to site 

• lingering odour adjacent to site 

• Many in community are inconvenienced 

• Moderate health and habitat issues 

• Negative nation-wide multi-media issues 

for up to 2 weeks

• Major safety issues

• Multiple documented cases of  illness 

and sickness inn community  

• (and/or) staff injury with 3-months to 

1-year Injury Time-off

• Loss between $500K and $5M

• (and/or) upper 35%  to top 20%  

"material" loss

• Loss of Assets required for order 

fulfilment functions such as sales orders, 

work orders, production planning, 

shipping, logistics, accounting.

• High impact on direct costs - must divert 

funds/ high Impact on budget

• High indirect property damage or 

service outage costs; high impact of  

environmental indirect costs

• Staff turnover exceeds 15%  to 20%  

• Major loss of internal capacity

• Major IR issues

• Some specialist skill gaps

• Minor contract litigation & KPI sanctions 

likely 

• Relationship damage - Reversible 

and Manageable. 

• Regional adverse political comment 

for several days 

• Cant be down more than a day

• Impacts a single process (to)

minor impacts on multiple processes 

• From - Minor Multiple Asset Failure: 

(0%  - 50%  capacity failure) at sub-

system Level 

• To - Major Multiple Asset Failure 

(50%  - 100%  capacity failure)  at sub-

system Level .  

• Loss of operational capability in some 

areas and some disruption to service

• Enforcement notice and sanction 

possible 

• Moderate complaints adjacent to site 

• Moderate duration of issues

• Medium to large quantity impacts, but 

limited to specific areas 

• Limited off-site consequences

• Negative nation-wide multi-media issues 

for several days

• Moderate inconvenience and safety 

issues

• A documented case of sickness 

• (and/or) staff injury with 2 weeks to 3 

months Injury Time-off

PROBABILITY OF FAILURE (PoF)

• Loss between $100K and $500K

• (and/or) upper 50%  to upper 35%  

"material" loss

• Loss of Assets required for other 

production or service functions such as 

materials handling or warehousing

• Moderate direct Cost/ Impact

• Moderate indirect property damage 

or service outage costs; minor 

environmental indirect costs.

• Staff turnover exceeds 10%  to 15%  

• Moderate loss of internal capacity Minor 

IR issues

Few lingering specialist skill gaps

• Major contractual violation & sanction 

possible 

• Local adverse political comment for 

1-week

• Cant be down more than a week 

Impacts a single process 

• From - Minor Asset Failure 

(0%  - 50%  capacity failure) at Asset 

Level 

• To -  Major Asset Failure 

(50%  - 100%  capacity failure) at Asset 

Level  

• No loss of operational capability or 

negative disruption to service levels

• Non compliance & minor violation, which 

is reporting only.

• A few minor complaints adjacent to site 

• Minor duration of issues 

Small to medium quantity impacts, 

restricted to onsite

• Negative regional multi-media coverage 

for up to 2 days

• Minor inconvenience and safety issues 

• (and/or) staff injury with less than 2 

weeks time-off

0%  

Likliehood 

of Failure (LOF)

Less than 10%

Likliehood 

of Failure (LOF)

10%  to 15%

Likliehood 

of Failure (LOF)

15%  to 25%

Likliehood 

of Failure (LOF)

25%  to 35%  

Likliehood 

of Failure (LOF)

35%  to 50%

Likliehood 

of Failure (LOF)

50%  to 75%

Likliehood 

of Failure (LOF)

75%  to 90%

Likliehood 

of Failure (LOF)

Greater than 90%

Likliehood 

of Failure (LOF)

100%  

Likliehood 

of Failure (LOF)





(C)ontrol
Controls, mitigation & intervention 
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The Core of ‘S.E.C.U.R.E.D’

S.E.C.U.R.E.D’ is not an Enterprise AM System.  

At its very core, ‘S.E.C.U.R.E.D’ is: 

• Data Driven 

• Risk Based 

• Condition Controlled

• A Decision Bridge

• ISO 55001











(U)tilisation
Data, data interrogation & and decision making
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The Core of ‘S.E.C.U.R.E.D’

S.E.C.U.R.E.D’ is not an Enterprise AM System.  

At its very core, ‘S.E.C.U.R.E.D’ is: 

• Data Driven 

• Risk Based 

• Condition Controlled

• A Decision Bridge

• ISO 55001
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ISO 55001 Two-Tier Approach:                        

Continues improvement & lessons learnt

3.2



(R)eview

(E)fficiency &

(D)eployment
Continuous Improvement Programme (CIP) 
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The Core of ‘S.E.C.U.R.E.D’

S.E.C.U.R.E.D’ is not an Enterprise AM System.  

At its very core, ‘S.E.C.U.R.E.D’ is: 

• Data Driven 

• Risk Based 

• Condition Controlled

• A Decision Bridge

• ISO 55001
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Benchmarking 
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5.2 Policy

4.3 Determining the 

scope of the asset 

management 

system

6.2.1 Asset 

management 

objectives

8.2 Management of 

change

9.1 Monitoring, 

measurement, analysis and 

evaluation

9.2 Internal audit

9.3 Management review -

strategic

10 Improvement

6.1 Actions to address risks 

and opportunities for the 

asset management system

4.4 Asset 

management 

system

6.2.2 Planning to 

achieve asset 

management 

objectives

8.3 Outsourcing 

(scope)

9.3 Management 

review - operational

5.1 Leadership and 

commitment

5.3 Organisational roles, 

responsibilities and 

authority

9.3 Management review -

corporate

4.1 Understanding 

the organisation 

and its context

4.2 Understanding 

the needs and 

expectations of 

the stakeholders

8.1 Operational 

planning and control

8.3 Outsourcing 

(control)

8.2 Management of 

change

7.1 Resources

7.2 Competence

7.3 Awareness

7.4 Communications

7.5 Information 

requirements

7.6 Documented 

information

ISO 55001 Certification

Systematically bring 

everything full circle 



© Downer Group Limited All rights reserved

The SECURED Process

Technical 
Application

System 
Development

Application 
Across 

Enterprise

Technical 
1.1- Start at the bottom and work your 

way up. 

1.2- 55001 is a practice - it requires both 

technical acumen and a management 

system

1.3- AM is not an IT solution                         

(don’t fall into the “black box trap”) 

System
2.1- Keep the scope small and tight

2.2- Use the best advice you can

2.3- Pay attention to the detail of 

“technical practice”

Leadership 
3.1- Communicate, communicate, 

communicate

3.2- Ensure you have done the 

planning 

3.3- Senior management can't be 

passengers 

BUILD

18-Months

STANDARDISE

6-Months

AUDIT & COMPLIANCE

6-Months
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And the “pot-of-gold”                             

at the end of the rainbow…

3.3
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ISO 55001 Certification

DOWNER 

AWARDED 

AUSTRALIAN 

FIRST 

ACCREDITED 

ISO 55001 

CERTIFICATION
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A summarised list of benefits:

• Awareness

• Technical skill

• Improved life cycle 

• Better use of equipment

• Better suppliers

• Better understanding of failure modes and defects

• Renewals spend

• Maintenance spend 

• Tenders

Page 69

Benefits



Thank you

FOR MORE INFORMATION:

Dwayne Pretli

Asset Optimisation Manager

dwayne.pretli@downergroup.com

+61 409 641 444


